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Important information

Proget Console

Version 2.20.4

Proget Mobile App

Version 2.20.3

Proget Notifier

Wersja 1.0.0

Proget File Manager

Wersja 0.1.1

Applications

PROGET CONSOLE PROGET MOBILE APP

PROGET NOTIFIER NEW PROGET FILE MANAGER NEW



PROGET REMOTE PROGET GEOFENCING

PROGET BACKUP PROGET FILE SHARING

PROGET OPENVPN



Proget Console
Updated: Feb 13, 2025

Administrator guide Changelog

Known Issues



Administrator guide
Updated: Jul 16, 2026

Administrator guide contains information about the administrator console that will help you get

familiar with our system. Here you will find a description of our system and its features to help you

get started using our product.

Login

Log in to the console via domain, local,

or Microsoft Entra ID

Dashboard

Overview of users, devices,

notifications, and device locations

My Card

User details, assigned devices, and

available user actions

Users

Manage users and add them via Entra

ID, LDAP, or locally

Activations

Manual, automatic, template-based,

and custom EULA device activation

Devices

Table of devices activated on the server

with their details

Groups

Groups for assigning policies, profiles,

and apps to many devices

Apps

Table of applications available on the

given server

Policies

Restrict device functionality: password

rules, camera, Google services

Profiles

Configure email, location, app rules,

documents, and backups

Labels

Label groups and users to assign

devices to them

Audit logs

Collect and review events occurring on

the server



Tasks

Tasks sent to devices by users or the

system

Service

Data on devices ever activated on the

server

Security

Table of security events recorded on

devices

Reports

Configure and generate reports about

devices in the system

Settings

Access control, LDAP, SMTP,

certificates, roles, and other settings

Integrations

Android Enterprise, Apple Business

Manager, Entra ID, and other…

File Manager

Manage files on iOS and Android

devices remotely



Login
Updated: Dec 17, 2025

Login page allows you to log in to the Proget console using domain, local or Microsoft Entra ID

mode.



1 Domain login

Enter domain username and password

Confirm with the 'Sign in' button

For this option to be work, LDAP needs to be added and correctly configured in the Proget

console

2 Local login

Enter the local username or email and password

Confirm with the 'Sign in' button

If you forgot your password, you can use 'Forgot your password?' button and you will receive a

link to reset your password via email

3 Microsoft Entra ID login

After clicking 'Microsoft Entra ID' button you will be transferred Microsoft page where you can

log in to Microsoft account

Subsequently you will be logged in to Proget console automatically



4 Help

For this option to be work, Microsoft Entra ID needs to be added and correctly configured in

the Proget console



4.1 Admin guide

After clicking the 'See Guide' button, you will be redirected to the Proget documentation, where

you will find information about our system (e.g. FAQ, known issues, changelog)

4.2 Knowledge base

After clicking the 'Go to site' button, you will be redirected to the Proget website, where you will

find information about the entire system

4.3 Suggestions

After clicking the 'Make Your Suggestion' button, you can share feedback on existing features

or propose new solutions

Email address to the Product Development Department

4.4 Support

After clicking the 'Submit a ticket' button, you will be redirected to the Proget page, where you

will be able to send a ticket with the problem to the support department

Email address to the Proget support department

4.5 Sales

Email address to Proget sales department

4.6 Professional

After clicking the 'Check the offer' button, you will be redirected to the Proget store, where you

can find and purchase our additional services



Dashboard
Updated: Dec 3, 2024

The dashboard tab shows the number of users, devices and notifications on a given server. Here

you can find information about devices such as: operating system versions, last contact with the

device and security status. If any device from the console has downloaded location, it will be

displayed on the map.



1 Search

Here you can search for anything that has been created or added to the console, e.g. profiles,

policies, users, devices.



2 Users

Number of Users added to the Proget console

This button takes you to the Users tab

3 Devices

Number of Devices activated in the Proget console

This button takes you to the Devices tab

4 Blocked devices

Number of Blocked devices in the Proget console

This button takes you to the Devices tab and shows blocked devices

5 Notifications

Number of Notifications in the Proget console

This button takes you to the Notifications

6 Out od compliance

Number of devices out of compliance in the Proget console

This button takes you to the Security tab

7 Operating system versions

Interactive chart containing data on operating system versions

Convertible to a bar chart



8 Last contact with the device

Interactive chart containing data on last contact with the devices in days

Convertible to a bar chart

9 Security status

Interactive chart containing data on security status of the devices

Convertible to a bar chart

10 Location of devices

If the location is read from the devices, they are displayed on this map

If there are no devices with read location, the map is centered according to the country

selected in the settings



My Card
Updated: Jul 16, 2026

The My card tab gives you information about a user and devices that have been assigned to him.

Furthermore, it gives you the possibility to perform actions on the user and the active devices.



2 Generate Activation

1 User Actions

Available user actions

Generate activations

Send email

Mark as VIP

Manage labels

Reset two-factor authentication

Change password

Generate PIN

Certificates



2.1 Activation template

Select an available activation template from the dropdown list

Available activation templates for the Android platform include:

Android Enterprise Device Owner

Android Enterprise Profile Owner

Android MDM

Required

2.2 Add activation template

If you do not have an activation template available, you can create one using this action

Click on the title to learn how to set it up

2.3 Need help?

Click if you need help with device activation or want to learn what the given activation means

2.4 Generate activation

This action allows you to generate an activation for selected platform

2.5 iOS

Generate activation for devices with the iOS system

2.6 macOS

Generate activation for devices with the macOS system

2.7 Windows

Generate activation for devices with the Windows system



3 Show Activation

Here you can view the activation, that has already been generated

4 Devices

5 Attributes

6 Certificates

7 Audit Logs

8 Backups

9 Settings

10 Dependency graph



Devices
Updated: Jun 3, 2026

Here you can view all devices assigned to your user.



1 Reset device password

This action allows you to reset the password on the selected device

2 Send message to device

This action allows you to send a message to the selected device

3 Send alarm message to device

This action allows you to send an alarm message to the selected device

4 Make a report

This action allows you to make a data report on the selected device, such as:

Storage memory usage report

Mobile data usage report

Wi-Fi data usage report

Application usage report

5 Export data

This action allows you to export data about the selected device



6 Refresh device

This action allows you to refresh the selected device

7 Delete device

This action allows you to remove the device

8 List of devices

List of devices that have been activated in the console



Attributes
Updated: Jun 3, 2026

Here you can customize the attributes view to your needs.



1 Table of Attributes

Provided attributes are generated based on the account data (local / LDAP / Microsoft Entra ID)

Create your own attribute using custom attributes



Certificates
Updated: Jun 3, 2026

Here you can see the certificates that have been used by your user in profiles and application

configurations.

1 Renew Certificate

This action allows you to renew the selected certificate

2 Revoke Certificate

This action allows you to revoke the selected certificate

The revocation of a certificate will result in the discontinuation of functionality, that uses that

certificate

The selected action is irreversible

3 List of certificates

List of certificates, containing the main information found in the user certificate



Audit Logs
Updated: Jun 3, 2026

Here you can see all the logs related to your user.

1 List of audit logs

History of system events generated by specific user actions, by:

System

User

Mobile device



Backups
Updated: Jun 3, 2026

Here you can create and view your user backups

1 Delete backups

This action allows you to delete backups

2 Generate QR code

After clicking this button, a window will appear with the option to select the user for whom the

QR code should be generated to make a backup copy

3 List of backups

List of backups that have been created



Settings
Updated: Jun 3, 2026

Here you can view and edit basic information about your user and personalize your console.



1 First name

User first name

Required

2 Surname

User surname

Required

3 Email

User email

Required

4 Username

Username

Required

5 Theme



Type of themes

Light

Dark

Automatic



Dependency graph
Updated: Jun 3, 2026

NEW

The Dependency graph tab displays an interactive visualization of relationships between key system

elements such as labels, groups, users, devices, roles and directory integrations (LDAP/Entra). It

allows administrators to quickly understand how individual elements are interconnected, without

navigating between multiple views. The feature is currently available for super admins only.



1 Graph

Interactive graph showing the selected entity as the central node with connected elements

displayed around it

Connected elements include devices, groups, roles, labels and directory integrations

Click on a node to view its details in the side panel

Nodes with a number represent aggregated elements - click to expand them into individual

nodes

2 Details panel

Side panel showing detailed information about the selected element, such as username, email,

date added, super admin status, and phone number

Associations section lists related elements grouped into accordion categories (e.g. Labels,

Devices, Groups, Users, Roles)

Use the search field to filter associations

Click on an element to navigate to its detailed view in the system



Users
Updated: Jul 16, 2026

In the users tab you will find a table with information about users on the given server. Here you can

perform actions on multiple or single users and also add users to the system from Microsoft Entra

ID, LDAP or locally.



1 Filtering in a text window

You can filter the results, using keywords. Enter the keyword you want to filter by into the

according field. The results are filtered dynamically when entering text

2 Generate activation

This action allows you to generate activation for the selected user

3 Delete activation

This action allows you to delete activation generated for selected user

4 Send email message

This action allows you to send email message to the selected user

5 Mark as VIP

This action allows you to mark selected user as VIP

6 Unmark as VIP

This action allows you to unmark selected user as VIP



7 Assign labels

This action allows you to associate selected user with a selected label

8 Unassign labels

This action allows you to remove the association of the selected user with the selected label

9 Reset two factor authentication

This action allows you to reset two factor authentication for the selected user

10 Lock user

This action allows you to lock selected user

11 Unlock user

This action allows you to unlock selected user

12 Assign Super Admin function

This action allows you to assign Super Admin function to selected user

13 Unassign Super Admin function

This action allows you to unassign Super Admin function from selected user

14 Certificates



This action allows you to add external certificates to the user

15 Reset password

This action allows you to reset the password of selected local user

16 Manage user

This action allows you to manage selected user, e.g. change name, email, username and reset

password

17 Generate PIN

This action allows you to generate PIN for the selected user and export it

18 Export data

This action allows you to export data about selected user

19 Delete user

This action allows you to delete selected user

20 Add user

Available options for adding a user to the Proget console

20.1 Add user from Microsoft Entra ID

20.2 Add user from LDAP

20.3 Add local user



21 User Backups

This action will take you to a page where you can send a backup of your private device to the

server

22 List of users

List of all users that were added to the Proget console



Add user from Microsoft Entra ID
Updated: Dec 3, 2024

Add users to the system from Microsoft Entra ID. Microsoft Entra ID is a cloud service that provides

administrators with the ability to manage end-user identities and access privileges.

1 Labels

Select the labels with which you want to associate new users

2 Message language

Select the language of tin which the message will be sent to the user

For this feature to work properly, SMTP must first be configured in the Settings tab

3 Delete

This action allows you to delete selected user

4 Add user



5 Select file

Select file with the list of users you want to add to the Proget console

Allowed file type: csv

6 Download the sample CSV

This action allows you to download the sample CSV file

4.1 User in Microsoft Entra ID

Search for the user in Microsoft Entra ID by email



Add user from LDAP
Updated: Dec 3, 2024

Add users to the system from LDAP. LDAP (Lightweight Directory Access Protocol) is a software

protocol for enabling anyone to locate data about organizations, individuals and other resources

such as files and devices in a network.

1 Labels

Select the labels with which you want to associate new users

2 Message language

Select the language of tin which the message will be sent to the user

For this feature to work properly, SMTP must first be configured in the Settings tab

3 Delete

This action allows you to delete selected user

4 Add user



5 Select file

Select file with the list of users you want to add to the Proget console

Allowed file type: csv

6 Download the sample CSV

This action allows you to download the sample CSV file

4.1 User in LDAP

Search for the user in LDAP by email



Add local user
Updated: Dec 3, 2024

Add local users to the system.

1 Labels

Select the labels with which you want to associate new users

2 Message language

Select the language of tin which the message will be sent to the user

For this feature to work properly, SMTP must first be configured in the Settings tab

3 Delete

This action allows you to delete selected user

4 Remove duplicate

This action allows you to remove duplicate users who have the same data when being added

5 Add user



6 Select file

Select file with the list of users you want to add to the Proget console

Allowed file type: csv

7 Download the sample CSV

This action allows you to download the sample CSV file

5.1 First name

Enter first name of the new user

5.2 Surname

Enter surname of the new user

5.3 Email

Enter email of the new user

5.4 Username

Enter username of the new user

5.5 Phone number

Enter phone number of the new user



User Backups
Updated: Dec 3, 2024

Here you will be able to send a backup of your private Android device to the server even if it is not

activated in the Proget service.

1 Delete

This action allows you to remove selected backups from the list

2 Generate QR Code

2.1 Enter the user name

Enter the name of the user for whom the backup will be sent to the server. Then click on the

'Generate' button

Required



3 List of backups made

List of backups performed by the user

Generated QR code of backup

1 QR Code

To send a backup to the server scan the QR code with your private Android device



Activations
Updated: Jul 16, 2026

Click on the selected activation method to view details and adjust settings.

Manual activation

Manually deploy a device with a chosen

activation type

Device auto enrollment

Speed up activating multiple devices

automatically

Templates

Predefined settings for quickly creating

activations

Custom EULA

Custom agreement text shown to users

during activation



Manual
Updated: Oct 9, 2025

Manual activation gives you the ability to manually deploy the device with the selected activation

type, for the selected user or without user.

1 Filter of generated activations

Use available filters to search for activations, such as:

Identifier

Created at

Expiration date

Activation type

Created by

Created for

2 Show

This action allows you to preview the available activation selected from the list



3 Delete

This action allows you to remove one or more activations if selected

This action is irreversible

4 Generate activations



4.1 Activation template

Select an available activation template from the dropdown list

Available activation templates for the Android platform include:

Android Enterprise Device Owner

Android Enterprise Profile Owner

Android MDM

Required

4.2 Add activation template

If you do not have an activation template available, you can create one using this action

4.3 Without user

If this option is selected, the activation will be generated without user

The activated device will not be assigned to any user in the MDM system

4.4 With user

If this option is selected, you must specify the user to whom the activation will be assigned

during generation

After activation, the device will be assigned to that user in the MDM system

4.5 Activation count

The slider is available only when the Without user option is selected

Allows you to define the number of activations to be generated, from 1 to 100

The Without user option is required

4.6 Need help?

Click if you need help with device activation or want to learn what the given activation means



5 List of activations

List of generated activations, containing main information

4.7 Generate activation

This action allows you to generate an activation with the entered settings

4.8 iOS

Generate activation for devices with the iOS system

4.9 macOS

Generate activation for devices with the macOS system

4.10 Windows

Generate activation for devices with the Windows system



Automatic
Updated: Oct 13, 2025

The auto enrollment feature significantly increases the speed and streamlines the process of

activating multiple devices.

1 Filtering in a text window

You can also filter the results using keywords. Enter the keyword you want to filter by into the

according field. The results are filtered dynamically while entering text.

2 Update registration

Click on the button if you want to make changes for the added activation

3 Delete registration

Click on the button if you want to delete added activation

4 Add devices



4.1 Integration type

Select the type of integration:

Proget - allows automatic registration of the device after installing the application

KME - allows automatic registration of the device along with the installation of the

application. Available only on Samsung devices

4.2 Add devices by

Select the type of device adding:

IMEI

Serial number

4.3 Assign activation template

This action allows you to assign an activation template to the selected devices from the list

4.4 Assign policy

This action allows you to assign a policy to the selected devices from the list

4.5 Assign action after activation

This action allows you to assign reactions after activating the device in the console, such as:

No action

Unlink the user from automatic enrollment

4.6 Remove

This action allows you to remove the added device



5 Import CSV

4.7 IMEI/Serial Number

Enter the device identification number

4.8 User

Enter the user to whom the added device will be assigned

4.9 Activation template

Assign an activation template for device enrollment

4.10 Policy

Assign a policy for device enrollment

4.11 Action after activation

Assign an action to be performed after device activation

4.12 Alias

Enter an alias for the device

4.13 Add

Add a new device enrollment



5.1 Integration type

Select the type of integration:

Proget - automatic registration of the device after installing the application

KME - automatic registration of the device along with the installation of the application.

Available only on Samsung devices

5.2 Add devices by

Select the type of device adding:

IMEI

Serial number

5.3 Activation template

Assign an activation template for device enrollment

5.4 Policy

Assign a policy that will be imposed on the device during registration

5.5 Assign action after activation

This action allows you to assign reactions after activating the device in the console, such as:

No action

Unlink the user from automatic enrollment

5.6 Select file

This action allows you to add file in order to import devices



6 Devices list

List of devices added to auto enrollment

List of information about the added devices and current status

Required

5.7 Download the sample CSV

This action allows you to download the sample CSV

This file contains a sample IMEI, user email, registration type and alias



Templates
Updated: Jun 3, 2026

Activation templates allow you to quickly create activations with predefined settings.



1 Filter of created templates

Use available filters to search for templates, such as:

Name

Type

Custom EULA

2 Copy

This action allows you to duplicate already existing templates in the console

You cannot copy a template with the same name

3 Edit

This action allow you to edit chosen template from the list

4 Delete



This action allow you to delete chosen template from the list

Multiple deletions are allowed

5 Add

This action allows you to add a new template

6 List of templates

List of all created templates with their parameters



Template configuration
Updated: Jul 16, 2026

Here you can configure the activation template according to your needs by selecting the activation

type for Android, Apple iOS, Apple macOS or Windows devices



1 Name

Enter the name of the Template

Maximum length of the text is 255

2 Activation type

Chose the type of activation, such as

Android Enterprise Device Owner



3 Security settings

Android Enterprise Profile Owner

Android

iOS

macOS

Windows

3.1 Allow multiple device activations

If checked, this function allows multiple devices to be activated on the Proget system. If

unchecked, activation is removed when the first device is deployed

3.2 Limit the number of days for activation

If checked, you can declared the number of days for activation

3.3 No of days for activation

Select the number of days for activation

3.4 No of activation attempts

Select how many times the generated activation will be possible to use

3.5 Generated identifier length

Select the length of the identifier which will be generated during activation

3.6 Generated password length

Select the length of the password which will be generated during activation



4 Activation message settings

5 Settings on the device with Android system

4.1 Deliver activation by email

Chose the option deliver activation by email, such as:

Do not send

Ask while generating activation

Send

For this feature to work properly, SMTP must first be configured in the Settings tab

4.2 Topic

Enter the topic of activation email

Maximum length of text is 255

Required if Do not send is not chosen

4.3 Message

Enter the text of activation email

Required if Do not send is not chosen



5.1 Custom EULA

If created, you are allow to set your own custom EULA for this activation

To learn how to create a custom EULA, click the title

5.2 Leave all system apps enabled

If checked, the feature allows to keep the system apps enabled on the device added to the

Proget system

Available on Android Enterprise Profile Owner and Android Enterprise Device Owner when

deployed via Enterprise QR codes

5.3 Add a Wi-Fi connection to the QR code

If checked, the device will be automatically connected to the network

The QR code will contain an unencrypted Wi-Fi password

5.4 SSID

Enter the name that identifies the wireless network

Required

5.5 Hidden network

Required if the network for which we prepare configuration hides the SSID

5.6 Security type

One of:

None

Personal WPA

If None is chosen, the network will be without security

If Personal WPA/WPA2 is chosen, user authentication manage is via WPA pre-shared key



6 Settings on the device with iOS and macOS system

5.7 Preshared key

Enter the preshared key to authenticate into Wi-Fi

Available if Security type: Personal WPA is chosen



6.1 Custom EULA

If created, you are allow to set your own custom EULA for this activation

To learn how to create a custom EULA, click the title

6.2 Enable declarative management

If selected, the user and administrator gain additional features such as:

Benefits for the organization:

Easier enforcement of software updates

Dynamic and scalable management

Increased data security through policy and settings management

Benefits for the end user:

Smoother operation of the device's operating system

Devices maintain independence from the network, keep the required state on their own,

and automatically reconfigure once the connection is restored

Required iOS version 16 or later

Required macOS version 13 or later

6.3 Show Proget Store icon

If selected, the Proget Store icon will be displayed on the device

6.4 Allow device wipe

If selected, you are allowed to wipe your non-supervised device

Does not apply to devices deployed by ABM

6.5 Allow inspection of installed applications

If selected, applications from your non-supervised device will be visible to the Proget console

administrator



Does not apply to devices deployed by ABM



Custom EULA
Updated: Jun 3, 2026

The content of the agreement that will be displayed to the user during the device activation

process. The user must accept it to complete device enrollment.



1 Filter of created custom EULAs

Use available filters to search for custom EULA, such as:

Name

2 Copy

This action allows you to duplicate already existing EULA in the console

You cannot copy a EULA with the same name

3 Edit

This action allow you to edit chosen EULA from the list

4 Delete

This action allow you to delete chosen EULA from the list

Multiple deletions are allowed

5 Add

This action allows you to add a new custom EULA

6 List of custom EULAs



List of all created EULAs with their parameters



EULA configuration
Updated: Jun 3, 2026

Here you can define a custom EULA by specifying its name, title, and the content that will be

displayed on the device during activation.



1 Name

Enter the name of the custom EULA

Maximum length of the text is 255

2 Title

Enter the title of EULA

Maximum length of the text is 64

3 Content

Enter the EULA content

Maximum length of the text is 200000



Devices
Updated: Jul 16, 2026

The device tab shows a table with information about devices activated on the given server.

1 Filtering in a text window

You can also filter the results, using keywords. Enter the keyword you want to filter by into the

according field. The results are filtered dynamically when entering text.

2 Quick actions



2.1 Add to Apple Business Manager profile

This action allows you to assign the selected device to the Apple Business Manager profile

2.2 Remove association with Apple Business Manager

This action allows you to delete the selected device from the Apple Business Manager profile

2.3 Send Custom Apple Command

This action allows you to send a Custom Apple Command to the device

2.4 Enable declarative management

This action allows you to enable declarative management on an iOS or macOS device

2.5 Add Android Enterprise account

This action allows you to add an Android Enterprise account to the selected device

2.6 Delete Android Enterprise account

NEW

This action allows you to remove an Android Enterprise account on the selected device

2.7 Check Android Enterprise status

This action allows you to check the Android Enterprise account status on the selected device

2.8 Assign user



This action allows you to assign a user to the selected device

2.9 Unassign user

This action allows you to unassign a user from the selected device

2.10 Lock device screen

This action allows you to lock the screen on the selected device

2.11 Enable Activation Lock

This action allows you to enable Activation Lock on the selected devices

2.12 Disable Activation Lock

This action allows you to disable Activation Lock on the selected devices

2.13 Reset device password

This action allows you to reset password on the selected device

2.14 Send message to device

This action allows you to send a message to the selected device

Basic text formatting support (including bold and italic) as well clickable links to: NEW

websites '(https://...)'

phone calls '(tel://...)'

specific apps via deep links '(myapp://...)'



2.15 Send alarm message do device

This action allows you to send an alarm message to the selected device

2.16 Make a report

This action allows you to make a data report on the selected device, such as:

Storage memory usage report

Mobile data usage report

Wi-Fi data usage report

Application usage report

2.17 Export data

This action allows you to export data about the selected device

2.18 Refresh device

This action allows you to refresh the selected device

2.19 Update apps

This action allows you to update all apps on the selected devices

2.20 Set ownership

This action allows you to set an ownership status of the device, such as:

Private

Business

COPE



3 Generate activation

After clicking the button, you will be transferred to the manual activation page, where you will be

able to generate an activation

4 Device table

2.21 Delete device

This action allows you to remove the device

4.1 Android Enterprise Device Owner Activation

4.2 Android Enterprise Profile Owner (COPE) Activation

4.3 Android Activation

4.4 iOS (Supervised mode) Activation

4.5 macOS Activation

4.6 Windows Activation



Activations
Updated: Jul 16, 2026

Click on the activation you are interested in for details.

Android Enterprise Device

Owner Activation

Requires a factory-reset device to

activate

Android Enterprise Profile

Owner (COPE) Activation

Extended management for Android 11+

factory-reset devices

Android Activation

Simplest activation type with basic

remote management

iOS (Supervised mode)

Activation

Extended device control, requires Apple

Business Manager setup

macOS Activation

Activate and configure restrictions on

macOS devices

Windows Activation

Activate and configure restrictions on

Windows devices



Android Enterprise Device Owner
Updated: May 28, 2026

Android Enterprise Device Owner can only be activated on devices which have been reset to the

factory settings.



1 Generale information

2 Quick actions

1.1 Enter device alias

This action allows you to set the device alias. Alias can help with identifying the device

1.2 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

1.3 Generate service password

This action allows you to generate a service password for the device on which the lost mode

has been imposed



2.1 Block device

This action allows you to send an action to block the device. When device is blocked, user can

only call the administrator or emergency number which is entered during "Block device" action

2.2 Unlock Device

This action allows you to send an action to unlock the device

2.3 Remote desktop

To use this action you need app Proget Remote to be installed on your device. Proget Remote

is an application that allows you to remotely access your Android device screen from Proget

server

2.4 Reset password

This action allows you to send an action to the device that will trigger a password reset request

2.5 Change password

This action allows you to send an action to the device to set a new password on the device

2.6 Wipe device

This action allows you to restore factory settings

2.7 Wipe company data

This action allows you to wipe company data. After performing this action device that is

registered in the Proget console will be deleted and further management of this device won't



be possible. Proget applications will be still visible and another registration in the Proget

console will be possible

2.8 Lock device screen

This action allows you to send an action to the device that will lock device screen

2.9 Send message

This action allows you to send a message. While performing this action administrator can

choose how the message will be visible on the device

2.10 Send alert

This action allows you to send an alert message. While performing this action administrator

must set message content and can choose additional options. Alert message will be

immediately visible on the device with characteristic sound and user will be forced to accept

that he read the message

2.11 Forward phone calls

This action allows you to send an action to forward phone calls to a given phone number

2.12 Delete forward phone calls

This action allows you to send an action to delete the number to which the calls were

forwarded

2.13 Refresh device

This action allows you to send a refresh action to the device to update information and device

status



3 Tables

2.14 Reboot device

This action allows you to send an action to the device to reboot the device

2.15 Enable kiosk

This action allows you to send an action to the device to enable the kiosk profile. The action is

available when a kiosk profile is added to the device

2.16 Disable kiosk

This action allows you to send an action to the device to disable the kiosk profile. The action is

available when a kiosk profile is added to the device

2.17 Verify the device

This action allows you to verify device compatibility with Play Integrity policy

2.18 Generate an event log

This action allows you to generate and send audit logs to Proget server



3.1 Details

3.2 Policy

3.3 Profiles

3.4 Applications

3.5 Location

3.6 Backups

3.7 Audit log

3.8 Tasks

3.9 Dependency graph

3.10 File Manager

3.11 Reports



3.12 Export

3.13 User accounts

3.14 System bug reports

3.15 Photos during device lock

3.16 Users



Service password
Updated: Jun 9, 2026

NEW

The Service password panel allows the administrator to generate an emergency service password

for the device. The password is linked to a specific device and has a defined validity period (default

24 hours, minimum 5 minutes, maximum 30 days). It works even when the device is in Lost Mode,

Kiosk, has no internet connection, or the local database is damaged. After use, the device enters a

60-minute privileged window, after which it returns to the state required by policies. The password

can be entered manually or scanned as a QR code on the device.



1 Unlock device

If checked, the service password will unlock the device from Lost Mode

2 Disable Kiosk

If checked, the service password will exit the device from Kiosk mode

3 Remove network restrictions

If checked, the service password will temporarily remove network restrictions on the device

The action removes restrictions imposed by network-related policies:

Allow configuring mobile networks

Allow mobile data usage while roaming



Allow tethering configuration and mobile hotspots

Allow edit Wi-Fi configuration

Specify settings for Wi-Fi sleep configuration (Keep Always)

Allow removing added Wi-Fi networks

Allow private DNS configuration

4 Allow developer options

If checked, the service password will temporarily enable developer options on the device

5 Allow deactivation

If checked, the service password will allow deactivation of the Proget MDM application on the

device

6 Allow factory reset

If checked, the service password will allow the user to perform a factory reset on the device

7 Emergency Database Reset

If checked, the service password will authorize an emergency reset of the Proget MDM

application database on the device

Use the service password in the Proget application in case of an application synchronization

error

It cannot be combined with other actions

8 Set Password

If checked, the service password will allow setting a new device password in the Direct Boot

scenario (after device restart)

Use the service password if you forget the device PIN. To do this, restart the device, tap the

Proget notification, enter the generated service password, and set a new password on the

device. The service password depends on the 'Lock screen notifications' policy settings.



14 Generate

It cannot be combined with other actions

9 Service password expiration date (on device)

Set the date and time when the service password will expire on the device

Default validity is 24 hours, minimum 5 minutes, maximum 30 days

10 Generate QR code

If checked, a QR code will be generated along with the service password for easier scanning on

the device

11 Send service password via email

If checked, the generated service password will be sent to the specified email address

12 Email

Enter the email address to which the service password will be sent

Required if 'Send service password via email' is checked

13 Message language

Select the language in which the email message with the service password will be sent



14.1 Service password generated for device

Displays the generated service password for the device

The password can be copied to clipboard using the copy icon

14.2 QR code

Displays the QR code containing the service password for scanning on the device

Visible only if 'Generate QR code' was checked



Android Enterprise Profile Owner
(COPE)
Updated: Jul 16, 2026

Android Enterprise Profile Owner is a type of activation in which all actions are performed in the

area of the device’s service space. This activation allows basic management of the devices

workspace.

Android Enterprise Profile Owner (COPE) activation allows the use of extended functions limiting

and configuring the device. It can only be activated on Android devices with Android 11 or higher

which have been reset to the factory settings.



1 Generale information



2 Quick actions

1.1 Enter device alias

This action allows you to set the device alias. Alias can help with identifying the device

1.2 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

1.3 Generate service password

This action allows you to generate a service password for the device on which the lost mode

has been imposed



2.1 Remote desktop

To use this action you need app Proget Remote to be installed on your device. Proget Remote

is an application that allows you to remotely access your Android device screen from Proget

server

2.2 Change company password

This action allows you to send an action to the device to set a new password on the container

2.3 Wipe device

This action allows you to restore factory settings

2.4 Wipe company data

This action allows you to wipe company data. After performing this action device that is

registered in the Proget console will be deleted and further management of this device won't

be possible. Proget applications will be visible and another registration in the Proget console

will be possible

2.5 Lock device screen

This action allows you to send an action to the device that will trigger lock device screen

2.6 Send message

This action allows you to send a message. While performing this action administrator can

choose how the message will be visible on the device

2.7 Send alert



This action allows you to send an alert message. During performing this action administrator

must set message content and can choose additional options. Alert message will be

immediately visible at phone with characteristic sound and user will be forced to accept that he

read the message

2.8 Forward phone calls

This action allows you to send an action to forward phone calls to a given phone number

2.9 Delete forward phone calls

This action allows you to send an action to delete the number to which the calls were

forwarded

2.10 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

2.11 Force device password change

This action allows you to send an action to the device that will trigger a password reset request

2.12 Force company password change

This action allows you to send an action to the device that will trigger a password change

request

2.13 Container lock reset

This action allows you to reset container lock. After preforming this actions user will be forced

to re-enter the password in the work space.



3 Tables

2.14 Lock workspace

This action allows you to send an action to the device that will lock the work space

2.15 Unlock workspace

This action allows you to send an action to the device that will unlock the work space

2.16 Verify the device

This action allows you to verify device compatibility with Play Integrity policy

2.17 Generate an event log

This action allows you to generate and send audit logs to Proget server



3.1 Details

3.2 Policy

3.3 Profiles

3.4 Applications
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3.7 Audit log

3.8 Tasks
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3.10 File Manager

3.11 Reports



3.12 User accounts



Service password
Updated: Jun 9, 2026

NEW

The Service password panel allows the administrator to generate an emergency service password

for the device. The password is linked to a specific device and has a defined validity period (default

24 hours, minimum 5 minutes, maximum 30 days). It works even when the device has no internet

connection or the local database is damaged. On COPE activation, the 'Unlock device' action

unlocks the work space (not the entire device), and the Kiosk profile is not available. The 'Set

Password' option works differently than on Device Owner - the code is generated independently

(without QR), only the expiration date can be selected (not the time), and the code is valid for the

entire selected day (max 1 use per day). After use, the device enters a 60-minute privileged window,

after which it returns to the state required by policies. The password can be entered manually or

scanned as a QR code on the device.



1 Unlock device

If checked, the service password will unlock the device from Lost Mode

2 Disable Kiosk

If checked, the service password will exit the device from Kiosk mode

3 Remove network restrictions

If checked, the service password will temporarily remove network restrictions on the device

The action removes restrictions imposed by network-related policies:

Allow configuring mobile networks

Allow mobile data usage while roaming



Allow tethering configuration and mobile hotspots

Allow edit Wi-Fi configuration

Specify settings for Wi-Fi sleep configuration (Keep Always)

Allow removing added Wi-Fi networks

Allow private DNS configuration (COPE only)

4 Allow developer options

If checked, the service password will temporarily enable developer options on the device

5 Allow deactivation

If checked, the service password will allow deactivation of the Proget MDM application on the

device

6 Allow factory reset

If checked, the service password will allow the user to perform a factory reset on the device

7 Emergency Database Reset

If checked, the service password will authorize an emergency reset of the Proget MDM

application database on the device

Use the service password in the Proget application in case of an application synchronization

error

It cannot be combined with other actions

8 Set Password (COPE only)

If checked, the service password will allow setting a new device password in the Direct Boot

scenario (after device restart)

Use the service password if you forget the device PIN. To do this, restart the device, tap the

Proget notification, and enter the generated service password.

It cannot be combined with other actions



14 Generate

9 Service password expiration date (on device)

Set the date and time when the service password will expire on the device

Default validity is 24 hours, minimum 5 minutes, maximum 30 days

10 Generate QR code

If checked, a QR code will be generated along with the service password for easier scanning on

the device

11 Send service password via email

If checked, the generated service password will be sent to the specified email address

12 Email

Enter the email address to which the service password will be sent

Required if 'Send service password via email' is checked

13 Message language

Select the language in which the email message with the service password will be sent



14.1 Service password generated for device

Displays the generated service password for the device

The password can be copied to clipboard using the copy icon

14.2 QR code

Displays the QR code containing the service password for scanning on the device

Visible only if 'Generate QR code' was checked



Android
Updated: Jul 16, 2026

Android is the simplest type of activation that allows you to manage the device space from the

Proget console. It has basic functionalities of the system, enabling remote management of mobile

devices.

1 Generale information



2 Quick actions

1.1 Enter device alias

This action allows you to set the device alias. Alias can help with identifying the device

1.2 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

1.3 Generate service password

This action allows you to generate a service password for the device on which the lost mode

has been imposed



2.1 Remote desktop

To use this action you need app Proget Remote to be installed on your device. Proget Remote

is an application that allows you to remotely access your Android device screen from Proget

server

2.2 Reset password

This action allows you to send an action to the device that will trigger a password reset request

2.3 Change password

This action allows you to send an action to the device to set new password on the device

2.4 Wipe device

This action allows you to restore factory settings

2.5 Wipe company data

This action allows you to wipe company data. After performing this action device that is

registered to the Proget console will be deleted and further management of this device won't

be possible. Proget applications will be visible and another registration to Proget console will

be possible

2.6 Lock device screen

This action allows you to send an action to the device that will trigger lock device screen

2.7 Send message



This action allows you to send a message. While performing this action administrator can

choose how the message will be visible ont the device

2.8 Send alert

This action allows you to send an alert message. While performing this action administrator

must set message content and can choose additional options. Alert message will be

immediately visible at phone with characteristic sound and user will be forced to accept that he

read the message

2.9 Forward phone calls

This action allows you to send an action to forward phone calls to a given phone number

2.10 Delete forward phone calls

This action allows you to send an action to delete the number to which the calls were

forwarded

2.11 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

2.12 Verify the device

This action allows you to verify device compatibility with Play Integrity policy

2.13 Generate an event log

This action allows you to generate and send audit logs to Proget server



3 Tables
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3.12 User accounts



Service password
Updated: Jun 9, 2026

NEW

The Service password panel allows the administrator to generate an emergency service password

for the device. The password is linked to a specific device and has a defined validity period (default

24 hours, minimum 5 minutes, maximum 30 days). It works even when the device is in Lost Mode,

has no internet connection, or the local database is damaged. After use, the device enters a 60-

minute privileged window, after which it returns to the state required by policies. The password can

be entered manually or scanned as a QR code on the device.



1 Unlock device

If checked, the service password will unlock the device from Lost Mode

2 Disable Kiosk

If checked, the service password will exit the device from Kiosk mode

3 Remove network restrictions

If checked, the service password will temporarily remove network restrictions on the device

The action removes restrictions imposed by network-related policies:

Allow configuring mobile networks

Allow mobile data usage while roaming



Allow tethering configuration and mobile hotspots

Allow edit Wi-Fi configuration

Specify settings for Wi-Fi sleep configuration (Keep Always)

Allow removing added Wi-Fi networks

Allow private DNS configuration

4 Allow developer options

If checked, the service password will temporarily enable developer options on the device

5 Allow deactivation

If checked, the service password will allow deactivation of the Proget MDM application on the

device

6 Allow factory reset

If checked, the service password will allow the user to perform a factory reset on the device

7 Emergency Database Reset

If checked, the service password will authorize an emergency reset of the Proget MDM

application database on the device

Use the service password in the Proget application in case of an application synchronization

error

It cannot be combined with other actions

8 Set Password

If checked, the service password will allow setting a new device password in the Direct Boot

scenario (after device restart)

Use the service password if you forget the device PIN. To do this, restart the device, tap the

Proget notification, enter the generated service password, and set a new password on the

device. The service password depends on the 'Lock screen notifications' policy settings.



14 Generate

It cannot be combined with other actions

9 Service password expiration date (on device)

Set the date and time when the service password will expire on the device

Default validity is 24 hours, minimum 5 minutes, maximum 30 days

10 Generate QR code

If checked, a QR code will be generated along with the service password for easier scanning on

the device

11 Send service password via email

If checked, the generated service password will be sent to the specified email address

12 Email

Enter the email address to which the service password will be sent

Required if 'Send service password via email' is checked

13 Message language

Select the language in which the email message with the service password will be sent



14.1 Service password generated for device

Displays the generated service password for the device

The password can be copied to clipboard using the copy icon

14.2 QR code

Displays the QR code containing the service password for scanning on the device

Visible only if 'Generate QR code' was checked



iOS (Supervised mode)
Updated: Jul 16, 2026

The iOS supervised activation allows the use of extended functions limiting and configuring the

device. To use it you need to have the correct Apple Business Manager configuration and the device

with iOS operating system.

1 Generale information



2 Quick actions

1.1 Enter device alias

This action allows you to set the device alias. Alias can help with identifying the device

1.2 Refresh device

This action allows you to send a refresh action to the device to update information and device

status



2.1 Reset password

This action allows you to send an action to the device that will trigger a password reset request

2.2 Wipe device

This action allows you to restore factory settings

2.3 Wipe company data

This action allows you to wipe company data. After performing this action device that is

registered to the Proget console will be deleted and further management of this device won't

be possible. Proget applications will be visible and another registration to Proget console will

be possible

2.4 Lock device screen

This action allows you to send an action to the device that will lock device screen

2.5 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

2.6 Enable lost mode

This action allows you to send an action to block the device. When device is blocked, user can

only call to the administrator or emergency number which is entered during "Block device"

action

2.7 Disable lost mode



3 Tables

This action allows you to send an action to unlock the device

2.8 Send Custom Apple Command

This action allows you to send a Custom Apple Command to the device
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3.9 File Manager



macOS
Updated: Jul 16, 2026

The macOS device activation allows the use of functions limiting and configuring the device. You

can perform it on the device with the macOS operating system.

1 Generale information

1.1 Enter device alias

This action allows you to set the device alias. Alias can help with identifying the device

1.2 Refresh device

This action allows you to send a refresh action to the device to update information and device

status



2 Quick actions



2.1 Block device

This action allows you to send an action to block the device. When device is blocked, user can

only call to the administrator or emergency number which is entered during "Block device"

action

2.2 Unlock device

This action allows you to send an action to unlock the device

2.3 Wipe data

This action allows you to restore factory settings

2.4 Wipe company data

This action allows you to wipe company data. After performing this action device that is

registered to the Proget console will be deleted and further management of this device won't

be possible. Proget applications will be visible and another registration to Proget console will

be possible

2.5 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

2.6 Send Custom Apple Command

This action allows you to send a Custom Apple Command to the device



3 Tables
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Windows
Updated: Jul 16, 2026

The Windows device activation allows the use of functions limiting and configuring the device. You

can perform it on the device with the Windows operating system.

1 Generale information

1.1 Enter device alias

This action allows you to set the device alias. Alias can help with identifying the device

1.2 Refresh device

This action allows you to send a refresh action to the device to update information and device

status



2 Quick actions

3 Tables

2.1 Wipe data

This action allows you to restore factory settings

2.2 Wipe company data

This action allows you to wipe company data. After performing this action device that is

registered to the Proget console will be deleted and further management of this device won't

be possible. Proget applications will be visible and another registration to Proget console will

be possible

2.3 Refresh device

This action allows you to send a refresh action to the device to update information and device

status

2.4 Reboot device

This action allows you to send an action to the device to reboot the device



3.1 Details
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Devices tabs
Updated: Jul 16, 2026

Click on the device tab you are interested in for details.

Details

Device details, applied policy, and

security status

Policy

Monitor assigned policy and verify

device compliance

Profiles

Profiles assigned to the device from

groups or directly

Applications

Installed applications with available

management actions

Location

Previously recorded locations and

force-locate the device

Backups

Create and browse backups of contacts,

SMS/MMS, and calls

Audit logs

Generate and browse audit logs from

the device

Tasks

All tasks generated for this device

Dependency graph

Interactive graph of the device's

relationships to other elements

File Manager

Remotely browse, upload, and manage

files on the device

Reports

Create and browse device usage

reports

Export

Export SMS, contacts, and call list from

the device

User accounts System bug reports



List of all user accounts added on the

device

Request Android bug reports, auto-

deleted after 30 days

Photos during device lock

Photos captured while the device was

locked

Users

Users who logged into the kiosk with

their parameters



Details
Updated: Jun 24, 2025

Here you can find details about the device, policy applied and security of the device. You can also

assign policies directly to the device.



1 Technical data



Here you can see the most important technical data about your device, such as:

device manufacturer

device model

device IMEI

Wi-Fi SSID

The version of the Proget application, e.t.c

2 Groups

Here you can see the groups that are currently assigned to the device

3 Security

Here you can see the security status of your device. There are four types of security status in

the Proget system, such us:

Safe

Unsafe

Information

Critical

Examples of statuses that can be found here:

No password on the device

Root status

Play integrity verification status



Policy
Updated: Feb 12, 2025

Here, you can monitor the policy assigned by administrator and check its application on the device.

You can also compare the expected settings with the actual configuration to verify compliance.

1 Device policy

Information about the name and assignment of the policy to the device

Clicking on the policy name will redirect the user to its configuration

2 Matching



3 Management

2.1 Policy filter

Search policies by filtering by:

Status

Matched

Mismatched

Name

Start typing the policy name, and the results will be dynamically filtered

Category

Applications

Functionality

Location

Password

Security

2.2 Policy Matching Table

Information about policies available in the table:

Policy Match

Policy Category

Current policy status on the device

Required policy status on the device

Policy details



3.1 Edit policy on the device

This action allows you to editing the policy directly assigned to the device

3.2 Reapply policy

This action allows you to re-sending the policy to the device



Profiles
Updated: Dec 3, 2024

Here you can find all of the profiles assigned to this device: profiles assigned from group and

profiles assigned directly. From here you can assign profiles directly to the device.



1 Delete profile

This action allows you to remove the added profile

2 Edit

This action allows you to edit profiles on the device. You can manage profiles on your device by

adding and removing them

3 Refresh

This action allows you to to refresh the list of profiles

4 Profile list

List of all profiles added to the device. The list contains information whether the profiles are

added directly to the device or from a group



Applications
Updated: Jun 24, 2025

Here you can find a table with information about applications installed on the given device. You can

add applications to the device and perform actions on them.

1 Matching



2 All applications

1.1 Filters

Application filter allows you to search for applications by data, such as:

Status

App name

App ID

1.2 Synchronize application

This action allows you to synchronize the application status on the device

1.3 Refresh data

This action allows you to refresh data of applications on the device managed by Proget console

1.4 App list

List of all managed applications with their status



2.1 Filters

Application filter allows you to search for applications by data, such as:

App name

App ID

Installed by

Blocked

2.2 Clear app data

This action allows you to clear the application data on the device by sending an action from the

console

2.3 Disable app

This action allows you to disable the application on the device by sending an action from the

console

2.4 Enable app

This action allows you to enable blocked application on the device by sending an action from

the console

2.5 Start app

This action allows you to start the application on the device by sending an action from the

console

2.6 Delete app



3 Management

This action allows you do delete application from the device by sending an action from the

console

2.7 App list

List of all applications on the device with its parameters



3.1 Clear app data

This action allows you to clear the application data on the device by sending an action from the

console

3.2 Start app

This action allows you to start the application on the device by sending an action from the

console

3.3 Send configuration

This action allows you to send configuration to the application on the device by sending an

action from the console, e.g. for the Gmail app

3.4 Edit

This action allows you to edit the app list and prime the installation of work apps on the device

3.5 Refresh data

This action allows you to refresh the list of applications

3.6 App list

List of all managed applications on the device



Location
Updated: Dec 3, 2024

Here you can check the list of previously downloaded locations of this device. You can also force the

location of the device at this time.



1 Location map

On this map you can see the location of device which is indicated by a pins

2 Location date

This functionality allows you to check the location of the device in selected time periods

3 Show route on the map

This functionality shows the route from the oldest location to the newest, i.e. the route along

which the device moved



4 Force location

This action allows you to force the current location of the device

5 Refresh

This action allows you to refresh the list of the location

6 Location list

List of all device locations and its parameters



Backups
Updated: Dec 3, 2024

Here you can make a backup and find all of the previously made backups from this device. The

available backup options are backup of contacts, backup of SMS/MMS and backup of call log.



1 Restore

This action allows you to restore the available backups on your device

2 Delete

This action allows you do delete the available backups

3 Make a backup

This action allows you to create a device backup, such as:

Backup of contacts

Backup of SMS/MMS

Backup of call log

4 Refresh

This action allows you to refresh the list of backup, if the generated backup is not displayed



5 Backup list

List of generated backups

6 Restore

This action allows you to restore the available backups on the other devices

7 Delete

This action allows you do delete the available backups

8 Refresh

This action allows you to refresh the list of other backup

9 Other backup list

List of all other backups with its parameters



Audit log
Updated: Dec 3, 2024

Here you can generate an audit log from the device and find all of the previously generated audit

logs.

1 Filter

Use filters to find the right log

2 Search

Use the search engine to find the right log

3 List of audit log

List of logs that have been generated as a result of a specific action in the console or on the

device



Tasks
Updated: Dec 3, 2024

Here you can find all of the tasks generated on this device.



1 Filters

Use filters to search for relevant tasks

2 Clear pending tasks in the application

This action allows you to clear pending tasks with status created, canceled or failed.

3 Refresh

This action allows you to refresh the task status in the task list

4 Tasks list

List of all tasks with its parameters



Dependency graph
Updated: Jun 3, 2026

NEW

The Dependency graph tab on the device card displays an interactive visualization of relationships

between the selected device and other system elements such as users, groups, roles, labels,

profiles, policies, and directory integrations (LDAP/Entra). It allows administrators to quickly

understand what is assigned to or associated with a specific device, without navigating between

multiple views.



1 Graph

Interactive graph showing the device as the central node with connected elements displayed

around it

Connected elements include users, groups, roles, labels, profiles, policies, and directory

integrations assigned to or associated with the device

Click on a node to view its details in the side panel

Nodes with a number represent aggregated elements - click to expand them into individual

nodes

2 Details panel

Side panel showing detailed information about the selected element

When the device node is selected, it displays device-specific data such as OS, serial number,

IMEI, activation type, and activation date

Associations section lists related elements grouped into accordion categories (e.g. Users,

Groups, Roles, Labels)



Use the search field to filter associations

Click on an element to navigate to the detailed view in the system



File Manager
Updated: Jun 3, 2026

BETA

The File Manager tab allows the administrator to remotely manage files on the device. From this

view, you can browse the file structure, create and delete directories, upload and download files,

and track the status of file operation tasks. The feature works on Android (Device Owner, Profile

Owner) and iOS (within the File Manager app sandbox). Queued actions are visualized in the tree

structure as a shadow structure (green: addition, red: deletion, yellow: folder not synchronized).

Tasks are executed asynchronously - even when the device is offline, they will be carried out after

the connection is restored.



1 Panel tree structure



1.1 Auto-refresh

Select the auto-refresh interval for the file structure view from the dropdown

1.2 Refresh

This action allows you to refresh the file structure view

1.3 Expand all

This action allows you to expand all directories in the file tree

1.4 Collapse all

This action allows you to collapse all directories in the file tree

1.5 Force files structure synchronization

This action allows you to force the device to synchronize its file structure with the server

1.6 Request directory creation

This action allows you to request the creation of a new directory on the device

1.7 Upload file

This action allows you to upload a file from the console to the selected directory on the device

1.8 Request directory deletion

This action allows you to request the deletion of the selected directory on the device



2 Tasks

1.9 File structure

Tree view of the device file system with directories and files

Queued actions are visible in the tree as a shadow structure (green: addition, red: deletion,

yellow: folder not synchronized)

Right-click on a file or directory to access context actions (e.g. request file deletion, download

file)

1.10 Details of selected element

Panel showing details of the selected file or directory, such as:

Path

Size

Items

Modified



3 Files

2.1 Filters

Filters allow you to search for tasks by data, such as:

Status

Type

2.2 Cancel task

This action allows you to cancel a task that has not yet been delivered to the device

Available only for tasks with status "Pending"

If the cancelled task was a file upload, the associated file is also deleted from the server

2.3 List of tasks

List of all file operation tasks and their parameters



4 Management

3.1 Filters

Filters allow you to search for files by data, such as:

File name

Type

3.2 Download file

This action allows you to download a file stored on the server to your computer

3.3 Delete file

This action allows you to delete the selected file from the server

3.4 List of files

List of all files stored on the server associated with this device and their parameters

4.1 Regenerate authorization code

This action allows you to regenerate the authorization code used by the File Manager mobile

app to authenticate with the server

Use when the mobile app cannot establish a connection or requires re-authorization



Reports
Updated: Dec 3, 2024

Here you can create a report of the device usage data and find all of the previously created reports.



1 Delete report

This action allows you to delete the created report

2 Create report

This action allows you to create a device report, such as:

Storage memory usage report

Mobile data usage report

Wi-Fi data usage report

Application usage report

3 Refresh



This action allows you to refresh the list of reports, if the generated report is not displayed

4 Reports list

List of all reports generated from the device with its parameters



Export
Updated: Dec 3, 2024

Here you can export SMS, contacts and call list from the device and find all of the previously made

exports.



1 Export filter

Export filter allows you to search for exported files, such as:

Date

Type

2 Download export

This action allows you to download exported files from the device

3 Delete export

This action allows you to remove selected record from the export list

4 Export SMS

This action allows you to export the SMS file from the device

5 Export contacts

This action allows you to export the contacts file from the device



6 Export Call list

This action allows you to export the call list file from the device

7 Refresh

This action allows you to refresh the export list

8 Export list

List of all exported files and its parameters



User accounts
Updated: Jun 9, 2026

Here you can find the list of all the user accounts that are added on the device.

1 Delete

NEW

This action allows you to remove an account that is present on the device

For some accounts, after using the 'Delete' action, user interaction on the device may be

required. In such cases, the task status will depend on the action taken by the user.

The selected action is irreversible.

Android Enterprise account deletion is not available

2 User accounts list

List of all user accounts added on the device with its parameters



System bug reports
Updated: Jun 3, 2026

NEW

The System bug reports tab allows the administrator to request the generation of an Android

system bug report (bugreport/dumpstate) on the device. After the user confirms the 'Share' action

in the system notification, the report is sent to the MDM server and displayed in the console for

diagnostic purposes. Reports older than 30 days are automatically deleted.



1 Filters

Filters allow you to search for generated reports by data, such as:

Completion date

Status

2 Download

This action allows you to download the generated report file from the device

3 Delete

This action allows you to remove selected record from the report list

4 Generate report

This action allows you to request the device to generate a system bug report

After clicking, the device receives a task to generate the report

The user must confirm the 'Share' action in the system notification on the device (required for

the report to be sent to the console)

5 Refresh



This action allows you to refresh the report list

6 List of generated reports

List of all generated reports and its parameters

Select reports using checkboxes to perform bulk download or delete actions



Photos during device lock
Updated: Dec 3, 2024

Here you can find all of the photos taken during device lock from this device.



1 Filters

This functionality allows you to filter photos taken while the device was locked by date and file

name

2 Delete

This action allows you to remove photos taken while the device is locked from the list

3 Refresh

This action allows you to refresh the photo list

4 Photos during device lock list

List of all photos taken while using the device during device lock



Users
Updated: Dec 3, 2024

Here you can find the list of all the users that logged into the kiosk with its parameters.

1 Download

This action allows you to download user information logs

2 User list

List of all users that logged into the kiosk with its parameters



Groups
Updated: Dec 3, 2024

The groups tab shows the list of the previously created groups on the server. Groups in the Proget

system are used for quick and convenient allocation of policies, profiles and applications for many

users and devices at the same time. You can create many groups with different settings. One user

can belong to several groups, as long as there are no conflicts between groups (i.e. they do not

have policies or profiles of the same type).

1 Groups filter

Groups filter allows you to search for groups by data, such as:

Name

Policies

Profiles

2 Update group

This action allows you to update the group and assign it a new name

3 Copy group

This action allows you to duplicate already existing groups in the console



4 Add applications

This action allows you to add an application for single or multiple selected groups from the list

5 Delete group

This action allows you to delete single or multiple selected groups from the list

This action is not available for groups that are assigned to a user

6 Group priorities

This button will take you to a page where you can manage group priorities

7 Add group

8 Groups list

List of all groups with their parameters

8.1 Selected Group

7.1 Set name

Set a name to create a new group

Required

7.2 Link to label

Create a label, or link to an existing one



Group Priorities
Updated: Feb 12, 2025

1 Priority list of groups

Priority list of groups, where the order indicates their importance.

Enter position

1 Enter position

Set the group position by number

Required



Selected group
Updated: Jun 3, 2026

Here you can find general information about selected group and make changes to an existing

group.

1 Edit group name

This action allows you to edit the group name



2 Edit group filter

This action allows you to edit the group filter

3 Edit the group profiles

This action allows you to edit the profiles in the group

4 Edit the group policies

This action allows you to edit the policies in the group

5 Update applications assigned by group



5.1 Applications Filter

The app filter allows you to search for app which are added to the group by data, such as:

App name

Package Id

Origin

Platform

5.2 Delete

This action allows you to remove selected applications from the group

5.3 Global settings for selected applications

The application settings window allows you to configure platform-specific parameters:

Android

Automatic installation mode (apps from the store)

One-time installation - the app is installed once; if uninstalled by the user, it will not be

reinstalled

Force installation - the app is installed automatically; if uninstalled, it will be reinstalled

Do not install - the app is not installed on the device

Automatic installation mode (apps from files or external resources)

Force installation - the app is installed automatically; if uninstalled, it will be reinstalled

Do not install - the app is not installed on the device

Automatic update mode

Default update - the app updates according to default settings

High priority update - the app updates automatically as soon as a new version appears

in Google Play



Postponed update - the app does not update automatically despite a new version being

available

According to policy - the app updates according to the policy assigned to the device

Uninstall settings

Uninstall not blocked - the user can uninstall the app

Uninstall blocked - the user cannot uninstall the app

According to policy - behavior consistent with the policy assigned to the device

Wi-Fi connection requirements

Wi-Fi required - the app installs/updates only over a Wi-Fi connection

Wi-Fi not required - the app installs/updates over any connection

According to policy - behavior consistent with the policy assigned to the device

Installation priority

High - an app with this priority is installed first in the queue

Normal - the app is installed in the standard order

Low - an app with this priority is installed last in the queue

Install only when idle - installation occurs only when the device is not in use

Yes

No

Install only while charging - installation occurs only when the device is connected to a

charger

Yes

No

Notify the user after assigning app configuration - displays a notification after a new

configuration is assigned

Yes

No

Clear app data before assigning configuration - removes existing app data before applying

the new configuration



Yes

No

Apple

Required

Yes - the app is required on the device and is installed automatically

No - the app is not required, the user can install it optionally

Profile

List of available configuration profiles to assign to the app

None

Management options

None - No setting

Remove app - If the app was installed as managed, it will be removed when the MDM

profile is removed

Prevent backup - Prevents backups of the app's data from being created

Remove app and prevent backup - Combines both functions: removes the app when the

MDM profile is removed and prevents backups

Convert from unmanaged to managed - take control of an app previously installed by the

user

Yes

No

Lockable - allows the app to be locked on the device screen (Feature available from iOS 18)

Yes

No

Hideable - allows the app icon to be hidden

Yes

No

Feature available only when 'Lockable' is enabled

Removable - allows the user to uninstall the app



Yes

No

Screen lock for Tap to Pay - forces a screen lock after a Tap to Pay transaction

Yes

No

Enable direct downloads for associated domains

Yes

No

Manage associated domains

Add

Remove

Associated domains (list of domains in the format applinks:example.com)

Available if the 'Add' option is selected in 'Manage associated domains'

5.4 Add applications

Assign applications to the group

5.5 Configure single application

The application configuration window allows you to set platform-specific parameters:

Android

Automatic installation mode (apps from the store)

Automatic installation mode (apps from files or external resources)

Automatic update mode

Uninstall settings

Wi-Fi connection requirements

Installation priority

Install only when idle - installation occurs only when the device is not in use



6 Device list

List of all devices added to the group, with their parameters

Install only while charging - installation occurs only when the device is connected to a

charger

Notify the user after assigning app configuration - displays a notification after a new

configuration is assigned

Clear app data before assigning configuration - removes existing app data before applying

the new configuration

Application version - allows you to select a specific version of the app to install on the device

Application configuration - allows you to assign additional configuration parameters to the

app (e.g. managed app configuration)

Apple

Required

Application version - allows you to select a specific version of the app to install on the device

Profile

Application configuration - allows you to assign additional configuration parameters to the

app (e.g. managed app configuration)

Management options

Convert from unmanaged to managed - take control of an app previously installed by the

user

Lockable - allows the app to be locked on the device screen (Feature available from iOS 18)

Hideable - allows the app icon to be hidden

Removable - allows the user to uninstall the app

Screen lock for Tap to Pay - forces a screen lock after a Tap to Pay transaction

Enable direct downloads for associated domains

Manage associated domains

Associated domains (list of domains in the format applinks:example.com)



Manage filter
Updated: Jul 16, 2026

Group filter management allows you to assign groups to selected devices in different ways

1 No devices

The selected filter will not assign the group to any device

2 All devices

The selected filter will assign the group to all devices in the system and those, that will be

enrolled to it

3 Custom settings

The selected filter allows you to enter your own PQL filter



4 Filter field

The PQL filter allows you to search for devices, that are already added to the system and those,

that will be enrolled according to the data:

IMEI

Serial number

Proget ID

Manufacturer

Model

Maximum query length: 4000

Maximum conditions count: 50

Required

5 Saved filters

This action allows you to select a filter from the list, that is already created in the system

6 Number of devices

List of all devices with their parameters, to which groups will be added



Proget Query Language (PQL)
Updated: Jun 3, 2026

Proget Query Language (PQL) is a simple query language that allows you to filter devices in your

system. With PQL, you can dynamically assign devices to groups based on defined criteria, creating

so-called dynamic groups. Previously, groups were static - administrators manually assigned

devices to groups. Now, with PQL, groups can automatically include devices that meet certain

conditions, such as device data or user labels. It is also possible to combine different criteria within

a single query. Dynamic grouping allows the configuration to be pre-prepared and automatically

assigned to devices, even if they are not yet present in the system. The configuration can be

modified based on user attributes taken from external directories such as Active Directory.

Changes made to the directory can automatically affect the configuration of devices in the Proget

system. With PQL, it is easy to create device groups without having to manually assign them. If you

do not use the advanced features of PQL, the default group creation mechanism will automatically

create a label for the group. For compatibility with previous versions of the system, simply assign

the user a label with the same name as the group.

1 No devices

Empty group to which no devices will be assigned

2 All devices

Automatically included all devices in the system

3 Custom settings



Allows the creation of PQL filters based on specific criteria

Custom settings

In the "Custom Settings" section, the administrator can create PQL filters using the available

parameters. The system prompts for available options when typing, making query creation

intuitive. When the syntax is correct, the administrator can see a list of devices that meet the filter

conditions, facilitating ongoing verification of the results.

To better understand the syntax of the filters, here are some basic concepts:

Key elements of the PQL filter

Phrase

A single expression consisting of a parameter, operator and value

Each filter must contain at least one phrase

Phrases can be combined using logical operators (AND, OR)

Parameter

Specifies the attribute of the device or its owner that is being filtered

Operator

Combines a parameter with a value and defines the relationship between them

Value

The right-hand side of an expression, specifying what we are looking for (e.g. text, number,

logical value)

Connector

Combines phrases into more complex queries

Available connectors: AND, OR



Examples of filters

1 device.os.type = android

This filter assigns all Android devices to a group



1 device.user.label != Employee

This filter includes all devices whose owner does not have the label "Employee"

1
device.user.organizationUnit contains Office AND device.user.isBlocked = false AND

device.os.type = android

This filter combines several criteria:

The device belongs to a user whose organisation unit (value synchronised with the directory

service) contains the word "Office" in its name

The device user is not blocked in the Proget system

The device runs on Android

Keys



Keys Available operators
Value

type
Description

device.manufacturer =, !=, in, not_in enum
Device manufacturer, e.g.

Samsung

device.model

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with, in,

not_in

enum
Device model, e.g. iPhone

13

device.serialNumber =, != text Device serial number

device.progetId =, != text
Device Proget ID, e.g. 123

456

device.os.type =, != enum
Device operation system

e.g. Android

device.os.versionCode =, !=, >, >=, <, <= number
Device operation system

version e.g. 33 (Android 13)

device.activationType =, != enum
Activation type e.g.

android_mdm

device.systemUpdateStatus =, != enum
Value from a defined set,

e.g. available

device.SIM1.IMEI =, != text IMEI for SIM1

device.SIM2.IMEI =, != text IMEI for SIM2

device.SIM1 NEW =, != enum

Indicates whether a SIM

card is present in slot 1.

Use the value << None >>

to check if the slot is empty



device.SIM2 NEW =, != enum

Indicates whether a SIM

card is present in slot 2.

Use the value << None >>

to check if the slot is empty

device.SIM1.ICCID =, !=, in, not_in text ICCID for SIM1

device.SIM2.ICCID =, !=, in, not_in text ICCID for SIM2

device.SIM1.carrier =, != text SIM1 operator

device.SIM2.carrier =, != text SIM2 operator

device.mdmVersionCode =, !=, >, >=, <, <= number Proget app version code

device.alias

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text Device alias

device.user =, !=, in, not_in text

Device belonging to the

user e.g. « None », John

Doe - jdoe@example.com

(UUID)

device.user.uuid =, != text User UUID

device.user.isBlocked =, != bool
Device belonging to a

blocked user

device.user.email

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text
User email e.g.

jdoe@example.com

device.user.type =, != enum User type e.g. local



device.user.displayName

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text
Name and surname e.g.

John Doe

device.user.username

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text Username e.g. jdoe

device.user.principalName

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text
User principal name e.g.

jdoe@example.com

device.user.title

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text User title

device.user.distinguishedName

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text
User distinguished name

(DN)

device.user.commonName =, !=, contains,

not_contains,

starts_with,

not_starts_with,

text User common name



ends_with,

not_ends_with

device.user.country =, != text User country

device.user.organization

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text User organization

device.user.organizationUnit

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text User organization unit

device.user.locacity =, != text Locacity

device.user.tittle

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text User tittle

device.user.label =, !=, in, not_in text User label

device.user.directoryGroup =, !=, in, not_in text User directory group

device.user.customAttribute1

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text Custom attribute 1

device.user.customAttribute2 =, !=, contains,

not_contains,

text Custom attribute 2



starts_with,

not_starts_with,

ends_with,

not_ends_with

device.user.customAttribute3

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text Custom attribute 3

device.user.customAttribute4

=, !=, contains,

not_contains,

starts_with,

not_starts_with,

ends_with,

not_ends_with

text Custom attribute 4

References

Reference Used with keys
Available

operators
Description

ALLOWED_SIM_CARDS

NEW

device.SIM1.ICCID,

device.SIM2.ICCID
in, not_in

List of allowed SIM cards

(ICCID) managed in Settings

→ Allowed SIM Cards

Operators

= - comparison (equals)

!= - comparison (not equal)



< - comparison (less than)

<= - comparison (less than or equal)

> - comparison (greater)

>= - comparison (greater than or equal)

contains - contains a specific fragment of text

not_contains - does not contain a specific fragment of text

starts_with - starts with a specific fragment of text

not_starts_with - does not start with a specific fragment of text

ends_with - ends with a specific fragment of text

not_ends_with - does not end with a specific fragment of text

in - contains specific values

not_in - does not contain specific values

Value types

text - e.g. "SAMSUNG". Multi-word values should be enclosed in inverted commas

number - e.g. integer or floating point

bool - bool value (true or false)

enum - a value from a defined set, e.g. type of operating system

reference - a reference to a predefined list managed elsewhere in the system, e.g.

ALLOWED_SIM_CARDS referring to the allowed SIM cards list



Apps
Updated: Jul 16, 2026

In the apps tab you can find a table with information about applications on the given server.

1 Filtering in a text window

You can filter the results, using keywords. Enter the keyword you want to filter by into the

according field. The results are filtered dynamically when entering text.

2 Update rules



3 Sync with the store

This action allows you to sync selected applications with the store

2.1 Available rules

Select one of the available rules

Required

2.2 Android Enterprise - work space

This action allows you to add selected application to the rules of Android Enterprise - work

space, such as:

None

Unlock apps

Blacklist

2.3 Android Enterprise - private space

This action allows you to add selected application to the rules of Android Enterprise - private

space, such as:

None

Whitelist

Blacklist

2.4 iOS (supervisor mode)

This action allows you to add selected application to the rules of iOS (supervisor mode), such

as:

None

Whitelist

Blacklist



4 Delete application

This action allows you to delete selected applications

5 Add application

After clicking the button, you will be transferred to the tab where adding application to the

Proget console is possible

6 List of applications

List of all applications added to the Proget console from the store or from the file

6.1 Single Android app

6.2 Single Android app from file

6.3 Single iOS app



Add application
Updated: Mar 21, 2025

Here you can add applications to the Proget console from the file, from Google Play or from iTunes.

1 Add apps from the file

1.1 Name

Enter name of the application

1.2 Description

Enter description of the application

1.3 Select file

Select an application file

Allowed file type: .apk, .ipa, .pkg

The maximum size for uploaded files is 314.52MB (300.00 MiB)



2 Add apps from external resource



2.1 Name

Enter the name of the application

Maximum length of the text is 255

Required

2.2 Package id

Enter the package id of the application

Maximum length of the text is 255

Required

2.3 URL

Enter the URL link to the external resource where the application is located

Maximum length of the text is 255

Required

2.4 Checksum

Enter the checksum of the application

The checksum is used to verify that the APK file is intact. It is obtained by converting the APK

file to Base64 format and then calculating its SHA-256 hash value. Please refer to the

knowledge base for detailed instructions.

Required

2.5 Version

Enter the Version of the application

Maximum length of the text is 255



Required

2.6 Version code

Enter the version code of the application

Maximum value is 2100000000

Number required

2.7 Authentication required

Check if authorization for access to an external resource is required

If checked, entering your login and password is required

2.8 Login

Enter the login that you use to sing-in to the external resource

2.9 Password

Enter the password that you use to sing-in to the external resource

2.10 Description

You can enter a description of the application

Maximum length of the text is 255

2.11 Select file

You can set your own icon for an application from an external resource

2.12 Delete



3 Add apps from the Google Play

4 Add apps from the iTunes

Delete the selected icon for the application from an external resource

3.1 Google Play

Here you can search for the application in Google Play store and add it to the Proget console

4.1 iTunes

Here you can search for the application in iTunes store and add it to the Proget console



Single Android app
Updated: Oct 16, 2025

Here you can find information about single application such as: package ID, origin, platform,

devices with applied configuration, app config feedback and app versions. You can also perform

actions on the application and configure settings such as: app configuration and runtime

permissions.

1 Go to details in store

After clicking this button, you will be transferred to the details of the app in the Google Play

store site

2 Sync with the store

After clicking this button, the application will be synchronized with the store

3 Update rules



4 Delete app

This action allows you to delete application from the Proget console

3.1 Available rules

Select one of the profile application rules

Required

3.2 Android Enterprise - work space

This action allows you to add selected application to the rules of Android Enterprise - work

space, such as:

None

Unlock apps

Blacklist

3.3 Android Enterprise - private space

This action allows you to add selected application to the rules of Android Enterprise - private

space, such as:

None

Whitelist

Blacklist

3.4 iOS (supervisor mode)

This action allows you to add selected application to the rules of iOS (supervisor mode), such

as:

None

Whitelist

Blacklist



5 Configuration

6 Devices

5.1 Edit configuration

This action allows you to edit configuration of the application

5.2 Update configuration

This action allows you to update configuration of the application

5.3 Copy configuration

This action allows you to copy configuration of the application

5.4 Remove configuration

This action allows you to remove configuration of the application

5.5 Add configuration

This action allows you to add configuration of the application

5.6 List of configurations

List of configurations of the application



6.1 Clear data

This action allows you to clear the data of the selected application on all devices on which it is

installed

6.2 Disable

This action allows you to disable selected application on all devices on which it is installed

6.3 Enable

This action allows you to enable selected application on all devices on which it is installed

6.4 Start

This action allows you to start selected application on all devices on which it is installed

6.5 Send configuration

This action allows you to send configuration to selected application on all devices on which it is

installed

6.6 Delete

This action allows you to delete selected application from all devices on which it is installed

6.7 Export

This action allows you to export the list of devices with the information such as: model, user,

device status, version of the installed app etc



7 App config feedback

8 Runtime permissions

9 Versions

6.8 Table settings

In the table settings, you can choose which columns will be displayed

6.9 List of devices

List of devices with the information such as: model, user, device status, version of the installed

app etc

7.1 List of app config feedback

List of app config feedback with the information about status and devices

8.1 Runtime permissions

Runtime permissions where you can change the way they are assigned, such as:

Ask the user

Grant automatically

Deny automatically



9.1 List of versions

List of versions with its quantity on device and on container



Single Android app from file
Updated: Feb 11, 2025

Here you can find information about single application from file such as: package ID, origin,

platform, devices with applied configuration and app versions. You can also perform actions on the

application and configure settings such as: app configuration and runtime permissions.

1 Update application



2 Download app

After clicking this button, the application will downloaded on your device

3 Update rules

1.1 Select file

This button allow you to update the app from a file after by uploading a newer version of the

app from your device

1.2 Close

This button allow you to close the application update dialog

1.3 Update

This button will allow you to update the application from a file to a newer version



4 Configuration schema

3.1 Available rules

Select one of the profile application rules

Required

3.2 Android Enterprise - work space

This action allows you to add selected application to the rules of Android Enterprise - work

space, such as:

None

Unlock apps

Blacklist

3.3 Android Enterprise - private space

This action allows you to add selected application to the rules of Android Enterprise - private

space, such as:

None

Whitelist

Blacklist

3.4 iOS (supervisor mode)

This action allows you to add selected application to the rules of iOS (supervisor mode), such

as:

None

Whitelist

Blacklist



5 Delete app

This action allows you to delete application from the Proget console

6 Devices

4.1 Schema

Enter the JSON configuration scheme or drag and drop the file here for the selected application

from the file that can be configured

4.2 Format JSON

This button allow you to format the JSON configuration schema

4.3 Cancel

This button allow you to abort the schema configuration

4.4 Submit

This button allow you to save the schema configuration you entered



7 App config feedback

6.1 Clear data

This action allows you to clear the data of the selected application on all devices on which it is

installed

6.2 Start

This action allows you to start selected application on all devices on which it is installed

6.3 Delete

This action allows you to delete selected application from all devices on which it is installed

6.4 Export

This action allows you to export the list of devices with the information such as: model, user,

device status, version of the installed app etc

6.5 Table settings

In the table settings, you can choose which columns will be displayed

6.6 List of devices

List of devices with the information such as: model, user, device status, version of the installed

app etc



8 Runtime permissions

9 Versions

10 Export

This action allows you to export the list of devices with the information about model, user,

device status and version of the app installed

11 Table settings

7.1 List of app config feedback

List of app config feedback with the information about status and devices

8.1 List of runtime permissions

List of runtime permissions where you can change the way they are assigned, such as:

Ask the user

Grant automatically

Deny automatically

9.1 List of versions

List of versions with its quantity on device and on container



In the table settings, you can choose which columns will be displayed



Single iOS app
Updated: Jul 9, 2025

Here you can find information about single application such as: package ID, origin and platform.

You can also add app configuration.

1 Update app

After clicking this button, you will be able to update the application by selecting the current

version from your device

2 Download app

After clicking this button, the application will be downloaded to your device

3 Add to rule



4 Delete app

This action allows you to delete application from the Proget console

3.1 Available rules

Select one of the available rules

Required

3.2 Android Enterprise - work space

This action allows you to add selected application to the rules of Android Enterprise - work

space, such as:

None

Unlock apps

Blacklist

3.3 Android Enterprise - private space

This action allows you to add selected application to the rules of Android Enterprise - private

space, such as:

None

Whitelist

Blacklist

3.4 iOS (supervisor mode)

This action allows you to add selected application to the rules of iOS (supervisor mode), such

as:

None

Whitelist

Blacklist



5 Add configuration

This action allows you to add configuration of the application

6 Configuration

List of configurations of the application



Policies
Updated: Jul 16, 2026

Policies in the Proget system allow you to easily limit user’s access of functionalities that are found

on mobile devices. Thanks to policies we can, for a selected group of devices, impose the desired

complexity of the password, limit the use of the camera, or prohibit the use of Google services.

Policies are grouped up by type of activation. You will also find predefined default policies that are

compatible with device activations.

Android Enterprise Device

Owner

Password, app, security, and location

rules for Device Owner mode

Android Enterprise Profile

Owner

Password, app, and security rules for

the work profile container

Android

Password and security restrictions for

Android devices

iOS

Password, apps, education, media, and

web filter rules for iOS

macOS

Password, app, education, and

functionality restrictions for macOS

Windows

Password, app, BitLocker, and security

settings for Windows



Android Enterprise Device Owner
Updated: Jun 8, 2026

Password

Level of password required

The policy specifies the password level on the device..

No level allows the device to have no password

The low level allows a pattern and an uncomposed numeric password

Medium level allows a numeric password with a minimum of 4 compound characters

High level requires a complex numeric password with a minimum of 8 characters or an

alphanumeric password with a minimum of 6 characters

Custom – numeric, requires a numeric password with a minimum length of 4 characters

Custom – complex numeric, requires a complex numeric password with a minimum length of

4 characters

Custom – alphanumeric, requires an alphanumeric password with a minimum length of 4

characters, with the option to specify the required number of: numeric, lowercase,

uppercase, and special characters

Minimum password length

The policy defines the minimum length of the password used on the device.

Required number of numerical characters

Policy defines the number of numerical characters in the device password.

Required number of lower case characters

Policy defines the number of lower case characters in the device password.

Required number of capital characters

Policy defines the number of A-Z capital characters in the device password.

Required number of special characters

Policy defines the number of special !@#$%^&*()_+<>:"?{}| characters in the device password.

Number of attempts to unlock



Policy defines the number of incorrect password attempts followed by a device wipe. The policy

does not support Direct Boot if restoring the device to factory settings is forbidden.

Number of passwords saved

The policy determines what number of passwords are to be kept as impossible to set when it is

changed. The policy does not apply if the password type set on the device is a pattern.

Password expiration

Policy defines how long the password may be used and sets the time for the user to change the

password on the device.

Allow unlock device using fingerprint

The policy determines whether a user can use a fingerprint to unlock the device. The

manufacturer may require the imposition of a specific type of password when the setting is

enabled.

Allow the iris scanner

The feature allows the user to configure the iris scanner and use this feature to unlock the

device. This policy applies only to devices running Android 9.0 or later. The manufacturer may

require the imposition of a specific type of password when the setting is enabled.

Allow face recognition

The feature allows the user to configure facial recognition and use this feature to unlock the

device. This policy applies only to devices running Android 9.0 or later. The manufacturer may

require the imposition of a specific type of password when the setting is enabled.

Require lock screen message

Policy determines whether a defined message is visible on the locked screen of the device.

Lock screen message

In the window you can define the message that is sent to the device and displayed on the locked

screen of the device. The global variables are active in the popup pane. So, if you set

{UserDisplayName} to a device with this policy, a value matching the global variable for that user

will be sent.

Require device lock with wrong password

The policy allows you to enter a device lock after a certain number of unsuccessful attempts to

enter the password by the user. The policy works simultaneously with the policy "Number of



attempts to unlock".

Number of unlocking attempts

The policy determines the number of incorrect attempts to enter a password that the user can

perform before blocking the device

Message on a blocked device

Enter the message that you want to display on the blocked device

Phone number

Enter the phone number to which the user can make a call when the device is locked

Manage business application updates

The policy allows you to specify the hours for updating business applications on your device. The

function is not applicable when the automatic app update mode is set to high priority.

Apps

Allow uninstall apps

Policy determines whether the user can uninstall the applications installed on the device.

Allow access to public apps in the Google Play Store

The policy determines whether a user has access to public apps in the Google Play Store.

Specify how to grant permissions for apps

Policy determines how the permissions for applications are granted. Policy determines whether

application permissions are granted automatically, are automatically discarded, or whether the

user can decide.

Business apps updates

The policy allows to define how business apps should be updated.

Allow install apps in metered connections

The policy determines whether the device can install applications in metered connections. If

your network has a data limit, you can define whether the device will install applications.

Force the use of Play Protect

The policy forces the use of Play Protect to verify the security of unknown apps.



Functionality

Allow use of Bluetooth

Policy determines whether you can use Bluetooth

Allow sharing via Bluetooth

The policy specifies whether the user can share data via Bluetooth.

Allow use of NFC

Policy defines whether you can use NFC. Available from Android 15.

Allow camera

The policy allows to use of camera. If unchecked, the camera will not work in all apps, including

the Proget app.

Allow microphone

The policy allows to use of microphone. If unchecked, the microphone will not work in all apps,

including the Proget app.

Allow configuring mobile networks

Policy determines whether the user can change the mobile network settings such as network

access points, operating mode, network operators.

Allow mobile data usage while roaming

Policy determines whether the user can use cellular data when the device is in roaming. If

the policy is disabled, the user cannot use the Internet while the device is in roaming.

Allow tethering configuration and mobile hotspots

Policy determines whether the user can set up a tethering and mobile hotspot.

Allow edit Wi-Fi configuration

Policy determines whether the user can add new Wi-Fi connections. If policy is disabled, the

ability to set up new connections is blocked. Wi-Fi connections which was added before policy

implementation will continue to be active but will be not editable.

Specify settings for Wi-Fi sleep configuration

Policy determines the Wi-Fi sleep settings when the device is idle.

Allow removing added Wi-Fi networks



The policy specifies whether the user can delete Wi-Fi networks added by the administrator

using the Wi-Fi profile.

Allow Airplane Mode

Policy allows to enable airplane mode on your device. Available from Android 9.

Allow user-configured VPN

Policy determines whether the user can manually configure the VPN profile and change the

settings of already added VPN connections. VPN profiles which was added before policy

implementation will continue to be active.

Allow outgoing calls

Policy determines whether the user can make outgoing calls.

Allow SMS messages

Policy determines whether the user can send and receive SMS.

Allow USB file transfer

Policy determines whether the user can transfer data from and to the device using a USB

connection.

Allow mounting physical media

Policy determines whether the user can mounting physical media such as SD card and flash

drive using USB OTG.

Set time automatically

Policy determines whether the user can change the time settings. If the policy is enabled, the

user cannot manually change the time on the device.

Set timezone automatically

Policy determines whether the device can automatically change the time zone. If the policy is

enabled, the user cannot change the time zone on the device.

Allowed input methods

Policy determines whether the user can use any input method (for example, a keyboard), only

the input methods provided by the device, or only the input methods provided by the device

plus additional input methods you specify.

Allowed App



Add an allowed app package ID, e.g. com.android.example

Allowed accessibility services

Policy determine accessibility services that the user can access. By default, the user can use any

accessibility service. System accessibility services may be for example Voice Assistant.

Allowed App

Add an allowed app package ID, e.g. com.android.example

Default launcher

Policy determines the package ID of the launcher app that must be used on the device. For this

rule to apply to the device, you must push the launcher app to the device.

Limit mobile data usage by apps

Provide the package ID of apps that will not be able to use the internet via mobile data. Available

from Android 9.

Force Always on VPN

The policy forces indicated VPN app to maintain the connection continuously.

Add VPN app

Block internet access when VPN is not connected

The policy disable internet access if the VPN connection with the selected apps is not

established. Available from Android 10.

Add exceptions

After adding apps to the exceptions, they will be able to connect to the internet despite

the blockade being set. Available from Android 10.

Allow to change the screen wallpaper

Policy determines whether the user can change the screen wallpaper

Allow backup services

The policy determines whether the user can use backup services.

Hide the Proget icon

If checked, the Proget application on the device will be hidden

Ask for access to device usage data



If checked, the user will be asked to assign access to the usage data on the device

Hide Proget notification

If checked, the Proget notification on the device will be hidden

Default notification for a managed device

The notification will be displayed on a device managed by the Proget app

Security

Manage accounts on device

Policy specifies the accounts the user can use. By default, the user can use all accounts except

Google..

Allow take screenshots

Policy defines if user may do screenshots

Allow developer mode

Policy determines whether the user can enable Developer Mode. If the policy is disabled, the

Developer Mode return to the default settings.

Allow safe boot of the device

Policy determines whether the user can start safe mode on the device. In safe mode, the device

starts up without the third party applications.

Allow factory reset

Policy determines whether the user can restore the device to factory. Restoring device to factory

removes the MDM agent and device will be unmanaged.

Use Factory Reset Protection Get Google ID

The policy force the use of Factory Reset Protection. If the device is restored to factory settings,

you will be required to enter the Google ID account details listed below.

Allow the user to deactivate the MDM agent

The policy determines whether the user can deactivate the device from the MDM agent.

Allow clearing of application data

Deprecated



Policy allows to clear Proget app data. Clearing the data will disconnect the device from the

system.

Allow installation of non Google Play apps

Policy determine whether a user can install non-Google Play apps using the

ACTION_INSTALL_PACKAGE mechanism.

Require device registration in Microsoft Entra ID

The policy enforces user registration in Microsoft Entra ID. If the policy is enabled, the device will

be instructed to sign in to a Microsoft account in purpose of its registration

Automatically set the user login

Setting this field will automatically insert the specified user login when logging into

Microsoft account.

Allow using two SIM cards at the same time

Policy determines whether you can use two SIM cards at the same time if the device supports

two SIM card slots. If the policy is turned off, the device will be blocked until the second SIM card

is removed.

Block the SIM card with the PIN code for slot 1 (Samsung only)

Policy defines whether the device should save a permanent PIN code to unlock the SIM card.

Turning on a permanent PIN will block the company's SIM card usage on another device. Each

time a company device is turned on, device will automatically unlocks the SIM card using the

permanent PIN code. However, if the SIM card is moved to another device, it will remain locked

because the PIN code is not known to the user. The policy applies to slot 1.

Block the SIM card with the PIN code for slot 2 (Samsung only, if applicable)

Policy defines whether the device should save a permanent PIN code to unlock the SIM card.

Turning on a permanent PIN will block the company's SIM card usage on another device. Each

time a company device is turned on, device will automatically unlocks the SIM card using the

permanent PIN code. However, if the SIM card is moved to another device, it will remain locked

because the PIN code is not known to the user. The policy applies to slot 2 (if applicable).

Force cyclic downloads from the server

Policy specifies whether the device should acquire data from the MDM server every specified

time interval. Enabling the policy forces the device to contact the server. The date of the last

connection will be recorded on the server each time.



Force cyclic data transfer to the server

Policy determines whether the device should send data to the MDM server every specified time

interval. Enabling the policy forces the device to contact the server. The date of the last

connection will be stored on the server each time.

Maximum time to lock

Policy set the maximum time for user activity until the device will lock. This limits the length that

the user can set in device settings.

Action after exceeding the inactivity time

Policy determines whether a defined action should be taken (Clear device data, Clear company

data or Block device) after a specified period of inactivity. Action will be taken automatically if the

last contact of the device with the server exceeds the defined inactivity time.

Inactivity time (in days)

Action

Message on a blocked device

Enter the message that you want to display on the blocked device

Phone number

Enter the phone number to which the user can make a call when the device is locked

Allow using Smart Lock

The policy defines the possibility of using Smart Lock on device.

Bluetooth

The policy allows you to automatically unlock your phone when it is connected via

Bluetooth to a trusted device, such as a watch or an in-car speakerphone.

NFC

The policy allows you to automatically unlock your phone using a trusted NFC tag.

Trusted places

The policy allows you to configure Trusted places. The device will stay automatically

unlocked within a radius of up to 80 meters from the Trusted place.

Face



The device will automatically unlock when it recognizes your face. If you set up a trusted

face, the device will search for it each time it starts, and it will unlock when it recognizes it.

On-body

The policy allows you to leave the device unlocked when the device is next to the user (e.g.

in his hand, pocket or bag). The device will be locked only after the device has been put

down (e.g. on a table); the lock will be activated automatically within a minute.

Voice

The policy allows you to unlock the Google Assistant when saying "Ok Google" on the lock

screen, after the device recognized the previously recorded voice. You can give Google

commands or open websites without the need to manually unlock the device.

Service password

Deprecated

The service password allows to define a password to unlock a blocked device, i.e. lost mode. The

password defined in the policy works simultaneously with the password on the device card.

Lock screen notifications

Policy allows you to specify the maximum level of detail of information in notifications on a

locked screen (the user can always reduce this level manually).

Store photos from locked device

Policy defines the maximum time for storing photos on the server taken during the lockdown of

the device.

Managing operating system updates

The policy allows to specify how system updates are managed on your device.

Private DNS Management

The policy defines how Private DNS is configured on the device. Opportunistic mode allows the

device to automatically use Private DNS if available. Specified host requires entering a specific

DNS-over-TLS server. This policy applies only to devices running Android 10 or later.

Location

Manage location modes



The policy allows to define the mode in which the location on the device should be run. Feature

available on devices with Android lower than 9.

Manage location state

The policy allows to set location services on the device. Available from Android 11.



Android Enterprise Profile Owner
Updated: Jun 8, 2026

Password - Device

Level of password required

The policy specifies the password level on the device..

No level allows the device to have no password

The low level allows a pattern and an uncomposed numeric password

Medium level allows a numeric password with a minimum of 4 compound characters

High level requires a complex numeric password with a minimum of 8 characters or an

alphanumeric password with a minimum of 6 characters

Custom – numeric, requires a numeric password with a minimum length of 4 characters

Custom – complex numeric, requires a complex numeric password with a minimum length of

4 characters

Custom – alphanumeric, requires an alphanumeric password with a minimum length of 4

characters, with the option to specify the required number of numeric, lowercase, uppercase,

and special characters

Minimum password length

The policy defines the minimum length of the password used on the device.

Required number of numerical characters

Policy defines the number of numerical characters in the device password.

Required number of lower case characters

Policy defines the number of lower case characters in the device password.

Required number of capital characters

Policy defines the number of A-Z capital characters in the device password.

Required number of special characters

Policy defines the number of special !@#$%^&*()_+<>:"?{}| characters in the device password.

Number of attempts to unlock



Policy defines the number of incorrect password attempts followed by a container wipe. For

COPE activation, the device data will be wiped. The policy does not support Direct Boot if

restoring the device to factory settings is forbidden.

Number of passwords saved

Policy defines how many prior passwords the device should remember while changing the

password.

Allow unlock device using fingerprint

Policy determines whether the user can use a fingerprint to unlock the device. If the policy is

disabled, the user must enter a password to unlock the device.

Allow the iris scanner

The function allows the user to configure the iris scanner and use this function to unlock the

device. This rule applies only to devices running Android 9.0 and later.

Allow face recognition

The function allows the user to configure face recognition and use this function to unlock the

device. This rule applies only to devices running Android 9.0 and later.

Require lock screen message (COPE only)

Policy determines whether a defined message is visible on the locked screen of the device.

Lock screen message (COPE only)

In the window you can define the message that is sent to the device and displayed on the locked

screen of the device. The global variables are active in the popup pane. So, if you set

{UserDisplayName} to a device with this policy, a value matching the global variable for that user

will be sent.

Password - Container

Level of password required

The policy specifies the password level on the device..

No level – allows the device to have no password

The low level allows a pattern and an uncomposed numeric password

Medium level allows a numeric password with a minimum of 4 compound characters



High level requires a complex numeric password with a minimum of 8 characters or an

alphanumeric password with a minimum of 6 characters

Custom – numeric, allows a numeric password with a minimum length of 4 characters

Custom – complex numeric, allows a complex numeric password with a minimum length of 4

characters

Custom – alphanumeric, requires an alphanumeric password with a minimum length of 4

characters, with the option to specify the required number of numeric, lowercase, uppercase,

and special characters

Minimum password length

The policy defines the minimum length of the password used on the device.

Required number of numerical characters

Policy defines the number of numerical characters in the device password.

Required number of lower case characters

Policy defines the number of lower case characters in the device password.

Required number of capital characters

Policy defines the number of A-Z capital characters in the device password.

Required number of special characters

Policy defines the number of special !@#$%^&*()_+<>:"?{}| characters in the device password.

Number of attempts to unlock

Policy defines the number of incorrect password attempts followed by a container wipe. For

COPE activation, the device data will be wiped. The policy does not support Direct Boot if

restoring the device to factory settings is forbidden.

Number of passwords saved

The policy determines what number of passwords are to be kept as impossible to set when it is

changed. The policy does not apply if the password type set on the device is a pattern.

Password expiration

Policy defines how long the password may be used and sets the time for the user to change the

password on the device.



Allow unlock device using fingerprint

The policy determines whether a user can use a fingerprint to unlock the device. The

manufacturer may require the imposition of a specific type of password when the setting is

enabled.

Allow the iris scanner

The feature allows the user to configure the iris scanner and use this feature to unlock the

device. This policy applies only to devices running Android 9.0 or later. The manufacturer may

require the imposition of a specific type of password when the setting is enabled.

Allow face recognition

The feature allows the user to configure facial recognition and use this feature to unlock the

device. This policy applies only to devices running Android 9.0 or later. The manufacturer may

require the imposition of a specific type of password when the setting is enabled.

Apps

Allow uninstall apps

Policy determines whether the user can uninstall the applications installed in the container.

Allow access to public apps in the Google Play Store

The policy determines whether a user has access to public apps in the Google Play Store.

Specify how to grant permissions for apps

Policy determines how the permissions for applications are granted. Policy determines whether

application permissions are granted automatically, are automatically discarded, or whether the

user can decide. For devices with Android 12 and above, automatic permissions related to

sensors (e.g. permission.CAMERA) do not work.

Business apps updates

The policy allows to define how business apps should be updated.

Allow install apps in metered connections

The policy determines whether the device can install applications in metered connections. If

your network has a data limit, you can define whether the device will install applications.

Force the use of Play Protect

The policy forces the use of Play Protect to verify the security of unknown apps.



Suspend use of private apps (COPE only)

The policy allows to suspend the use of private apps. When personal apps are suspended the

device can only be used for calls.

Allow sharing of data from equivalent applications between spaces

Policy allows sharing of data from equivalent apps located between private and work spaces.

The feature is available from Android 11.

Allowed App

policy.field.applications.allowed_cross_profile_apps_list.description

Functionality

Allowed input methods

Policy determines whether the user can use any input method (for example, a keyboard), only

the input methods provided by the device, or only the input methods provided by the device

plus additional input methods you specify.

Allowed App

Add an allowed app package ID, e.g. com.android.example

Allow camera

The policy allows to use of camera. If unchecked, the camera will not work in all apps, including

the Proget app.

Allowed accessibility services

Policy determine accessibility services that the user can access. By default the user can use any

accessibility service. System accessibility services may be for example Voice Assistant.

Allowed App

Add an allowed app package ID, e.g. com.android.example

Limit mobile data usage by apps

Provide the package ID of apps that will not be able to use the internet via mobile data. Available

from Android 9.

Allow Airplane Mode (COPE only)

Policy allows to enable airplane mode on your device.



Allow use of Bluetooth (COPE only)

Policy determines whether you can use Bluetooth

Allow sharing via Bluetooth (COPE only)

The policy specifies whether the user can share data via Bluetooth.

Allow use of NFC (COPE only)

Policy defines whether you can use NFC. Available from Android 15.

Allow camera (COPE only)

The policy allows to use of camera. If unchecked, the camera will not work in all apps, including

the Proget app.

Allow cell broadcast configuration (COPE only)

The policy allows for cell broadcast configuration. Cell broadcast consists in sending information

to network users within the range of one BTS base station.

Allow date configuration (COPE only)

The policy allows to configure the date, time and timezone in the settings.

Allow configuring mobile networks (COPE only)

Policy determines whether the user can change the mobile network settings such as network

access points, operating mode, network operators.

Allow private DNS configuration (COPE only)

The policy allows to change the private DNS configuration.

Allow tethering configuration and mobile hotspots (COPE only)

Policy determines whether the user can set up a tethering and mobile hotspot.

Allow edit Wi-Fi configuration (COPE only)

Policy determines whether the user can add new Wi-Fi connections. If policy is disabled, the

ability to set up new connections is blocked. Wi-Fi connections which was added before policy

implementation will continue to be active but will be not editable.

Allow content capture (COPE only)

The policy determines whether capturing content for later use by AI is allowed.

Allow content suggestions (COPE only)



The policy determines whether the user can receive tailored content suggestions based on

content capture.

Maximum turn off time of work profile in days (COPE only)

The policy determines maximum time the work profile is allowed to be turned off. If the profile is

turned off for longer, personal apps are suspended on the device.

Turn off time (in days)

Allow all input methods (COPE only)

Policy allows the use of all data input methods (e.g. keyboard), after unchecking, only system

methods are allowed. This rule applies only to devices running Android 12 and later.

Force Always on VPN

The policy forces indicated VPN app to maintain the connection continuously.

Add VPN app

Block internet access when VPN is not connected

The policy disable internet access if the VPN connection with the selected apps is not

established. Available from Android 10.

Add exceptions

After adding apps to the exceptions, they will be able to connect to the internet despite

the blockade being set. Available from Android 10.

Ask for access to device usage data

If checked, the user will be asked to assign access to the usage data on the device

Default notification for a managed device

The notification will be displayed on a device managed by the Proget app

Security

Manage accounts on device

The policy specifies the accounts the user can use. By default, the user can use all accounts

except Google.

Allow take screenshots

Policy defines if user can take screenshots. This rule applies only to container.



Allow copying of text between the container and the device

Policy determines whether the user can copy between spaces, content generated in the

container or device.

Allow searching for business contacts in private space

The Policy determines whether user can search for business contacts in private space.

Allow you to identify your work contact for incoming calls

The Policy determines whether caller ID information from the managed profile will be shown in

the personal space.

Allow the user to deactivate the MDM agent

The policy determines whether the user can deactivate the device from the MDM agent.

Allow clearing of application data

Deprecated

Policy allows to clear Proget app data. Clearing the data will disconnect the device from the

system.

Require device registration in Microsoft Entra ID

The policy enforces user registration in Microsoft Entra ID. If the policy is enabled, the device will

be instructed to sign in to a Microsoft account in purpose of its registration.

Automatically set the user login

Setting this field will automatically insert the specified user login when logging into

Microsoft account.

Force cyclic downloads from the server

Policy specifies whether the device should acquire data from the MDM server every specified

time interval. Enabling the policy forces the device to contact the server. The date of the last

connection will be recorded on the server each time.

Force cyclic data transfer to the server

Policy determines whether the device should send data to the MDM server every specified time

interval. Enabling the policy forces the device to contact the server. The date of the last

connection will be stored on the server each time.

Maximum time to lock



Policy set the maximum time for user activity until the device will lock. This limits the length that

the user can set in device settings.

Time to lock (in minutes)

Action after exceeding the inactivity time

Policy determines whether a defined action should be taken (Clear company data or Clear device

data for COPE) after a specified period of inactivity. Action will be taken automatically if the last

contact of the device with the server exceeds the defined inactivity time.

Inactivity time (in days)

Action

Allow Bluetooth contacts sharing

Policy determines whether a user can share contacts from the workspace via Bluetooth.

Allow using Smart Lock

The policy defines the possibility of using Smart Lock on device.

Bluetooth

The policy allows you to automatically unlock your phone when it is connected via

Bluetooth to a trusted device, such as a watch or an in-car speakerphone.

NFC

The policy allows you to automatically unlock your phone using a trusted NFC tag.

Trusted places

The policy allows you to configure Trusted places. The device will stay automatically

unlocked within a radius of up to 80 meters from the Trusted place.

Face

The device will automatically unlock when it recognizes your face. If you set up a trusted

face, the device will search for it each time it starts, and it will unlock when it recognizes it.

On-body

The policy allows you to leave the device unlocked when the device is next to the user (e.g.

in his hand, pocket or bag). The device will be locked only after the device has been put

down (e.g. on a table); the lock will be activated automatically within a minute.

Voice



The policy allows you to unlock the Google Assistant when saying "Ok Google" on the lock

screen, after the device recognized the previously recorded voice. You can give Google

commands or open websites without the need to manually unlock the device.

Service password

Deprecated

The service password allows to define a password to unlock a blocked device, i.e. lost mode. The

password defined in the policy works simultaneously with the password on the device card.

Allow installation of non Google Play apps

The policy determines whether the user can install non-Google Play store apps. 'Do not allow'

policy is available on devices with Android 10 or later, for devices with Android older than 10 the

policy will work as 'Allow only in private space'.

Allow take screenshots (COPE only)

Policy defines if user may do screenshots

Use Factory Reset Protection (COPE only) Get Google ID

The policy force the use of Factory Reset Protection. If the device is restored to factory settings,

you will be required to enter the Google ID account details listed below.

Allow developer mode (COPE only)

Policy determines whether the user can enable Developer Mode. If the policy is disabled, the

Developer Mode return to the default settings.

Managing operating system updates (COPE only)

The policy allows to specify how system updates are managed on your device.
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Password

Level of password required

The policy specifies the password level on the device.

The low level allows a pattern and an uncomposed numeric password

Medium level allows a numeric password with a minimum of 4 compound characters

High level requires a complex numeric password with a minimum of 8 characters or an

alphanumeric password with a minimum of 6 characters

Minimum password length

The policy defines the minimum length of the password used on the device.

Required number of numerical characters

Policy defines the number of numerical characters in the device password.

Required number of lower case characters

Policy defines the number of lower case characters in the device password.

Required number of capital characters

Policy defines the number of A-Z capital characters in the device password.

Required number of special characters

Policy defines the number of special !@#$%^&*()_+<>:"?{}| characters in the device password.

Number of attempts to unlock

Policy defines the number of incorrect password attempts followed by a device wipe.

Number of passwords saved

The policy determines what number of passwords are to be kept as impossible to set when it is

changed. The policy does not apply if the password type set on the device is a pattern.

Password expiration



Policy defines how long the password may be used and sets the time for the user to change the

password on the device.

Allow unlock device using fingerprint

The policy determines whether a user can use a fingerprint to unlock the device. The

manufacturer may require the imposition of a specific type of password when the setting is

enabled.

Allow the iris scanner

The feature allows the user to configure the iris scanner and use this feature to unlock the

device. This policy applies only to devices running Android 9.0 or later. The manufacturer may

require the imposition of a specific type of password when the setting is enabled.

Allow face recognition

The feature allows the user to configure facial recognition and use this feature to unlock the

device. This policy applies only to devices running Android 9.0 or later. The manufacturer may

require the imposition of a specific type of password when the setting is enabled.

Security

Allow the user to deactivate the MDM agent

The policy determines whether the user can deactivate the device from the MDM agent.

Allow clearing of application data

Deprecated

Policy allows to clear Proget app data. Clearing the data will disconnect the device from the

system.

Action after exceeding the inactivity time

Policy determines whether a defined action should be taken (Clear device data or Clear company

data) after a specified period of inactivity. Action will be taken automatically if the last contact of

the device with the server exceeds the defined inactivity time.

Force cyclic downloads from the server

Policy specifies whether the device should acquire data from the MDM server every specified

time interval. Enabling the policy forces the device to contact the server. The date of the last

connection will be recorded on the server each time.



Force cyclic data transfer to the server

Policy determines whether the device should send data to the MDM server every specified time

interval. Enabling the policy forces the device to contact the server. The date of the last

connection will be stored on the server each time.

Require device encryption

Policy forces the device to be encrypted if it is supported by the device.

Allow using Smart Lock

The policy defines the possibility of using Smart Lock on device.

Bluetooth

The policy allows you to automatically unlock your phone when it is connected via

Bluetooth to a trusted device, such as a watch or an in-car speakerphone.

NFC

The policy allows you to automatically unlock your phone using a trusted NFC tag.

Trusted places

The policy allows you to configure Trusted places. The device will stay automatically

unlocked within a radius of up to 80 meters from the Trusted place.

Face

The device will automatically unlock when it recognizes your face. If you set up a trusted

face, the device will search for it each time it starts, and it will unlock when it recognizes it.

On-body

The policy allows you to leave the device unlocked when the device is next to the user

(e.g., in his hand, pocket, or bag). The device will be locked only after the device has been

put down (e.g., on a table); the lock will be activated automatically within a minute.

Voice

The policy allows you to unlock the Google Assistant when saying "Ok Google" on the lock

screen, after the device recognized the previously recorded voice. You can give Google

commands or open websites without the need to manually unlock the device.

Service password

Deprecated



The service password allows to define a password to unlock a blocked device, i.e. lost mode. The

password defined in the policy works simultaneously with the password on the device card.
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Password

Policy defines requirements for device password. Once done, user must set the device password.

Policy defines the minimum length of the password used on the device.

Password length

The policy defines the minimum length of the password used on the device.

Required number of special characters

Policy defines the number of special !@#$%^&*()_+<>:"?{}| characters in the device password.

Number of attempts to unlock

Policy defines the number of incorrect password attempts followed by a device wipe.

Number of passwords saved

Policy defines how many prior passwords the device should remember while changing the

password.

Password expiration (in days)

Policy defines how long the password may be used and sets the time for the user to change the

password on the device. For value 0, the password does not expire.

Device block grace period

Policy defines the maximum time for user to unblock the device again without entering the

password.

Allow Touch ID or Face ID unlock

Policy specifies whether user can use Touch ID or Face ID to unlock the device.

Allow device password changes (supervisor mode)

Policy determines whether a user can add, change, or remove device passwords.

Allow modifying Touch ID or Face ID (supervisor mode)

Policy specifies whether user can modify Touch ID or Face ID.



Max inactive time (in minutes)

Policy defines user inactive time duration, then blanks the screen and blocks the device with the

current password. On iOS 13 and later, the maximum inactivity time is 5 minutes.

Allow to auto unlock device

Policy determines whether the automatic device unlock function is available. Available on iOS

14.5 and later.

Apps

Allow using iTunes store

Policy defines the use of iTunes store.

Allow use News app (supervisor mode)

Policy determines whether the user can use the News app.

Allow use podcasts (supervisor mode)

Policy determines whether the user can add new podcasts.

Allow App Clips (supervisor mode)

If unchecked, prevents a user from adding any App Clips, and removes any existing App Clips on

the device. Available in iOS 14.0 and later.

Allow use of Game Center (supervisor mode)

Policy determines whether the Game Center is available on the device. If the policy is disabled,

the Game Center icon is removed from the home screen and the user cannot use the Game

Center.

Allow multiplayer gaming (supervisor mode)

Policy determines whether the user can use multiplayer in games. If the "Allow add

friends to Game Center" policy is disabled, the user can only play multiplayer games with

existing friends. If the policy is disabled, the user cannot use multiplayer in games and

cannot add new friends to the Games Center.

Adding Friends from Game Center (supervisor mode)

If unselected, prohibits adding friends to Game Center.

Allow use of Safari (supervisor mode)



If unselected, disables the Safari web browser app, and its icon is removed from the Home

screen. This setting also prevents users from opening web clips.

Allow autocomplete of fields

Policy defines if browser may use autocomplete.

Force fraud warning

Policy determines whether the Safari warns user if they visit a web site marked as

threatened or compromised.

Allow use of JavaScript

Policy determines whether Safari may use JavaScript. Disabling this feature will block the

use of the Proget app store.

Allow pop-ups

Policy defines if browser should block pop-ups.

Accept cookies

Policy defines if browser may use cookies.

Default domains

Email domains

Policy defines email domains that will be considered as default email domains. Email addresses

from other domains will be highlighted as external email in Mail app.

Web domains

Policy defines domains that will be considered as default. This means that if you download a

document from the default domain using Safari, it will be considered a managed item.

Depending on the open-in policy, the document can be opened by managed or unmanaged

applications.

Disallow manually adding passwords to the keychain

The policy determines whether users can manually add passwords to the keychain. If

unchecked, users can add site, user and password in password settings.

Password AutoFill domains

Policy defines whether users can save passwords in Safari from URLs matching the listed

patterns.



Allow to install and update applications (supervisor mode)

If unselected, disables the App Store, and its icon is removed from the Home screen. Users are

unable to install or update their apps.

Allow to install and update applications via the App Store (supervisor mode)

Policy determines whether an App Store application is available on the device. If the policy is

disabled, you will still be able to use iTunes app and update installed applications.

Allow automatic app downloads (supervisor mode)

Policy determines whether the device can automatically download applications purchased on

other device. Policy does not affect updates to existing apps.

Allow QuickPath keyboard (supervisor mode)

If unselected, disables QuickPath keyboard.

Allow Files to access network drivers (supervisor mode)

If unselected, prevents connecting to network drives in the Files app.

Allow Files to access USB drivers (supervisor mode)

If unselected, prevents connecting to any connected USB devices in the Files app.

Allow Find My Device (supervisor mode)

If unselected, disables Find My Device in the Find My app.

Allow Find My Friends (supervisor mode)

If unselected, disables Find My Friends in the Find My app.

Allow to write contacts to unmanaged accounts

If selected, managed apps can write contacts to unmanaged contacts accounts. If allow open

documents from managed sources in unmanaged destinations is selected, this restriction has

no effect.

Allow system apps removal (supervisor mode)

If unselected, disables the removal of system apps from the device.

Require trusted TLS certificates for AirPrint (supervisor mode)

If selected, requires trusted certificates for TLS printing communication.



Force automatic update of work apps

The policy enforces automatic updates of work apps on devices. The apps will be updated when

a new version is detected in the App Store.

Education

Allow remote screen observation (supervisor mode)

If unselected, disables remote screen observation by the Classroom app. If allow screenshot is

unselected, the Classroom app doesn't observe remote screens.

Require automatically join to classes (supervisor mode)

If selected, automatically gives permission to the teacher's requests without prompting the

student.

Require request permission to leave classes (supervisor mode)

If selected, a student enrolled in an unmanaged course through Classroom requests permission

from the teacher when attempting to leave the course.

Allow app and device lock (supervisor mode)

If selected, allows the teacher to lock apps or the device without prompting the student.

Allow screen observation (supervisor mode)

If selected and Allow remote screen observation is also selected, a student enrolled in a

managed course via the Classroom app automatically gives permission to that course teacher's

requests to observe the student's screen without prompting the student.

Functionality

Force device periodically connection to the server

Policy determines whether the device have to connect to the MDM server at a specific time

interval. Enabling this policy forces the device to contact the server periodically. The date of the

last connection will be saved on the server each time.

Allow camera

The policy allows to use of camera. If unchecked, the camera will not work in all apps, including

the Proget app.

Allow using FaceTime (supervisor mode)



If unselected, hides the FaceTime app.

Allow to take screenshots and record screen

Policy determines whether the user can take screenshots and record the screen.

Allow use AirDrop (supervisor mode)

Policy determines whether the user can use the AirDrop sharing feature. If the policy is disabled,

the user cannot use the AirDrop feature in any applications and the AirDrop option is removed

from the Control Center.

Allow use iMessage (supervisor mode)

Policy determines whether the user can use iMessage.

Allow use Apple Music service (supervisor mode)

Policy determines whether the user has access to Apple Music service. If the policy is disabled,

the Music application returns to the classic mode.

Allow use radio service (supervisor mode)

Policy determines whether the user can use iTunes radio.

Allow voice dialing while device is locked

Policy determines whether the user can make voice calls while the device is locked.

Allow using Siri assistant

Policy defines using the Personal Assistant and Knowledge Navigator.

Allow using Siri assistant with blocked screen

Policy defines using the Personal Assistant and Knowledge Navigator when the device is

blocked.

Enable Siri profanity filter (supervisor mode)

Policy determines whether the profanity filter is enabled in Siri.

Show user-generated content in Siri (supervisor mode)

Policy defines whether a user-generated content is displayed when using Siri.

Prohibit connecting to Siri servers when dictating

Policy disables connections to Siri Assistant servers for dictation. Available on iOS 14.5 and

above.



Prohibit connecting to Siri servers for translation

Policy disables connections to Siri Assistant servers for translation purposes. Available on

iOS 15 and above.

Allow iBooks Store (supervisor mode)

Policy determines whether the iBook Store is available on the device. If the policy is disabled, the

user does not have access to the iBooks Store.

Allow removing apps (supervisor mode)

Specify whether a user can remove apps from an iOS device. Applying this rule to an

unsupervised device may have unexpected results.

Allow purchasing with apps

Policy defines purchasing with apps.

iTunes password required for purchases

Policy defines if iTunes password is required for purchasing with apps.

Make iCloud backup copy

Policy defines if use may make a backup copy in iCloud.

Synchronization of documents with iCloud (supervisor mode)

If unselected, disables document and key-value syncing to iCloud.

Allow keychain sync with iCloud

If unchecked, disable iCloud keychain syncing.

Allow managed apps to store data in iCloud

Policy determines whether managed applications can store internal application data in iCloud.

Allow backup of enterprise books

Policy determines whether the device backup may include an enterprise books.

Allow notes and highlights sync for enterprise books

Policy determines whether the device can synchronize notes and highlights for enterprise books.

Allow iCloud photo sharing



Policy determines whether the user can enable photo sharing with iCloud. If the policy is

disabled, the user can not share the stream of photos to other people. If policy is disabled,

images and videos may be lost.

Allow use iCloud Photo Library (supervisor mode)

Policy determines whether a user can upload photos to iCloud Photo Library.

Allow iCloud Private Relay (supervisor mode)

Policy determines whether the iCloud Private Relay internet privacy service is available. Available

on iOS 15 and above.

Allow privacy protection in Mail

If checked, your IP address is hidden from senders and remote content is downloaded privately

in the background on receipt of the message (rather than while viewing it). Available on iOS 15.2

and above.

Allow use of NFC (supervisor mode)

Policy determines whether you can use NFC. Available on iOS 14.2 and above.

Allow use My Photo Stream

Policy determines whether the user can enable My Photo Stream. If the policy is disabled,

photos in My Photo Stream will be deleted from the device and the Camera Roll will no longer be

added to My Photo Stream.

Allow data synchronization in roaming

Policy defines if the device may automatically synchronize data in roaming.

Force encrypted backup copies

Policy defines if encrypted backup copies must be forced.

Allow unpaired devices to start recovery mode (supervisor mode)

Policy allows recovery devices to run on an unpaired device. Requires a supervised device.

Available on iOS 14.5 and above.

Force limited ad tracking

Policy determines whether applications on the device can use the Advertising Identifier to

provide targeted ads to users.



Allow Apple personalized advertising

If unchecked, limits Apple personalized advertising. Available in iOS 14 and later.

Allow Erase All Content and Settings (supervisor mode)

Policy determines whether the user can use the Erase All Content and Settings option to wipe

the device.

Accept untrusted TLS certificates

Policy defines if untrusted TLS certificates may be accepted.

Allow automatic updates to certificate trust settings

Policy determines whether the device allows automatic updates for trusted certificates over a

wireless connection.

Allow installing additional configuration profiles (supervisor mode)

Policy determines whether the user can install additional configuration profiles on the device.

Allow modifying account settings (supervisor mode)

Policy determines whether the user can change the account settings which is added to the

device. If the policy is disabled, the user cannot add new accounts and modify the settings of the

accounts currently in use.

Allow Bluetooth changes (supervisor mode)

Policy determines whether the user can change the Bluetooth settings on the device.

Allow modifying cellular data app settings (supervisor mode)

Policy determines whether the user can change the mobile data usage settings for the

applications installed on the device.

Allow device name changes (supervisor mode)

Policy determines whether the user can change the device name.

Allow modifying Find My Friends settings (supervisor mode)

Policy determines whether the user can change the "Find my friends" settings. The policy works

if Find My Friend application is installed on the device.

Allow notification changes (supervisor mode)

Policy determines whether the user can change the notification settings on the device.



Allow configuring restrictions (supervisor mode)

Policy determines whether the user can configure their own restrictions on the device to prevent

access to applications or device functionality.

Allow wallpaper changes (supervisor mode)

Policy determines whether the user can change the wallpaper of the device screen.

Allow join only Wi-Fi networks installed by profiles (supervisor mode)

Policy determines whether the device can join only to Wi-Fi networks installed by the

management profile. Available on iOS 14.5 and above.

Allow pairing with a computer that is not an Apple Configurator (supervisor mode)

Policy determines whether the device can be paired with a computer that is not an Apple

Configurator.

Enable Activation Lock for devices with Apple Business Manager (supervisor mode)

The policy enforces the use of Activation Lock for devices in supervisor mode with Apple

Business Manager.

Allow Activation Lock (supervisor mode)

The policy allows Activation Lock for devices in supervisor mode.

Allow open documents from managed sources in unmanaged destinations

Policy determines whether the user can open documents and attachments from managed

applications and accounts in personal applications. Safari and AirDrop will continue to display all

applications as a possible source where the user can open documents regardless of the setting

for this rule, or the rule "Allow documents from unmanaged sources in managed destinations".

Allow documents from unmanaged sources in managed destinations

Policy determines whether the user can open documents and attachments from personal

applications and accounts in managed applications. Safari and AirDrop will continue to display

all applications as a possible source where the user can open documents regardless of the

setting for this rule, or the rule "Allow open documents from managed sources in unmanaged

destinations".

Force AirDrop to be unmanaged



Policy determines whether AirDrop is to be seen as a source for opening in managed

applications.

Allow use Handoff

Policy determines whether the user can use the feature to transfer user activities among

multiple devices associated with the user.

Allow Internet results in Spotlight (supervisor mode)

Policy determines whether the user can use Spotlight search returns to Internet search when

searching for content on a device.

Send diagnostic data to Apple

Policy defines if diagnostic data should be sent to Apple.

Allow modifying diagnostics settings (supervisor mode)

Policy determines whether the user can change the diagnostic settings.

Enable Apple Watch wrist detection

Policy determines whether the Apple Watch must use the wrist detection function.

Allow pairing with Apple Watch (supervisor mode)

Policy determines whether the user can pair the device with an Apple Watch.

Require device passcode on first AirPlay pairing

Policy determines whether a password is required during the first pairing with AirPlay devices. If

policy is enabled, all devices receiving an AirPlay request, must use a pairing password.

Allow use predictive keyboard (supervisor mode)

Policy determines whether the user can use predictive keyboards.

Allow use keyboard shortcuts (supervisor mode)

Policy determines whether the user can use keyboard shortcuts on the device keyboard.

Allow use auto-correction (supervisor mode)

Policy determines whether the user can use keyboard auto-correction.

Allow use spell check (supervisor mode)

Policy determines whether the user can use spell checking when writing text.



Allow use Define (supervisor mode)

The policy determines whether the user can use the Define function to search for definitions

with a double click.

Show Wallet notifications in Lock screen

Policy determines whether Wallet notifications are displayed on a locked device screen.

Show Control Center in lock screen

Policy determines whether the user can access Control Center on the lock screen.

Show Notification Center in lock screen

Policy determines whether the user access the Notifications view in Notification Center on the

lock screen.

Show Today view in lock screen

Policy determines whether the user can access the Today view in Notification Center on the lock

screen.

Allow AirPrint (supervisor mode)

If unselected, disables AirPrint.

Allow AirPrint credentials storage (supervisor mode)

If unselected, disables keychain storage of user name and password for AirPrint.

Allow AirPrint iBeacon discovery (supervisor mode)

If unselected, disables iBeacon discovery of AirPrint printers, which prevents spurious AirPrint

Bluetooth beacons from phishing for network traffic.

Allow cellular plan modification (supervisor mode)

If unselected, users can't change any settings related to their cellular plan.

Allow dictation (supervisor mode)

If unselected, disallows dictation input.

Allow eSIM modification (supervisor mode)

If unselected, disables modifications to the eSIM setting.

Allow password autofill (supervisor mode)



If unselected, disables the AutoFill Passwords feature in iOS (with Keychain and third-party

password managers) and the user isn't prompted to use a saved password in Safari or in apps.

Allow password request from nearby devices (supervisor mode)

If unselected, disables requesting passwords from nearby devices. Feature limited to requesting

Wi-Fi access password.

Allow password sharing via AirDrop (supervisor mode)

If unselected, disables sharing passwords with the Airdrop Passwords feature.

Allow personal hotspot modification (supervisor mode)

If unselected, disables modifications of the personal hotspot setting.

Allow setup to new device (supervisor mode)

If unselected, disables the prompt to set up new devices that are nearby.

Allow unmanaged apps to read contacts from managed accounts

If unselected, unmanaged apps can read from managed contacts accounts. If Allow open

documents from managed sources in unmanaged destinations is selected, this restriction has

no effect. Also available for user enrollment.

Allow connect devices via USB (supervisor mode)

If unselected, allows the device to always connect to USB accessories while locked.

Allow create VPN (supervisor mode)

If unselected, disables the creation of VPN configurations.

Delayed OS updates (supervisor mode)

If selected, delays user visibility of OS updates.

Delay software updates (supervisor mode)

Sets how many days to delay a software update on the device. With this restriction in place, the

user doesn't see a software update until the specified number of days after the software update

release date.

Require authentication before password autofill (supervisor mode)

If selected, the user must authenticate before passwords or credit card information can be

autofilled in Safari and Apps. If this restriction isn't enforced, the user can toggle this feature in



Settings. Only supported on devices with Face ID or Touch ID.

Require automatic date and time (supervisor mode)

If selected, enables the Set Automatically feature in Date & Time and can't be disabled by the

user. The device's time zone is updated only when the device can determine its location using a

cellular connection or Wi-Fi with location services enabled.

Require turned on Wi-Fi (supervisor mode)

If selected, prevents Wi-Fi from being turned off in Settings or Control Center, even by entering

or leaving Airplane Mode. It does not prevent selecting which Wi-Fi network to use.

Require Managed Pasteboard

Helps control the pasting of content from an app that’s using Open In management by following

the Managed Open In restrictions in force. Apple apps that work with the managed pasteboard

include Calendar, Files, Mail, and Notes. Third-party apps are controlled based on whether or

not they are managed. When a user attempts to paste content where it isn't permitted, a Paste

Not Allowed notice appears along with the organization's name (which can be changed using the

Settings command).

Allow Rapid Security Response installation (supervisor mode)

The policy determines whether a user can install Rapid Security Response. Available for iOS 16

and later.

Allow Rapid Security Response removal (supervisor mode)

The policy determines whether the user can remove Rapid Security Response. Available for iOS

16 and later.

Media

Ratings region

Policy determines which region will be used for content ratings.

Allowed content ratings

Movies

Policy determines the maximum allowed rating for movies that users can download from the

iTunes Store. Use this rule to block access to new and existing movies that exceed a maximum

rating. If set to "Do not allow movies," all movies purchased from iTunes Store are hidden and

users can not preview, purchase, or download movies.



TV Shows

Policy determines the maximum allowed rating for TV shows that users can download from the

iTunes Store. Use this rule to block access to new and existing TV shows that exceed a maximum

rating. If set to "Do not allow TV shows," all TV shows purchased from the iTunes Store are

hidden and users cannot preview, purchase, or download TV shows.

Apps

Policy determines the maximum allowed rating for apps that users can download from the App

Store. Use this rule to block access to new and existing apps that exceed a maximum rating. This

rule does not apply to built-in iOS apps. If set to "Do not allow apps," all apps purchased from

the App Store are hidden and users cannot install or update apps.

Allow playback of explicit music, podcasts, and iTunes U media

Policy determines that explicit music or video content purchased from the iTunes Store or listed

in iTunes U is available on an iOS device. Explicit content is flagged by content providers, such as

record labels, when sold through the iTunes Store or distributed through iTunes U. If this rule is

not selected, explicit music or video content on the device is hidden and users cannot preview,

purchase, or download explicit music or video content.

Allow explicit sexual content in iBooks Store

Policy determines that explicit sexual content purchased from the iBooks Store is available on an

iOS device. Explicit content is flagged by content providers when sold through the iBooks Store.

If this rule is not selected, explicit books on the device are hidden and users cannot preview,

purchase, or download books with explicit sexual content.

Web content filter

Content filtering

Policy defines whether you can use web content filter to limit the websites that a user can view

in Safari or other browser apps on an iOS device.

Turn on automatic filtering (supervisor mode)

This option enables automatic filtering to identify and block inappropriate content. You can also

include specific websites using the following settings "Permitted URLs" and "Blacklisted URLs"

Permitted URLs (supervisor mode)



Policy defines whether you can add one or more URLs to allow access to specific websites. Users

can view websites in this list regardless of whether automatic filtering blocks access.

Blacklisted URLs (supervisor mode)

Policy defines whether you can add one or more URLs to deny access to specific websites. Users

cannot view websites in this list regardless of whether automatic filtering allows access.

Specified Internet addresses (supervisor mode)

Policy defines whether user has access only to the websites that you specify. Additionally, a

bookmark is created in Safari for each allowed website.



macOS
Updated: Jan 13, 2025

Password

Password required

Policy defines requirements for device password. Once done, user must set the device

password.

Password length

The policy defines the minimum length of the password used on the device.

Number of attempts to unlock

Policy defines the number of failed attempts to enter the password the user may make prior to

blocking the device.

Number of passwords saved

Policy defines how many prior passwords the device should remember while changing the

password.

Password expiration (in days)

Policy defines how long the password may be used and sets the time for the user to change the

password on the device. For value 0, the password does not expire.

Device block grace period

Policy definiens the maximum time for user to unblock the device again without entering the

password.

Allow unlock device using fingerprint

Policy determines whether the user can use a fingerprint to unlock the device. If the policy is

disabled, the user must enter a password to unlock the device.

Allow device password changes (supervisor mode)

Policy determines whether a user can add, change, or remove device passwords.

Max inactive time (in minutes)



Policy defines user inactive time duration, then blanks the screen and blocks the device with the

current password.

Allow to auto unlock device

Policy determines whether the automatic device unlock function is available.

Apps

Allow using App Store

Policy defines the use of App Store.

Allow use of Game Center (supervisor mode)

Policy determines whether the Game Center is available on the device. If the policy is disabled,

the Game Center icon is removed from the home screen and the user cannot use the Game

Center.

Allow multiplayer gaming (supervisor mode)

Policy determines whether the user can use multiplayer in games. If the 'Allow add friends to

Game Center' policy is disabled, the user can only play multiplayer games with existing friends. If

the policy is disabled, the user cannot use multiplayer in games and cannot add new friends to

the Games Center.

Adding Friends from Game Center (supervisor mode)

If unselected, prohibits adding friends to Game Center.

Allow iTunes Filesharing

If unselected, disables iTunes file sharing services.

Allow autocomplete of fields

Policy defines if browser may use autocomplete.

Default domains

Email domains

Policy defines email domains that will be considered as default email domains. Email addresses

from other domains will be highlighted as external email in Mail app.

Education

Allow remote screen observation (supervisor mode)



If unselected, disables remote screen observation by the Classroom app. If allow screenshot is

unselected, the Classroom app doesn't observe remote screens.

Require automatically join to ides (supervisor mode)

If selected, automatically gives permission to the teacher's requests without prompting the

student.

Require request permission to leave ides (supervisor mode)

If selected, a student enrolled in an unmanaged course through Classroom requests permission

from the teacher when attempting to leave the course.

Allow app and device lock (supervisor mode)

If selected, allows the teacher to lock apps or the device without prompting the student.

Allow screen observation (supervisor mode)

If selected and Allow remote screen observation is also selected, a student enrolled in a

managed course via the Classroom app automatically gives permission to that course teacher's

requests to observe the student's screen without prompting the student.

Functionality

Allow camera

The policy allows the use of the camera. If unchecked, the camera will not work in all apps.

Allow to take screenshots and record screen

Policy determines whether the user can take screenshots and record the screen.

Allow use AirDrop (supervisor mode)

Policy determines whether the user can use the AirDrop sharing feature. If the policy is disabled,

the user cannot use AirDrop in any applications, and the AirDrop option is removed from the

Control Center.

Allow use Apple Music service (supervisor mode)

Policy determines whether the user has access to Apple Music service. If the policy is disabled,

the Music application returns to the idic mode.

Synchronization of documents with iCloud (supervisor mode)

If unselected, disables document and key-value syncing to iCloud.



Allow iCloud Desktop and Documents

If false, disables cloud desktop and document services.

Allow keychain sync with iCloud

If unchecked, disables iCloud keychain syncing.

Allow use iCloud Photo Library (supervisor mode)

Policy determines whether a user can upload photos to iCloud Photo Library.

Allow iCloud Address Book

If false, disables iCloud Address Book services.

Allow iCloud Bookmarks

If false, disables iCloud Bookmark sync.

Allow iCloud Calendar

If false, disables iCloud Calendar services.

Allow iCloud Mail

If false, disables iCloud Mail services.

Allow iCloud Notes

If false, disables iCloud Notes services.

Allow iCloud Reminders

If false, disables iCloud Reminder services.

Allow iCloud Private Relay (supervisor mode)

Policy determines whether the iCloud Private Relay internet privacy service is available.

Allow wallpaper changes (supervisor mode)

Policy determines whether the user can change the wallpaper of the device screen.

Allow use Handoff

Policy determines whether the user can use the feature to transfer user activities among

multiple devices associated with the user.

Allow Internet results in Spotlight (supervisor mode)



Policy determines whether the user can use Spotlight search returns to Internet search when

searching for content on a device.

Send diagnostic data to Apple

Policy defines if diagnostic data should be sent to Apple.

Allow dictation (supervisor mode)

If unselected, disallows dictation input.

Allow password autofill (supervisor mode)

If unselected, disables the AutoFill Passwords feature in macOS (with Keychain and third-party

password managers) and the user isn't prompted to use a saved password in Safari or in apps.

Allow password request from nearby devices (supervisor mode)

If unselected, disables requesting passwords from nearby devices. Feature limited to requesting

Wi-Fi access password.

Allow password sharing via AirDrop (supervisor mode)

If unselected, disables sharing passwords with the Airdrop Passwords feature.

Enable Activation Lock for devices with Apple Business Manager (supervisor mode)

The policy enforces the use of Activation Lock for devices in supervisor mode with Apple

Business Manager.

Allow Activation Lock (supervisor mode)

The policy allows Activation Lock for devices in supervisor mode.

Force delayed app software updates (supervised mode)

If selected, delays user visibility of non-OS Software Updates.

Delayed OS updates (supervisor mode)

If selected, delays user visibility of OS updates.

Delay software updates (supervisor mode)

Sets how many days to delay a software update on the device. With this restriction in place, the

user doesn't see a software update until the specified number of days after the software update

release date.



Windows
Updated: Jan 13, 2025

Password

Password required

Policy defines requirements for device password. Once done, the user must set the device

password.

Password length

The policy defines the minimum length of the password used on the device.

Password expiration (in days)

Policy defines how long the password may be used and sets the time for the user to change the

password on the device.

Max inactive time (in minutes)

Policy defines user inactive time duration, then blanks the screen and blocks the device with the

current password.

Number of attempts to unlock

Policy defines the number of incorrect password attempts. After exceeding the allowable

attempts, the device will reboot.

Apps

Allow using Cortana

Policy defines the use of Cortana voice assistant with the device.

BitLocker

Turn on device encryption

Enable BitLocker - a solution that enables cryptographic data protection on disks, built into

Microsoft operating systems.

Configure encryption methods for disk drives



This setting allows you to configure the algorithm and cipher strength used by BitLocker Drive

Encryption. This setting is applied when you turn on BitLocker. Changing the encryption method

has no effect if the drive is already encrypted, or if encryption is in progress.

Prompt for device encryption

Enable the option "Prompt for device encryption" to prompt users to encrypt the OS drive.

Allow standard user encryption

The policy allows enforcing device encryption policies in scenarios where the settings are

pushed when the current logged in user is an Azure AD administrator account other than the

administrator / standard user. This policy is only supported on Azure AD accounts.

Configure recovery options for fixed drives

This setting allows you to control how BitLocker-protected fixed data drives are recovered in the

absence of the required credentials. This setting is applied when you turn on BitLocker.

Fixed drives require encryption

If you enable this setting, all fixed data drives that are not BitLocker-protected will be

mounted as read-only. If the drive is protected by BitLocker, it will be mounted with read

and write access.

Configure encryption methods for fixed drives

For fixed and operating system drives, we recommend XTS-AES algorithm.

Save BitLocker info on fixed data drives to Azure AD DS.

Use data recovery agents with BitLocker - fixed data drives

Data recovery agents are granted rights to decrypt data encrypted by other users as their

PKI certificates have been used to create a BitLocker key protector. They can thus use

their credentials to unlock BitLocker-protected drives.

Hide recovery options from BitLocker setup wizard

Prevent user from specifying recovery options when he turn on BitLocker on a drive.

Disable BitLocker until fixed data drive recovery information is stored on Azure AD DS

Prevent user from enabling BitLocker unless the computer in connected to the domain

and the backup of Bitlocker recovery information to Azure AD DS succeeds.

Select recovery information to be stored on Azure AD DS



Generate recovery key

The 256-bit recovery key is system-generated and is stored on an external USB drive.

Generate recovery password

The 48 digit recovery password is system generated and it has to be either printed or

stored on an external USB drive.

Removable drives require encryption

If you enable this setting, all removable data drives that are not BitLocker-protected will

be mounted as read-only. If the drive is protected by BitLocker, it will be mounted with

read and write access.

Configure encryption methods for removable drives

For removable drives, you should use AES-CBC 128-bit or AES-CBC 256-bit if the drive will

be used in other devices that are not running Windows 10, version 1511.

Configure encryption methods for operating system drives

For operating system drives, we recommend XTS-AES algorithm.

Minimum length for BitLocker startup PIN

This setting allows you to configure a minimum length for a Trusted Platform Module

(TPM) startup PIN. The startup PIN must have a minimum length of 6 to 20 digits.

Configure the pre-boot recovery message

Custom recovery message and URL

Configure recovery options for system drives

Choose how BitLocker-protected operating system drives can be recovered.

Save BitLocker info on OS drives to Azure AD DS.

Use data recovery agents with BitLocker - OS drives

Bitlocker data recovery agents are individuals whose public key infrastructure (PKI)

certificates have been used to create a BitLocker key protector, so those individuals can

use their credentials to unlock BitLocker-protected drives. Bitlocker Data recovery agents

can be used to recover BitLocker-protected operating system drives, fixed data drives, and

removable data drives.

Hide recovery options from BitLocker setup wizard



Prevent user from specifying recovery options when BitLocker is turned on on a drive.

Disable BitLocker until OS drive recovery information is stored on Azure AD DS

Prevent user from enabling BitLocker unless the computer is connected to the domain

and the backup of Bitlocker recovery information to Azure AD DS succeeds.

Select recovery information to be stored on Azure AD DS

Generate recovery key

The 256-bit recovery key is system-generated and is stored on an external USB drive.

Generate recovery password

The 48 digit recovery password is system generated and it has to be either printed or

stored on an external USB drive.

Authenticate with TPM startup pin

Requires the entry of a 6 to 20 digit personal identification number (PIN), configured by

the user during BitLocker setup.

Enable BitLocker without a Trusted Platform Module (TPM)

In this mode either a password or a USB key drive is required to unlock Bitlocker-

Encrypted PC

Authentication with TPM

"Required" enables a TPM only mode, wherein encryption keys are stored in the TPM chip.

User will have a SSO experience without requiring a PIN or startup key during boot.

Authentication with TPM and startup key

When using a startup key, the key information used to encrypt the drive is stored on the

USB key. When the USB key is inserted the access to the drive is authenticated and the

drive is accessible.

Authentication with TPM and PIN

Requires the entry of a 6 to 20 digit personal identification number (PIN), configured by

the user during BitLocker setup.

Authentication with TPM, startup key and PIN

Required by default if the system has no TPM.



Functionality

Allow camera

The policy allows the use of the camera. If unchecked, the camera will not work in all apps,

including the Proget app.

Location services

Policy specifies whether the device can use location services.

Cellular data

Policy specifies whether the device can use Cellular data.

Allow VPN via Cellular data

Policy determines whether VPN on the device can use Cellular data.

Cellular data roaming

Policy specifies whether the device can use Cellular data while roaming.

Allow VPN via Cellular data roaming

Policy specifies whether VPN on the device can use Cellular data while roaming.

Allow SD cards

Policy defines the use of the SD memory card with the device.

Allow display of notifications with the screen blocked.

Policy defines if the device may display notifications in Notification Panel with the device screen

blocked.

Allow using Wi-Fi network

Policy defines the use of the Wi-Fi network module on the device.

Allow Wi-Fi sharing

Policy allows sharing of Wi-Fi networks.

Allow manual Wi-Fi network configuration

Policy defines whether users can enable their own wireless Wi-Fi networks on the device.

Allows the user to change date and time settings

Policy allows users to change date and time settings on the device.



Allow screen capture

Policy specifies whether users can capture screenshots or screen recordings on the device.

Allow USB debugging

Policy defines whether USB debugging is allowed on the device.

Allow external storage

Policy allows the use of external storage devices such as USB drives or external hard drives.

Allow app installation from unknown sources

Policy determines whether users can install apps from sources other than the official app store.

Allow app removal

Policy specifies whether users can uninstall apps from the device.

Allow app updates

Policy allows apps to be updated automatically or manually by users.

Security

Allow device detection by other equipment using Bluetooth

Policy defines whether the device may be detected by other devices using Bluetooth.

Allow deletion of "Work" account

Policy defines if the work account may be deleted on the device (disconnecting the device from

the MDM system).

Allow factory reset

Policy defines if the user may restore factory settings to the device.

Proget app password

The password should be entered when uninstalling the Proget application from the user's

device.



Profiles
Updated: Jul 16, 2026

In order to use our system with the full functionality, you must configure the basic profiles. This

knowledge is necessary to configure e-mail accounts, locate the device, manage applications

through the white and black list, provide the device with the necessary company documents such

as: contacts or files. It is also important to protect yourself in case of data loss by backing up.

ActiveSync

Auto-configure email sync with

Microsoft Exchange servers

APN

Configure internet, MMS, or WAP

access via APN

Apple Business Manager

Automatically activate Apple devices via

Apple Business Manager

Apple Update

Configure update schedules and delays

for iOS and macOS

Application rules

Manage app installation permission

rules on devices

Backup

Back up contacts, SMS/MMS, and call

logs

Business Contact

Upload a shared contacts file to user

devices

Business Documents

Share company documents for

download on devices

Certificate

Send a certificate to the device to

authenticate a host

Certificate mapping

Link a certificate or SCEP profile to a

specific URL

Connectivity

Configure calls, SMS, and mobile data

connectivity

Custom Apple Configuration

Apply custom configuration payloads

for Apple devices



Geofencing

Trigger actions based on device location

and business zones

IMAP/POP

Connect to email servers via IMAP or

POP

Kiosk

Restrict the device to one or a few

specific apps

Location

Monitor, refresh, and display device

location on a map

Shared Device

Switch users on a shared device

without admin action

MTP

Detect device threats and configure

security responses

SCEP

Auto-request a user certificate without

domain credentials

VPN

Connect the device to the local

corporate network

Wallpaper

Personalize the home and lock screen

image

Wi-Fi

Define trusted Wi-Fi networks and

secure authorization



ActiveSync
Updated: Jun 3, 2026

ActiveSync profile allows you to configure automatically an email profile on device to connect to the

email server like Microsoft Exchange and data synchronization, etc. email, calendar, contacts.

Compatibility:

iOS

Windows Deprecated

1 Name

Enter the name of the ActiveSync profile

Maximum length of the text is 255

Required

2 Server Config



2.1 Domain

Enter the domain name of the Exchange server

Maximum length of the text is 32

2.2 Gateway

Choose the gateway profile from the list, which will secure traffic between the mobile device

and internal e-mail systems

2.3 Port

Enter the protocol port by means of which the connection is made to the service (port 443 is

used by default for connection using TLS / SSL)

Maximum value is 65535

Required

2.4 E-mail server

Enter the name of the server on which the account was created

Maximum length of the text is 32

Required

2.5 Synchronization time frame

Specifies from which period of time the data will be synchronized

One of:

1 day

Week

2 weeks

Month

All



3 User Config

2.6 Synchronization interval

Specifies the frequency of data synchronization (Automatically or time period)

One of:

Automatic - Push

Never

5 min

10 min

30 min

1 hour

2.7 Authentication

Choose the password for authentication

One of:

Password

Certificate

SCEP profile

2.8 Certificate

Choose the Certificate profile which will be used for authentication

2.9 SCEP profile

Choose the SCEP profile which will be used for authentication



3.1 e-mail

Enter an e-mail address for which the profile will be configured

Global variables available

Maximum length of the text is 255

Required

3.2 Username

Username that matches the name for the Exchange account

Global variables available

Maximum length of the text is 32

Required

3.3 Account name

Global variables available

Maximum length of the text is 32

3.4 Use OAuth for Authentication

If checked, allows user to authorize automatically

Available only on devices with iOS 12.0 or higher

3.5 OAuth Sign in URL

URL to the endpoint that authenticates user credentials

Available only on devices with iOS 12.0 or higher

Available if "Use OAuth for Authentication" is checked

Maximum length of the text is 512

3.6 OAuth Token Request URL



4 Security Config

Authorization tokens to prove an identity between consumers and service providers

Available only on devices with iOS 12.0 or higher

Available if "Use OAuth for Authentication" is checked

Maximum length of the text is 512



4.1 Use SSL

If checked, using SSL when connecting is allowed. It ensure that connection is secure by SSL

certificate.

4.2 Accept all SSL certificates

If checked, all the certificates for the connection will be accepted

4.3 Sync Calendar

If checked, calendar data will be downloaded during account synchronization

4.4 Synchronize contacts

If checked, contacts will be downloaded during account synchronization

4.5 Automatic sync in roaming

If checked, the Exchange account data will be automatically synchronized (with a specified

interval) also using roaming data, this may result in additional costs being charged

4.6 Allow edit account settings

If checked, changing the account settings from the application will be allowed

4.7 Use S/MIME

If checked, mail will be encrypted with S/MIME standard

4.8 Always sign e-mails with a S/MIME certificate

If checked, mails always will be signed with S/MIME certificate. It ensure that the message in

receiver inbox is the exact message that started with the sender.

Available if "Use S/Mime" is checked



4.9 Default encrypt e-mails with a S/MIME certificate

If checked, mails will be encrypted with S/MIME certificate. It ensure that the message content

will be only shown for persons with right key.

Available if "Use S/Mime" is checked

4.10 Ask the user whether to encrypt message

If checked, user has the option of choose whether the message should be encrypted

Available if,"Use S/Mime" is checked



APN
Updated: Jun 3, 2026

APN configuration provides access to the Internet or optionally provides access to MMS or WAP.

Compatibility:

Android Enterprise Device Owner

Android Enterprise Profile Owner (COPE)

iOS



1 Name

Enter the name of the APN profile

Maximum length of the text is 255

Required

2 Android Enterprise Configuration

3 Samsung Configuration

4 iOS Configuration



Android Enterprise configuration
Updated: Dec 3, 2024

APN configuration provides access to the Internet or optionally provides access to MMS or WAP.





1 APN

Enter the Access Point Name

Maximum length of the text is 255

Required

2 Type of credentials

One of:

PAP

CHAP

PAP or CHAP



3 MCC

Enter the Mobile Country Code

Three-digit number

Required

4 MNC

Enter the Mobile Network Code

Two or three-digit number

Required

5 Name

Enter the name of the APN

Maximum length of the text is 255

Required

6 Carrier ID

Enter the android platform-wide identifier for a carrier

7 User

Enter the username

Maximum length of the text is 255

8 Password

Enter the user password

Maximum length of the text is 255

9 APN type



Available options:

Default

Emergency

CBS

FOTA

DUN

MMS

MCX

IA

IMS

SUPL

HIPRI

XCAP

Required

10 MVNO type

One of:

SPM

IMSI

GID

ICCID

11 Network Type

Available options:

Unknown

GPRS

EDGE

CDMA

EVDO_0



EVDO_A

1xRTT

HSDPA

HSUPA

HSPA

EVDO_B

IDEN

LTE

EHRDP

HSPAP

GSM

TD_SCDMA

IWLAN

NR

12 Protocol

One of:

IP

IPv6

IPv4v6

PPP

Non IP

Unstructured

13 Roaming protocol

One of:

IP

IPv6

IPv4v6



PPP

Non IP

Unstructured

14 Proxy server address

Enter the proxy server address

Maximum length of the text is 255

15 Proxy server port

Enter the proxy server port

Maximum value is 65535

16 MMSC

Enter the Multimedia Messaging Service Center

Maximum length of the text is 255

17 MMS proxy server address

Enter the Multimedia Messaging Service server address

Maximum length of the text is 255

18 MMS proxy server port

Enter the Multimedia Messaging Service server port

Maximum value is 65535



Samsung configuration
Updated: Dec 3, 2024

APN configuration provides access to the Internet or optionally provides access to MMS or WAP.





1 APN

Enter the Access Point Name

Maximum length of the text is 255

Required

2 Name

Enter the name of the APN

Maximum length of the text is 255

Required

3 Type of credentials

One of:

PAP

CHAP

PAP or CHAP

4 MCC

Enter the Mobile Country Code

Three-digit number

Required



5 MNC

Enter the Mobile Network Code

Two or three-digit number

Required

6 User

Enter the username

Maximum length of the text is 255

7 Password

Enter the user password

Maximum length of the text is 255

8 Server address

Enter the server address

Maximum length of the text is 255

9 Set as preferred

If checked, new preferred APN set on device will overwrite previous given preferred APN

10 Proxy server address

Enter the proxy server address

Maximum length of the text is 255

11 Proxy server port

Enter the proxy server port

Maximum value is 65535



12 MMSC

Enter the Multimedia Messaging Service Center

Maximum length of the text is 255

13 MMS proxy server address

Enter the Multimedia Messaging Service server address

Maximum length of the text is 255

14 MMS proxy server port

Enter the Multimedia Messaging Service server port

Maximum value is 65535

15 SUPL

If checked, APN sets up a secure connection with the location server in the operator's network



iOS configuration
Updated: Dec 3, 2024

APN configuration provides access to the Internet or optionally provides access to MMS or WAP.





1 Type of APN configuration

Choose a type of APN configuration

One of:

Default APN

Data APN

Default APN and Data APN

2 Default APN - APN

Enter the Default APN Access Point Name

Maximum length of the text is 255

Required if "Default APN" or "Default APN and Data APN" is chosen

3 Default APN - Type of credentials

One of:

PAP

CHAP

4 Default APN - User

Enter the Default APN username

Maximum length of the text is 255

5 Default APN - Password

Enter the Default APN user password

Maximum length of the text is 255

6 Data APN - APN

Enter the Data APN Access Point Name



Maximum length of the text is 255

Required if type of APN configuration is "Data APN" or "Default APN and Data APN"

7 Data APN - Type of credentials

One of:

PAP

CHAP

Available if "Default APN" or "Default APN and Data APN" is chosen

8 Data APN - User

Enter the Data APN username

Maximum length of the text is 255

Available if "Default APN" or "Default APN and Data APN" is chosen

9 Data APN - Password

Enter the Data APN user password

Maximum length of the text is 255

Available if "Default APN" or "Default APN and Data APN" is chosen

10 Proxy server address

Enter the proxy server address

Maximum length of the text is 255

Available if "Default APN" or "Default APN and Data APN" is chosen

11 Proxy server port

Enter the proxy server port

Maximum value is 65535

Available if "Default APN" or "Default APN and Data APN" is chosen



Apple Business Manager
Updated: Jun 3, 2026

The Apple Business Manager (Device Enrollment Program) is used to streamline the process of

deploying Apple devices to end user that were covered by Apple Business Manager program.

Program allows you to automatically activate Apple devices on the Proget server the first time you

start up your device or factory reset.

Compatibility:

iOS

macOS



1 Name

Name of the Apple Business Manager profile

Maximum length of the text is 255

Required

2 Basic informations

3 MDM Profile Settings

2.1 Department

Name of the department which will be displayed on the managed profile settings

Maximum length of the text is 125

Required

2.2 Support phone number

Support phone number

Maximum length of the text is 32

Required

2.3 Mark as default

If checked, the profile will automatically be added to all devices newly provided by Apple

Business Manager

There may be only one default profile



Settings of the first run

4 MacOS and iOS

3.1 Allow removal of MDM profile

If checked, user will be able to manually delete the MDM profile

Supervisor mode required

3.2 Allow pairing

If checked, user will be able to pair Apple device with a host such as iTunes

3.3 Host certificate

If chosen, the device will continue to pair with a host that possesses one of these certificates



4.1 Skip the Choose Your Lock screen

If checked, choose your Lock screen will be skipped

Available on iOS 13 or higher

Available on macOS 10.14 or higher

4.2 Skip the App Store panel

If checked, App Store panel will be skipped

Available on iOS 14.3 or higher

Available on macOS 11.1 or higher

4.3 Skip location services settings

If checked, location services settings will be skipped

Available on iOS 7 or higher

Available on macOS 10.11 or higher

4.4 Skip restore and backup settings

If checked, restore and backup settings will be skipped

Available on iOS 7 or higher

Available on macOS 10.9 or higher

4.5 Skip Apple ID and iCloud settings

If checked:

Apple ID and iCloud settings will be skipped

Apple Pay settings will be automatically turned off

Available on iOS 7 or higher

Available on macOS 10.9 or higher



4.6 Skip Terms and Conditions

If checked, Terms and Conditions will be skipped

Available on iOS 7 or higher

Available on macOS 10.9 or higher

4.7 Skip Siri settings

If checked, Siri settings will be skipped

Available on iOS 7 or higher

Available on macOS 10.12 or higher

4.8 Skip Diagnostics settings

If checked, Diagnostics settings will be skipped

Available on iOS 7 or higher

Available on macOS 10.9 or higher

4.9 Skip Touch ID settings

If checked:

Touch ID settings will be skipped

Apple Pay settings will be automatically turned off

Available on iOS 8.1 or higher

Available on macOS 10.12.4 or higher

4.10 Skip Apple Pay settings

If checked, Apple Pay setup will be skipped

Available on iOS 8.1 or higher

Available on macOS 10.12.4 or higher



5 Only iOS

4.11 Skip Privacy screen

If checked, privacy panel will be skipped

Available on iOS 11.13 or higher

Available on macOS 10.13.4 or higher

4.12 Skip Screen Time screen

If checked, Screen Time panel will be skipped

Available on iOS 12 or higher

Available on macOS 10.15 or higher



5.1 Skip Device to Device Migration panel

If checked, Device to Device Migration panel will be skipped

Available on iOS 13+

Available on iOS 13 or higher

5.2 Skip iMessage panel

If checked, iMessage panel will be skipped

Available on iOS 10 or higher

5.3 Skip Restore Completed panel

If checked, Restore Completed panel will be skipped

Available on iOS 14 or higher

5.4 Skip Software Update Complete panel

If checked, Software Update Complete panel will be skipped

Available on iOS 14 or higher

5.5 Skip Get Started panel

If checked, Get Started panel will be skipped

Available on iOS 13 or higher

5.6 Skip the Move from Android settings

If checked, Move from Android settings will be skipped

Available on iOS 9 or higher

5.7 Skip Passcode creation

If checked:



6 Only MacOS

Passcode creation will be skipped

Apple Pay settings and Touch ID settings will be automatically turned off

Available on iOS 7 or higher

5.8 Skip Zoom settings

If checked, Zoom settings will be skipped

Available on iOS 8.3 or higher

5.9 Skip Apple Watch Migration screen

If checked, Apple Watch Migration screen will be skipped

Available on iOS 11 or higher

5.10 Skip iMessage and FaceTime screen

If checked, iMessage and FaceTime screen will be skipped

Available on iOS 12 or higher

5.11 Skip Mandatory Software Update screen

If checked, Mandatory Software Update screen will be skipped

Available on iOS 12 or higher

5.12 Skip Add cellular Plan screen

If checked, Skip Add cellular Plan screen will be skipped

Available on iOS 12 or higher



6.1 Skip accessibility panel

If checked, accessibility panel will be skipped

Available on macOS 11 or higher

6.2 Skip iCloud Analytics screen

If checked, iCloud Analytics screen will be skipped

Available on macOS 10.12.4 or higher

6.3 Skip Unlock Your Mac with your Apple Watch panel

If checked, Unlock Your Mac with your Apple Watch panel will be skipped

Available on macOS 12 or higher

6.4 Skip the FileVault screen for OS X devices

If checked, FileVault screen for OS X devices will be skipped

Available on macOS 10.10 or higher

6.5 Skip iCloud Storage settings

If checked, iCloud Storage settings will be skipped

Available on macOS 10.13.4 or higher



Apple Update
Updated: Jun 3, 2026

The Apple Update profile allows you to configure update settings for iOS and macOS. It enables you

to define, among other things, the installation schedule, update delays, and rules for downloading

them. For the profile to function properly, declarative management must be enabled on the device.

Compatibility:

iOS (from iOS 17)

macOS (from macOS 14)



1 Name

Name of the Apple Business Manager profile

Maximum length of the text is 255

Required

2 Type

Select the device update type, such as:

Force latest version

The device will be updated to the latest available software version, regardless of the

currently installed one

Specific version

Allows specifying the exact software version to which the device should be updated



3 URL address

Provide a URL to a web page with additional information for users about the forced software

update

4 Days from release

Specify the number of days after the update is released that the installation will be

automatically enforced on the device

Available if selected Force latest version

Required

5 Force install time

Set the local time at which the software update installation will be enforced

Available if selected Force latest version

Required

6 Force installation date

Set the local date when the software update installation should be enforced (RFC3339 format,

without time zone offset)

Available if selected Specific version

Required

7 Version

Select the target operating system version to which the device should be updated

Available if selected Specific version

Required



8 Build version

Enter the target system build version that should be installed on the device

Available if selected Specific version



Application rules
Updated: Jun 3, 2026

Profile Application rules can add rules that will manage permissions on the installation of the

application on user devices. Blocking system applications may result in wrong operation or damage

to the device.

Compatibility:

Android Enterprise Device Owner

Android Enterprise Profile Owner

iOS (Supervised mode)



1 Name

Enter the name of the Application Rules profile

Maximum length of the text is 255

Required

2 Android Enterprise - work space

3 Android Enterprise - private space

4 iOS (Supervised mode)



Android Enterprise - work space
Updated: Dec 3, 2024

Profile Application rules can add rules that will manage permissions on the installation of the

application on user devices. Blocking system applications may result in wrong operation or damage

to the device.

1 Unlock apps

1.1 Clear list

Removes all applications added to list

1.2 Add application manually

Add application to the application rules profile by providing its package ID

1.3 Add applications from system

Add applications from list of available applications in the system



2 Blacklist

2.1 Block all apps

If checked, blocks all applications on device except Proget app, Settings and Google Play

2.2 Clear list

Removes all applications added to list

2.3 Add application manually

Add application to the application rules profile by providing its package ID

2.4 Add applications from system

Add applications from list of available applications in the system



Android Enterprise - private space
Updated: Dec 3, 2024

Profile Application rules can add rules that will manage permissions on the installation of the

application on user devices. Blocking system applications may result in wrong operation or damage

to the device.

1 Whitelist

1.1 Clear list

Removes all applications added to list

1.2 Add application manually

Add application to the application rules profile by providing its package ID

1.3 Add applications from system

Add applications from list of available applications in the system



2 Blacklist

2.1 Clear list

Removes all applications added to list

2.2 Add application manually

Add application to the application rules profile by providing its package ID

2.3 Add applications from system

Add applications from list of available applications in the system



iOS (Supervised mode)
Updated: Dec 3, 2024

Profile Application rules can add rules that will manage permissions on the installation of the

application on user devices. Blocking system applications may result in wrong operation or damage

to the device.

1 Whitelist



2 Blacklist

1.1 Clear list

Removes all applications added to list

1.2 Add application manually

Add application to the application rules profile by providing its package ID

1.3 Add applications from system

Add applications from list of available applications in the system

1.4 Add default applications

Add default applications to the application rules profile

2.1 Clear list

Removes all applications added to list

2.2 Add application manually

Add application to the application rules profile by providing its package ID

2.3 Add applications from system

Add applications from list of available applications in the system



Backup
Updated: Jun 3, 2026

Backup profile allows you to create backup of contacts, SMS, MMS and call log. When configuring a

profile, you can specify items, storage space, and backup frequency.

Compatibility:

Android

Android Enterprise Profile Owner

Android Enterprise Device Owner

1 Name

Enter the name of the Backup profile

Maximum length of the text is 255

Required

2 Backup Items



3 Frequency

4 Deleting Copies

2.1 Make backup of contacts

If checked, allows to make a backup of contacts from the device

2.2 Make copy of SMS / MMS

If checked, allows to make a copy of SMS / MMS from the device

2.3 Make backup of call log

If checked, allows to make a backup of call log from the device

2.4 Allow the use of mobile data

If checked, allows to use mobile data for making Backup

3.1 Frequency of sending (in days, 1-30)

Allows to set the backup frequency every specified number of days

3.2 What time?

Enter the hour at which backup will be sent

Required



4.1 Delete backup

If checked, delete old backups after specific time

4.2 Older than (in days, 1-365)

Choose the time in days after which previous backups will be deleted



Business contacts
Updated: Jun 3, 2026

Business contacts profile allows you to upload contacts file to the user profiled device.

Compatibility:

Android

Android Enterprise Profile Owner

Android Enterprise Device Owner

1 Name

Enter the name of the new Business contacts profile

Max length of the text is 255

Required

2 From a file



3 Managed from a file

2.1 VCF file

Uploaded file name

2.2 Select file

Allowed file type: VCF

Max file size is 10MB

Required

3.1 Select file

Allowed file type: VCF, CSV

Maximum file size is 10MB

3.2 Filter

Enter a character to find contact

3.3 Remove

Removes selected contact from list

3.4 Add contact

Add new contact



4 Add contact



4.1 First name

Enter the first name of new contact

Maximum length of the text is 64

Required if 'Surname' is empty

4.2 Surname

Enter the surname of new contact

Maximum length of the text is 64

Required if 'Name' is empty

4.3 Company

Enter company name of new contact

Maximum length of the text is 64

4.4 Department

Enter department name of new contact

Maximum length of the text is 64

4.5 Position

Enter the position of new contact

Maximum length of the text is 64

4.6 Phone number 1

Enter the first phone number of new contact

Maximum length of the text is 32

Required



5 Edit

4.7 Phone number 2

Enter the second number of new contact

Maximum length of the text is 32

4.8 Email

Enter the E-mail of new contact

Maximum length of the text is 255



6 On contact removed

5.1 Filter

Enter a character to find contact

5.2 Remove

Removes selected contacts

Removed contact will be moved to the modified contact list with status 'Removed'

5.3 Add contact

Add new contact

5.4 Edit

Edit selected contacts

Edited contact will be moved to the modified contact list with status 'Edited'

5.5 Remove

Remove chosen contacts

Removed contact will be moved to the modified contact list with status 'Removed'



6.1 Remove

Remove selected contacts from the modified contacts list

6.2 Edit

Edit chosen contact from the modified contacts list

6.3 Remove

Remove chosen contact from the modified contacts list



Business documents
Updated: Jun 3, 2026

Business documents profile allows upload documents to server. This can be downloaded on user

device with his profile.

Compatibility:

Android

Android Enterprise Profile Owner

Android Enterprise Device Owner

1 Name

Enter the name of the Business documents profile

Maximum length of the text is 255

Required

2 Configuration



3 Directory

2.1 Allow downloading files via Wi-Fi wireless network

If checked, downloading files via Wi-Fi is allowed

2.2 Allow downloading files via data transmission

If checked, downloading files via data transmission is allowed

2.3 Notify changes

If checked, user will be informed about changes in Business documents profile

2.4 Add files to the Downloads folder

If checked, files will be add to Download folder on device

2.5 Download files automatically

If checked, files will be automatically downloaded on your device



3.1 Directory

Click to view the directory

3.2 Download

Download selected file

3.3 Rename

Rename selected file or directory

3.4 Remove

Remove selected file or directory

3.5 Create directory

Create new directory

3.6 Upload files

Upload file from your computer



Certificate
Updated: Jun 8, 2026

Certificate profile allows you to send any certificate to the mobile device to authenticate the host.

Compatibility:

Android

Android Enterprise Device Owner

Android Enterprise Profile Owner

iOS

macOS

Windows



1 Name

Enter the name of the Certificate profile

Maximum length of the text is 255

Required

2 File

If chosen, profile Certificate is creating via uploading certificate file

3 Template

If chosen, profile Certificate is creating via template

4 SCEP

NEW

If chosen, profile Certificate is creating via SCEP server configuration



File
Updated: Jun 8, 2026

The File option allows you to upload a ready-made certificate file from your system to the profile.

Use this option when you already have a generated certificate (e.g. issued by an external Certificate

Authority) that you want to distribute to devices. Supported file formats: .crt, .cer, .der, .pfx, .p12. If

the certificate is password-protected, the password must be provided during upload.



1 Certificate

Chosen file name

Required

2 Select file

Select file from the system which will be used in profile

Allowed file type: .crt, .cer, .der, .pfx, .p12

3 Password

Enter the certificate password

Required if certificate is protected by password

4 Certificate for Windows activation

NEW

When enabled, the certificate uploaded to the profile will be installed on device configured

with the Windows activation type.

Applicable only for Windows devices

The allowed file extensions for a certificate in the Windows system are: .pem, .crt, .cer, .der



5 Certificate type

NEW

Select the type of certificate that determines how it will be used on the device

Available options: CA, Intermediate

This field is only available when 'Certificate for Windows activation' is enabled



Template
Updated: Jun 9, 2026

The Template is a configuration that automatically generates certificates when a device needs

them. It requires a CA certificate created in Certificate Manager. You can also add custom attributes

that are embedded in the CSR and configure automatic renewal before certificate expiry.



1 CA certificate

Choose CA certificate that is created in Certificate Manager. It's used to verify certificate

identity.

Required

2 Key length

Choose length of the key. Defines how strong security will be.

Required

3 Encryption signature

Choose a type of hashing algorithm. Defines how strong security will be.

Required

4 Scope

Select the scope of the certificate, such as:



User

Device

Required

5 Validity (in days)

Specify how long certificate will be valid

Minimum value is 30

Maximum value is 730

Required

6 Common Name

Enter the certificate CN. It's characteristic value of certificate.

Global variables available

Required

7 Auto renew

If checked, certificate will be renewed x days before expiry of his validity

8 Time before certificate should be renewed

Specify how many days before expiry of certificate validity should it renew

9 Type

Choose the type of custom attributes, which are pieces of data that are embedded only in the

CSR.



10 Value

Enter the value of type

Global variables available

11 Remove

Remove chosen custom attribute

12 Clear

Remove all custom attributes

13 Add

Add custom attribute



SCEP
Updated: Jun 9, 2026

NEW

Certificate with SCEP type automatically configure request the user certificate to authenticate the

client without specifying domain credentials.

1 SCEP configuration



1.1 Access address

Enter the name of the URL for the SCEP server (eg. Network Device Enrollment Service)

Only 80 (HTTP) port is supported by default

Exemplary URL: http:///certsrv/mscep/mscep.dll

Maximum length of the text is 255

Required

1.2 CA ID

Enter the name of the profile for SCEP servers (eg. Network Device Enrollment Service) that

support named-profiles.

Maximum length of the text is 255

1.3 Subject

Global variables available

Required

1.4 Fingerprint

Enter the fingerprint of the CA issuing the root certificate on SCEP server (eg. Network Device

Enrollment Service)

Maximum length of the text is 500

Required

1.5 Scope

User

Device

1.6 Auto renew



If selected, the certificate will be automatically renewed before expiration

1.7 Renew before

Specify the time before the occurrence of the event in which the certificate should be renewed

(in days, 1-14)

Default value: 3

Available when 'Auto renew' is selected

1.8 Encryption Algorithm

Type of encryption algorithm. Defines how strong security will be.

One of:

AES128

AES192

AES256

Required

1.9 Encryption signature

Type of encryption signature. Defines how strong security will be.

One of:

SHA256

SHA384

SHA512

Required

1.10 Key length

Length of the key. Defines how strong security will be

One of:

2048



2 Alternative names

3072

4096

Required

1.11 Password

Enter the enrollment challenge password generated during a SCEP server deployment

The value should be a 32-digit string of alphanumeric characters

Maximum length of the text is 255

Required

1.12 Key encipherment

If checked, use as key encipherment

Use when the sender and receiver of the public key need to derive the key without using

encryption

1.13 Digital signature

If checked, use as digital signature

Specific type of signature that is backed by a digital certificate. It's providing proof of your

identity

1.14 Microsoft User Security

If checked, use the Microsoft User Security certificate template



2.1 Type

One of:

Distinguished_Name

NT_principal_Name

RFC822_Name

DNS_Name

Required

2.2 Value

Global variables available

Required

2.3 Remove

Removes added alternative name

2.4 Clear

Removes all alternative names added to list

2.5 Add

Adds alternative name to list



Certificate mapping
Updated: Jun 3, 2026

Certificate mapping allows linking a Certificate or SCEP profile with a specific URL. By adding the

profile to a device, the supplied certificate will be automatically selected when attempting to

connect to the defined URL, whether by a browser or other applications.

Compatibility:

Android Enterprise Profile Owner

Android Enterprise Device Owner



1 Name

Enter the name of the Certificate mapping profile

Max length of the text is 255

Required

2 URL

Enter the defined URL

Max length of the text is 255

Required

3 Certificate

Choose authorization certificate for the selected URL page

Required

4 Remove



Removes URL and Certificate

5 Add URL

Add new URL

6 Application

Enter the specified application ID

Maximum text length is 255

Required

7 Certificate

Select an authorization certificate for the selected application

Required

8 Remove

Removes the application ID and certificate

9 Add application

Add new application ID



Connectivity
Updated: Jun 3, 2026

Connectivity profile allows you to enter the configuration related to outgoing and incoming

communication from the device (calls, SMS) and the use of mobile data.

Compatibility:

Android (Samsung)

Android Enterprise Device Owner (Samsung)

1 Name

Enter the name of the Connectivity profile

Maximum length of the text is 255

Required

2 Configurations



2.1 Mobile Internet

Specify the principle of using Mobile Internet such as:

Block all

Allow all

Allow trusted conditions only

2.2 Connections Incoming

Specify the principle of using incoming Connections such as:

Block all

Allow all

Allow trusted conditions only

2.3 Connections Outgoing

Specify the principle of using outgoing Connections such as:

Block all

Allow all

Allow trusted conditions only

2.4 SMS Incoming

Specify the principle of using incoming SMS such as:

Block all

Allow all

Allow trusted conditions only

2.5 SMS Outgoing

Specify the principle of using outgoing SMS such as:

Block all



3 Trusted Conditions

Allow all

Allow trusted conditions only

2.6 MMS Incoming

Specify the principle of using incoming MMS such as:

Block all

Allow all

Allow trusted conditions only

2.7 MMS Incoming

Specify the principle of using outgoing MMS such as:

Block all

Allow all

Allow trusted conditions only



3.1 Countries

Select a countries where trusted conditions will apply, if selected Trust only

3.2 Contacts

Select a contacts where trusted conditions will apply, if selected Trust only

3.3 Add Connectivity roles

Add manually connectivity rules with MCC and MNC codes where trusted conditions will apply,

if selected Trust only

3.4 Import for file Connectivity rules

Import from file connectivity rules with MCC and MNC codes where trusted conditions will

apply, if selected Trust only

3.5 Sample CSV file

Download the sample CSV file with MCC and MNC codes on your device



Custom Apple Configuration
Updated: Jun 3, 2026

A Custom Apple Configuration contains a payload with settings, accounts, credentials, etc., for

Apple devices. Custom Apple Configuration allows you to apply custom-specific configuration for

Apple devices not yet present in the current version of the Proget server. To create a Custom Apple

Configuration, refer to Apple or Proget documentation.

Compatibility:

iOS

macOS





1 Name

Enter the configuration name

Maximum length of the text is 125

Required

2 Channel

Select a channel for configuration:

Device

User

Required

3 Configuration

Enter the XML configuration or drag and drop the file from your device

Required



Geofencing
Updated: Jun 3, 2026

Geofencing allows you to customize configuration and restrictions for devices based on its location.

The profile allows you to configure specific actions in and outside business zones.

Compatibility:

Android Enterprise Profile Owner

Android Enterprise Device Owner

1. Geofencing map

1 Name



Enter the name of the new Geofencing profile

Maximum length of the text is 255

Required

2. Geofencing zones

4 New zone configuration

1 Edit

Edit selected zone

2 Remove

Remove selected zone

3 Created zones

List of created zones



3. Events

4.1 Name

Enter the zone name

Required

4.2 Latitude

Enter the zone latitude

Required

4.3 Longitude

Enter the zone longitude

Required

4.4 Range

Enter the zone range

Required

4.5 Find place

Find a place on the map



1 Assign policies

2 Assign profiles

3 Lock device

1.1 Choose policies

Choose policies which will be assigned during event

2.1 Choose profiles

Choose policies which will be assigned during event



4 Wipe company data

5 Wipe device

6 Send event notification

3.1 Tolerance

Choose the time after which device will lock

3.2 Message

Enter the message which will be displayed on the locked screen

3.3 Phone number

Enter the phone number which will be displayed on the locked screen

4.1 Tolerance

Choose the time after which device will erase company data

5.1 Tolerance

Choose the time after which all device data will be erased



6.1 Text field

Enter the text which will be displayed in notifications on devices outside the zone



IMAP/POP
Updated: Jun 3, 2026

IMAP / POP profile specifies how to connect to e-mail servers via POP or IMAP to synchronize the

data, ie. e-mail.

Compatibility:

iOS

macOS

1 Name

Name of the new IMAP/POP profile

Maximum length of the text is 255

Required

2 E-mail data



2.1 Email

Enter the e-mail address for which the profile will be configured

Global variables available

Maximum length of the text is 255

Required

2.2 Account name

Enter the account name which will be visible in the e-mail client application on the mobile

device

Global variables available

Maximum length of the text is 128

Required

2.3 Message sender

Global variables available

Maximum length of the text is 128

Required

2.4 Account type

One of:

POP

IMAP

2.5 Set as default

If checked account will be set as default mail account on the device

2.6 Enable notifications



3 Inbound server data

If checked notifications regarding mail will be shown on the device



3.1 Server address

Enter the server address of the e-mail which will be used to send mails

Maximum length of the text is 255

Required

3.2 User name

Enter the user name of the e-mail which will be used to send mails

Maximum length of the text is 128

Required

3.3 Password

Enter the password for the e-mail that will be used to send mails

Required

3.4 Type of security

One of:

Empty

SSL/TLS

SSL/TLS (Accept all certificates)

STARTTLS

STARTTLS (Accept all certificates)

3.5 Port

Enter the number of the port

Required



4 Outgoing server data



4.1 Server address

Enter the server address of the e-mail which will be used to send mails

Maximum length of the text is 255

Required

4.2 User name

Enter the user name of the e-mail which will be used to send mails

Maximum length of the text is 128

Required

4.3 Password

Enter the password for the e-mail that will be used to send mails

Required

4.4 Type of security

One of:

Empty

SSL/TLS

SSL/TLS (Accept all certificates)

STARTTLS

STARTTLS (Accept all certificates)

4.5 Port

Enter the number of the port

Required



Kiosk
Updated: Jun 3, 2026

Kiosk profile allows you to limit the functionality of the device to specific applications. You can use

the Kiosk profile to configure the device to use only one or a few specific applications.

Compatibility:

Android Enterprise Device Owner

iOS (Supervised mode)

1 Name

Enter the name of the Kiosk profile

Maximum length of the text is 255

Required

2 Compatibility Android

3 Compatibility iOS



Android
Updated: Jun 3, 2026

Kiosk profile allows you to limit the functionality of the device to specific applications. You can use

the Kiosk profile to configure the device to use only one or a few specific applications.

1 Configuration



1.1 Disable volume adjustment

If checked, the volume adjustment will be disabled while Kiosk is turned on

1.2 Disable navigation buttons

If checked, blocks the use of the “Recent Apps”, “Home”, and “Back” buttons while Kiosk is

turned on

Available only on Android Enterprise Device Owner

1.3 Do not turn off the screen while charging

If checked, the screen will not turn off while charging when Kiosk is turned on

1.4 Disable notifications

If checked, disallows to use the Home button while Kiosk is turned on

Available only on devices with Android 9.0 or higher

Available only on Android Enterprise Device Owner

1.5 Disable status bar

If checked, disable access to device status bar, after unchecking the device will display

information such as battery status, connection to Wi-Fi network, clock

Available only on devices with Android 9.0 or higher

Available only on Android Enterprise Device Owner

1.6 Display Kiosk above the lock screen

NEW

If checked, the Kiosk will be displayed above the lock screen

By default, the Kiosk is displayed below the lock screen

Only works when the password policy does not require a password



Available only on Android Enterprise Device Owner

1.7 Force a kiosk

Specifies whether or after what time the Kiosk profile will appear on the device (e.g. if the user

has exited it)

One of:

Do not force

5

10

15

30

60

1.8 PIN

Enter the PIN which will be used to exit the kiosk

Minimum length of the PIN is 4

Maximum length of the PIN is 16

Required

1.9 Allow access to settings on the Kiosk exit screen

NEW

If checked, the user will have access to the Proget settings panel (e.g. Wi-Fi, volume, brightness)

on the Kiosk exit screen

The exit screen is reached by pressing the "Back" button multiple times

Available in 'Multi app' and 'Single app' Kiosk mode

Available only on Android Enterprise Device Owner

1.10 Manage settings

NEW



2 Single app

3 Multi app

Configure which settings categories are available on the Kiosk exit screen

Wi-Fi

Show available networks

Wi-Fi Calling

Bluetooth

Mobile Networks

Screen brightness

Volume

If set, requires at least one category

Available when "Allow access to settings on the Kiosk exit screen" is checked



Single App
Updated: May 7, 2026

Kiosk profile allows you to limit the functionality of the device to specific applications. You can use

the Kiosk profile to configure the device to use only one or a few specific applications.



1 Remove

Removes an applications added to list

2 Application row

Details of application added to kiosk

3 Clear list

Removes all applications added to list

4 Add application manually

Add application to the kiosk by providing its package ID

5 Add applications from system

Add applications from list of available applications in the system

6 Hidden apps



Add applications manually or from the system that you want to hide



Multi App
Updated: Jun 8, 2026

Kiosk profile allows you to limit the functionality of the device to specific applications. You can use

the Kiosk profile to configure the device to use only one or a few specific applications.

1 Admin configuration



1.1 Require login

If checked, requires log in to kiosk via service credentials

Available only on Android Enterprise Device Owner

1.2 Service user

Enter the kiosk service username

Required if "Require login" is checked

1.3 Service PIN

Enter the kiosk service password

Required if "Require login" is checked

1.4 Remembering the login

Chose from dropdown:

Force

Allow

Forbid

1.5 Auto logout

NEW

If enabled, the user will be automatically logged out from the kiosk after the screen goes off

If disabled, a dedicated logout action becomes available directly on the kiosk screen

Available only on Android Enterprise Device Owner

Available when 'Require login' is checked

1.6 Auto logout time

NEW



2 Header customization

Specify the time after the screen goes off, after which the user should be automatically logged

out

The default value is set to 'Instant'

Available when 'Auto logout' is enabled

2.1 Display header

If checked, displays the header in kiosk

Available only on Android Enterprise Device Owner

2.2 Logo

Choose the file of the logo in kiosk

Allowed file type: png

Required square graphics with maximum dimensions of 192 x 192 px

2.3 Header color

Choose the color of the screen header background

2.4 Header text color

Choose the color of the screen header text

2.5 Header text

Enter the text of the screen header

Maximum length is 24



3 Launcher configuration

4 Apps

3.1 App text color

Choose the color of the app text in kiosk

Available only on Android Enterprise Device Owner

3.2 Background color / wallpaper

Available only on Android Enterprise Device Owner

3.3 Color

Choose the color of the screen launcher background

Available only on Android Enterprise Device Owner

3.4 Wallpaper

Choose the file of the wallpaper in kiosk

Allowed file type: png

3.5 Orientation

One of:

Auto

Portrait

Horizontal



4.1 Grid

Choose app grid at the Kiosk

Available sizes depends on chosen orientation

4.2 Application holder

Add applications to the screen

4.3 Add applications manually

Add application to the kiosk by providing its package ID

4.4 Add applications from system

Add applications from list of available applications in the system

4.5 Add custom settings icon

Restricted access to system settings

Wi-Fi

Show available networks

Wi-Fi Calling

Bluetooth

Mobile Networks

Screen brightness

Volume

If set, requires at least one category

Can be placed in multiple places on screen

4.6 Add action

Name



Set name of the action

Required

Choose the type of action, such as: NEW

Intent

This functionality allows you to trigger the specified action, using an intent

Intent

Enter the intent action to be triggered

Required

Action type

One of:

Start activity

Start service

Send broadcast

Default: Start activity

Application ID

Enter the package name of the application to which the intent should be directed

Optional

Additional parameters

Optional list of extras passed with the intent

Each parameter requires:

Key

Type - one of: String, Integer, Boolean, Float, Double

Value

Adding an action may allow the user to switch between application views to which

they should not have access. To trigger an intent, the application that handles it must

be unlocked in the kiosk

Logout NEW

Logs the user out of the kiosk



5 Hidden apps

Available only when 'Require login' is enabled

Exit kiosk NEW

Allows the user to exit the kiosk

Requires the service PIN to confirm the exit

4.7 Add screen

Up to 8 screens

4.8 Remove

Removes screen



5.1 Remove

Removes an applications added to list

5.2 Added application

Added application to the list

5.3 Clear list

Removes all applications added to list

5.4 Add application manually

Add application to the kiosk by providing its package ID

5.5 Add applications from system

Add applications from list of available applications in the system



iOS
Updated: Dec 3, 2024

Kiosk profile allows you to limit the functionality of the device to specific applications. You can use

the Kiosk profile to configure the device to use only one or a few specific applications.

1 Configuration



1.1 Disable volume adjustment

If checked, disable volume buttons in Kiosk

1.2 Disable touch

If checked, disable touch in Kiosk

1.3 Disable Screen rotation

If checked, disable Screen rotation in Kiosk

1.4 Disable Ringer switch

If checked, disable Ringer switch in Kiosk

1.5 Disable Sleep/Wake button

If checked, disable Sleep/Wake button in Kiosk

1.6 Disable Auto Lock

If checked, disable Auto Lock in Kiosk

1.7 Enable VoiceOver

If checked, enable VoiceOver in Kiosk

1.8 Enable Zoom

If checked, enable Zoom feature in Kiosk

1.9 Enable Invert Colors

If checked, enable Invert Colors in Kiosk



2 Apps

1.10 Enable AssistiveTouch

If checked, enable AssistiveTouch in Kiosk

1.11 Enable Speak Selection

If checked, enable Speak Selection in Kiosk

1.12 Enable Mono Audio

If checked, enable Mono Audio in Kiosk

2.1 Remove

Removes an applications added to list

2.2 Application row

Details of application added to kiosk

2.3 Clear list

Remove all applications added to list

2.4 Add application manually

Add application to the kiosk by providing its package ID

2.5 Add applications from system

Add applications from list of available applications in the system



Location
Updated: Jun 3, 2026

Location profile determines the manner of monitoring the device, refreshing its location and

displaying on the map.

Compatibility:

Android

Android Enterprise Device Owner

Android Enterprise Profile Owner

1 Name

Name of the Location profile

Maximum length of the text is 255

Required

2 Location history



3 Location Category

3.1 Interval

2.1 Save history

Allows to save location history

2.2 Time period (in days, 1-90)

Set the time period for saving your location history

Available if "Save History" is checked

2.3 Require high accuracy

Requires high location accuracy on device

Option is not supported on devices with Android 9.0 and higher

2.4 Send location when initiating phone call

Option is not supported on devices with Android Enterprise Profile Owner activation

2.5 Require location services enabled when initiating a phone call

Option is not supported on devices with Android Enterprise Profile Owner activation

Available if "Send location when initiating phone call" is checked



3.2 Tracking

3.1.1 Localization Mode

One of:

Interval

Tracking

3.1.2 Time Period (in minutes, 5-1440)

Set location download interval

Available if "Localization Mode: Interval" is chosen



3.2.1 Localization Mode

One of:

Interval

Tracking

3.2.2 Walking (in meters, 100-500)

Set the distance to download location while walking

3.2.3 Running (in meters, 500-2000)

Set the distance to download location while running

3.2.4 Driving (in minutes, 1-30)

Set the distance to download location while driving

3.2.5 Restrictions while moving

One of:

None

Lock apps

3.2.6 Specify time of tolerance to disable apps (in seconds, 0-600)

Specify time of tolerance after which applications will be disabled

Available if "Restrictions while moving: Lock apps" or "Restrictions while moving: Hide apps" is

chosen

3.2.7 Specify time of tolerance to enable apps (in seconds, 0-600)

Specify time of tolerance after which applications will be enabled



4 Time limits

Available if "Restrictions while moving: Lock apps" or "Restrictions while moving: Hide apps" is

chosen

3.2.8 Specify the speed of movement to apply the rule (km/h, 1-60)

Specify the speed of movement

Available if "Restrictions while moving: Lock apps" or "Restrictions while moving: Hide apps" is

chosen

3.2.9 Clear list

Removes all applications added to list

Available if "Restrictions while moving: Lock apps" or "Restrictions while moving: Hide apps" is

chosen

3.2.10 Add application manually

Add app which you want to be excluded from restrictions while moving by providing its

package ID

Available if "Restrictions while moving: Lock apps" or "Restrictions while moving: Hide apps" is

chosen

3.2.11 Add applications from system

Add apps which you want to be excluded from restrictions while moving from list of available

applications in the system

Available if "Restrictions while moving: Lock apps" or "Restrictions while moving: Hide apps" is

chosen



4.1 The limits for the profile

The limits for the location profile allow you to adjust the location download to the users work

time. Time is applied to the users device

4.2 Off

Location will not be downloaded on selected days

4.3 Whole day

Location will be downloaded during whole day

4.4 Advanced

Set the specific time of location download during the day

4.5 From

Select the time from which you want the location to be downloaded

4.6 To

Select the time to which you want the location to be downloaded



MTP
Updated: Jun 9, 2026

MTP profile monitors the device and detects potential threats to which it may be exposed. In

addition, the profile allows you to configure specific responses to the security incident detected.

Compatibility:

Android

Android Enterprise Device Owner

Android Enterprise Profile Owner

1 Name



Enter the name of the MTP profile

Maximum length of the text is 255

Required

2 Device protection



2.1 Root: Dangerous

Files used to root have been detected on device. However, this does not mean that device has

been rooted. There are known cases when device was pre-loaded with such files in memory.

2.2 Root: Critical

Rooting is process of obtaining unauthorized access or elevated permissions on the system. It

can potentially create security loopholes that may not be easy to find or bypass device security

measures.

2.3 Knox Warranty Bit

The Samsung Knox warranty bit is a security feature that detects if unofficial software has been

installed on device. This helps prevent malicious attempts from accessing data. The Knox

Warranty Bit detects if a non-Knox kernel has been loaded on the device. It is a one-time

programmable bit e-fuse. If a non-Knox boot loader or kernel has been installed on the device,

Knox can no longer guarantee the security.

2.4 Fake device location

The device presents a fake location. The use of a false location can be used to confuse device

monitoring systems, including systems granting access to corporate resources based on the

location of the device (e.g. geofencing). Feature unavailable on Android Enterprise Profile

Owner. The feature requires the use of a location profile to work properly.

2.5 USB debugging enabled

USB debugging is a configuration option for development purposes only. By enabling USB

debugging, device can accept commands from a computer via a USB cable. Does not work for

Android Enterprise Profile Owner.



3 Application security

2.6 Developer options enabled

Developer options are configuration options intended for development purposes only. Once

enabled, user can change advanced settings which threatens the integrity of the settings and

the security of the device. Does not work for Android Enterprise Profile Owner.

2.7 No password on the device

The device is not password protected. A strong password protects user data as well as

company data from leakage or theft. It is recommended to set a numeric password or PIN code

to use the device securely.



4 Network traffic analysis

3.1 Unsafe admins

Applications with admin permissions may partially control the device. Most often, such

permissions have applications for email, calendar or other business applications that were

given such permissions when adding business applications. This particularly applies to

applications that require the application of security policies on devices. If the application is not

a business application, it is recommended to uninstall the application.

3.2 Add default applications

Adds applications with admin permissions to control the device

3.3 Remove

Removes current application from whitelist

3.4 Installation of prohibited applications

Application marked as unsafe or unwanted by administrator was installed.

3.5 Remove

Removes current applications from blacklist



4.1 Device has connected to an unsecured Wi-Fi

An unsecured Wi-Fi network is vulnerable to a network attack. An enabled location service is

required for Android 8 and above.

4.2 Device has connected to rogue Wi-Fi

Rogue Wi-Fi can exploit a device vulnerability to connect to unknown Wi-Fi network by

impersonating a trusted network. An enabled location service is required for Android 8 and

above.

4.3 Safe network configuration 1

Enter the SSID to connect to with safe network

4.4 Remove

Removes an already added network

4.5 MAC address

Enter the correct MAC address to join the safe network

Required

4.6 Add safe network configuration

Adds field with new safe network configuration

Required if 'Safe network configuration 1' checked

4.7 DNS change on device



Reactions

Changing the DNS configuration on a device may indicate that data is being sent to an

unknown destination (it could be an attempt at an MITM - Man in the middle attack). An

enabled location service is required for Android 8 and above.

4.8 Proxy change on device

Changing the proxy configuration on a device may indicate that data is being sent to an

unknown destination (it could be an attempt at an MITM - Man in the middle attack). An

enabled location service is required for Android 8 and above.

4.9 Gateway change on device

Changing the gateway on a device may indicate that data is being sent to an unknown

destination (it could be an attempt at an MITM - Man in the middle attack). An enabled location

service is required for Android 8 and above.

4.10 No internet on the device

NEW

The device does not have an active internet connection. Lack of network access may prevent

proper communication with the MDM system, receiving security policies, and installing system

and application updates.



1 Switch

Enable the switch to select a reaction

2 Reaction

One of:

Only notify user

Wipe device

Wipe company data

Lock workspace

Turn off Wi-Fi

Turn off Bluetooth

3 Phone number

Enter the phone number to send the message

Leaving this field empty will cause the 'Contact Administrator' button not to appear on the

device

Available when 'Reaction' is selected as 'Lock workspace'

4 Header

NEW

Define the header text. If the field is left empty, the default value will be displayed on the

device.

Available when 'Reaction' is selected as 'Lock workspace'

5 Tolerance



Set the time period before the reaction is triggered (from 15 minutes to 72 hours)

Required if 'Reaction' is selected as 'Lock workspace'

6 Message

Enter the content to send it to the indicated number

Required if 'Reaction' is selected as 'Lock workspace'



SCEP
Updated: Jul 16, 2026

Deprecated

Click here to hang out how to create a new certificate type

SCEP profile automatically configure request the user certificate to authenticate the client without

specifying domain credentials.

Compatibility:

Android Enterprise Device Owner

Android Enterprise Profile Owner

1 Name

Enter the name of the SCEP profile



Maximum length of the text is 255

Required

2 Basic configuration



2.1 Access address

Enter the name of the URL for the SCEP server (eg. Network Device Enrollment Service)

Only 80 (HTTP) port is supported by default

Exemplary URL: http:///certsrv/mscep/mscep.dll

Maximum length of the text is 255

Required

2.2 CA ID

Enter the name of the profile for SCEP servers (eg. Network Device Enrollment Service) that

support named-profiles.

Maximum length of the text is 255

2.3 Subject

Global variables available

Required

2.4 Encryption Algorithm

Type of encryption algorithm. Defines how strong security will be.

One of:

DES

DES3

AES128

AES192

AES256

Required

2.5 Encryption signature



Type of encryption signature. Defines how strong security will be.

One of:

SHA1

SHA256

SHA384

SHA512

Required

2.6 Key length

Length of the key. Defines how strong security will be

One of:

1024

2048

3072

4096

Required

2.7 Fingerprint

Enter the fingerprint of the CA issuing the root certificate on SCEP server (eg. Network Device

Enrollment Service)

Maximum length of the text is 500

Required

2.8 Password

Enter the enrollment challenge password generated during a SCEP server deployment

The value should be a 32-digit string of alphanumeric characters

Maximum length of the text is 255

Required



3 Alternative names

2.9 Key encipherment

If checked, use as key encipherment

Use when the sender and receiver of the public key need to derive the key without using

encryption

2.10 Digital signature

If checked, use as digital signature

Specific type of signature that is backed by a digital certificate. It's providing proof of your

identity



3.1 Type

One of:

Distinguished_Name

NT_principal_Name

RFC822_Name

DNS_Name

Required

3.2 Value

Global variables available

Required

3.3 Remove

Removes added alternative name

3.4 Clear

Removes all alternative names added to list

3.5 Add

Adds alternative name to list



Shared device
Updated: Jun 3, 2026

BETA

The Shared device profile allows user switching on devices without administrator intervention.

Device users can use local or domain credentials for authorization and verification.

Compatibility:

Android Enterprise Device Owner



1 Name

Enter the name of the Shared device profile

Max length of the text is 255

Required

2 Login on device

Configure the way of login on the device

3 Force login

If checked, the user must log in to use the device



4 Login type

Available options:

Local

Domain

Required

5 System message

Enter the text of the message that will be displayed on the login view

Maximum length is 255

6 Preview

Preview of the configured profile on the device

7 Logout from the device

Coming soon



VPN
Updated: Jun 3, 2026

VPN profile determines the manner of connecting with the local corporate network.

Compatibility:

iOS

macOS

1 Name

Name of the VPN profile

Maximum length of the text is 255

Required

2 Proget IPsec

3 IPsec

4 IKEv2



5 L2tp

6 Custom SSL



Proget IPsec
Updated: Dec 3, 2024

Proget IPsec VPN is a custom protocol, consists of set of standards used to establish a VPN

connection.

1 Proget IPsec General



2 Proget IPsec Proxy

1.1 Automatic disconnect

The VPN connection will automatically disconnect after a fixed period of inactivity

Minimum value is 0

Maximum value is 1800

If chosen value is 0 then 'Automatic disconnect' will be off

1.2 Wi-Fi exclusions

Automatically disconnect when connected to specified Wi-Fi

1.3 VPN Request (Never Connect)

The field specifies the domain name or URL address. The specified domains will not trigger a

VPN connection nor be accessible through an existing VPN connection.

1.4 VPN Request (Connect if needed)

The field specifies the domain name or URL address. Calling the address with the domain

specified in this field will trigger a VPN connection attempt if domain name resolution

succeeds. A fully-qualified domain name is supported. A wildcard '*' prefix is supported.



2.1 Proxy configuration

One of:

Automatic

Manual

Proxy servers act as relays between the website you’re visiting and your device

2.2 URL of the proxy auto configuration

Enter the URL through which all network traffic will be rerouted

Required if 'Proxy configuration: Automatic' is chosen

2.3 Name or IP address of the proxy auto configuration

Enter the IP address or host name of the VPN server

Required if 'Proxy configuration: Manual' is chosen

2.4 Proxy server port

Enter the port number which is a part of the addressing information used to identify the

receivers and senders of network messages

Minimum value is 0

Maximum value is 65535

Available if 'Proxy configuration: Manual' is chosen

2.5 User

Enter the name of user account for proxy authentication

Available if 'Proxy configuration: Manual' is chosen



2.6 Password

Enter the password of user Proxy authorization

Available if 'Proxy configuration: Manual' is chosen



IPsec
Updated: Dec 3, 2024

IPsec VPN is a protocol, consists of set of standards used to establish a VPN connection.

1 IPsec General



1.1 Server

Enter name or IP address of the VPN server

Required

1.2 User

Enter user account to authorize the connection

1.3 Password

Enter the user password to authorize the connection

1.4 Authorization method

Authorization method

Can't be changed

1.5 Shared Secret

Enter the common password for VPN connection

Required

1.6 Group Name

Enter the Group Identifier for the connection authentication

1.7 Ask for password

If checked, user will be asked for password on the device



2 IPsec Proxy

1.8 Mixed authentication

Authorize a connection with a password, name and server certificate



2.1 Proxy configuration

One of:

Automatic

Manual

Proxy servers act as relays between the website you’re visiting and your device

2.2 URL of the proxy auto configuration

Enter the URL thought which all browser traffic will be rerouted

Required if 'Proxy configuration: Automatic' is chosen

2.3 Name or IP address of the proxy auto configuration

Enter the IP address or host name of the VPN server

Required if 'Proxy configuration: Manual' is chosen

2.4 Proxy server port

Enter the port number which is a part of the addressing information used to identify the

receivers and senders of network messages

Minimum value is 0

Maximum value is 65535

Available if 'Proxy configuration: Manual' is chosen

2.5 User

Enter the name of user account for proxy authentication

Available if 'Proxy configuration: Manual' is chosen



2.6 Password

Enter the password of user Proxy authorization

Available if 'Proxy configuration: Manual' is chosen



IKEv2
Updated: Dec 3, 2024

Internet Key Exchange version 2 (IKEv2) is a tunneling protocol, based on IPsec, that establishes a

secure VPN communication between VPN devices and defines negotiation and authentication

processes for IPsec security associations (SAs).





1 IKEV2 General



1.1 Address

Enter the address URL

Required

1.2 Disable MOBIKE

If checked, MOBIKE is disabled

MOBIKE allows to remain connected to the VPN even if user move to a different network

1.3 Dead Peer Detection Rate

The frequency at which the IKEv2 client will run the dead peer detection algorithm

One of:

None

Low (every 30 minutes)

Medium (every 10 minutes)

High (every 1 minute)

1.4 Disable redirect

If checked, IKEv2 server redirects are disabled

1.5 Enable certificate revocation check

If checked, evocation checking of the IKEv2 server certificate is enabled

If checked, during IKEv2 negotiation the certificate identifying the server is checked to see if it

has been revoked

1.6 Enable fallback

If checked, enable the use of cellular data when Wi-Fi connectivity is poor



1.7 Enable PFS

If checked, Perfect Forward Secrecy is enabled

1.8 TLS minimum version

One of:

1.0

1.1

1.2

1.9 TLS maximum version

One of:

1.0

1.1

1.2

1.10 Identifier

Enter the local Identifier of the IKEv2 client

Required

1.11 NAT Keepalive interval

Enter the frequency in seconds at which gateway sends NAT Keepalive packets to its peer to

keep the NAT session alive, so that the peer can access the device

Minimum value is 20

Maximum value is 1400

Required

1.12 Enable NAT Keepalive offload

If checked, Keepalive packets will be offloaded to hardware while the device is asleep



2 Child SA Params

1.13 Remote identifier

Enter the Remote Identifier of the IKEv2 client

Required

1.14 User configuration attribute internal IP subnet

If checked, split tunnel configurations won't be communicated via traffic selectors during IKE

negotiation

1.15 Per App VPN

If checked, allows to use VPN configuration per application



2.1 Diffie-Hellman group

Diffie-Hellman groups determine the strength of the key used in the key exchange process

One of:

1

2

5

14

15

16

17

18

19

20

21

31

2.2 Encryption algorithm

Type of encryption algorithm. Defines how strong security will be.

One of:

DES

3DES

3DAES-128ES

AES-256

AES-128-GCM

AES-256-GCM

ChaCha20Poly1305

2.3 Integrity algorithm



3 IKE SA Params

Type of integrity algorithm. Defines how strong security will be.

One of:

SHA1-96

SHA1-160

SHA2-256

SHA2-384

SHA2-512

2.4 Life time in minutes

The duration of the lifetime of the Security Association

Minimum value is 10

Maximum value is 1440



3.1 Diffie-Hellman group

Diffie-Hellman groups determine the strength of the key used in the key exchange process

One of:

1

2

5

14

15

16

17

18

19

20

21

31

3.2 Encryption algorithm

Type of encryption algorithm. Defines how strong security will be.

One of:

DES

3DES

3DES-128ES

AES-256

AES-128-GCM

AES-256-GCM

ChaCha20Poly1305

3.3 Integrity algorithm



4 Authorization Type - Certificate

Type of integrity algorithm. Defines how strong security will be.

One of:

SHA1-96

SHA1-160

SHA2-256

SHA2-384

SHA2-512

3.4 Life time in minutes

The duration of the lifetime of the Security Association

Minimum value is 10

Maximum value is 1440



4.1 Certificate type

One of:

RSA

ECDSA256

ECDSA384

ECDSA512

Ed25519

4.2 Certificate

Type of certificate that is created in Proget system

One of:

Certificate

SCEP

4.3 Certificate profile

Name of Certificate profile which will be used

Required if 'Certificate: Certificate' is chosen

4.4 SCEP profile

Name of SCEP profile which will be used

Required if 'Certificate: SCEP' is chosen

4.5 Server certificate common name

Enter a string containing the value of the Subject Common Name field of the IKEv2 server’s

certificate

4.6 Server certificate issuer common name



5 Authorization Type - Shared secret

Enter a string containing the value of the Subject Common Name field of the Certificate

Authority certificate that issued the IKEv2 server"s certificate.

4.7 Extended auth enabled

If checked, allows to use extended authorization

4.8 Extended auth type

One of:

User

Certificate

Required if 'Extended auth enabled' is checked

4.9 User

Enter the name of the user

Required if 'Extended auth type: User' is chosen

4.10 Password

Enter the user password

Available if 'Extended auth type: User' is chosen



5.1 Shared Secret

Enter the common password for VPN connection

Required

5.2 Extended auth enabled

If checked, allows to use extended authorization

5.3 Extended auth type

One of:

User

Certificate

Required if 'Extended auth enabled' is checked

5.4 User

Enter the name of the user

Required if 'Extended auth type: User' is chosen

5.5 Password

Enter the user password

Available if, 'Extended auth type: User' is chosen

5.6 Certificate

One of:

Certificate

SCEP

Required if 'Extended auth type: Certificate' is chosen



6 Authorization Type - None

5.7 Certificate profile

Name of Certificate profile which will be used

Required if 'Certificate: Certificate' is chosen

5.8 SCEP profile

Name of SCEP profile which will be used

Required if 'Certificate: SCEP' is chosen



6.1 Extended auth enabled

If checked, allows to use extended authorization

6.2 Extended auth type

One of:

User

Certificate

Required if 'Extended auth enabled' is checked

6.3 User

Enter the name of the user

Required if 'Extended auth type: User' is chosen

6.4 Password

Enter the user password

Available if, 'Extended auth type: User' is chosen

6.5 Certificate

One of:

Certificate

SCEP

Required if 'Extended auth type: Certificate' is chosen

6.6 Certificate profile

Chose the name of Certificate profile which will be used

Required if 'Certificate: Certificate' is chosen



7 IKEV2 Proxy

6.7 SCEP profile

Chose the name of SCEP profile which will be used

Required if 'Certificate: SCEP' is chosen



7.1 Proxy configuration

One of:

Automatic

Manual

Proxy servers act as relays between the website you’re visiting and your device

7.2 URL of the proxy auto configuration

Enter the URL thought which all browser traffic will be rerouted

Required if 'Proxy configuration: Automatic' is chosen

7.3 Name or IP address of the proxy auto configuration

Enter the IP address or host name of the VPN server

Required if 'Proxy configuration: Manual' is chosen

7.4 Proxy server port

Enter the port number which is a part of the addressing information used to identify the

receivers and senders of network messages

Minimum value is 0

Maximum value is 65535

Available if 'Proxy configuration: Manual' is chosen

7.5 User

Enter the name of user account for proxy authentication

Available if 'Proxy configuration: Manual' is chosen



7.6 Password

Enter the password of user Proxy authorization

Available if 'Proxy configuration: Manual' is chosen



L2TP
Updated: Dec 3, 2024

Layer 2 Tunneling Protocol (L2TP) connections provide cost-effective access for remote users by

allowing a corporate network systems to manage the IP addresses assigned to its remote users.

1 L2TP General



1.1 Address

IP address or host name of VPN server

Required

1.2 User

Enter the name of the user

Required

1.3 Password

Enter the user password

1.4 Shared Secret

Enter the common password for VPN connection

Required

1.5 Disconnect on idle timer

Specifies the length of time to wait before disconnecting an on-demand connection

Minimum value is 1

Maximum value is 9007199254740991

Required

1.6 Disconnect on idle

If checked, disconnects after an on-demand connection idles



2 L2TP Proxy

1.7 Send all traffic through VPN

If checked, all network traffic will be send through VPN



2.1 Proxy configuration

One of:

Automatic

Manual

Proxy servers act as relays between the website you’re visiting and your device

2.2 URL of the proxy auto configuration

Enter the URL thought which all browser traffic will be rerouted

Required if 'Proxy configuration: Automatic' is chosen

2.3 Name or IP address of the proxy auto configuration

Enter the IP address or host name of the VPN server

Required if 'Proxy configuration: Manual' is chosen

2.4 Proxy server port

Enter the port number which is a part of the addressing information used to identify the

receivers and senders of network messages

Minimum value is 0

Maximum value is 65535

Available if 'Proxy configuration: Manual' is chosen

2.5 User

Enter the name of user account for proxy authentication

Available if 'Proxy configuration: Manual' is chosen



2.6 Password

Enter the password of user Proxy authorization

Available if 'Proxy configuration: Manual' is chosen



Custom SSL
Updated: Dec 3, 2024

A secure sockets layer VPN (SSL VPN) enables individual users to access an organization's network,

client-server applications, and internal network utilities and directories without the need for

specialized software.

1 General CustomSSL



2 Options CustomSSL

1.1 Identifier

The appʼs bundle ID. If the configuration is targeted at a VPN solution that uses a

NetworkExtension provider, then this field contains the bundle identifier of the app that

contains the provider. Contact the VPN solution vendor for the value of the identifier.

Maximum length of the text is 255

Required

1.2 Server

Enter the server URL

Maximum length of the text is 255

Required

1.3 User

Enter the name of the user

Maximum length of the text is 255

1.4 Provider bundle ID

Enter the bundle identifier for the VPN provider

Maximum length of the text is 255

1.5 Provider designated requirement

Use this field only when the VPN provider is implemented as a System extension

Maximum length of the text is 255

Required if the VPN provider is implemented as a system extension



2.1 Provider type

The type of VPN service

One of:

App Proxy

Packet Tunnel

If 'App proxy' is chosen, the service will tunnel traffic at the application level

If 'Packet tunnel' is chosen, the service will tunnel traffic at the IP layer

2.2 Disconnect on idle timer

Specifies how long a tunnel is active after its last session

Minimum value is 1

Maximum value is 9007199254740991

Required

2.3 Per App VPN

If checked, VPN configuration is only available per application

2.4 VPN on demand

If checked, allows the system to automatically start or stop a VPN connection based on various

criteria

2.5 Send all traffic through VPN

If checked, all network traffic will route through VPN

2.6 Exclude local network

If checked, routes all local network traffic outside the VPN



3 Custom Data

4 On Demand Rules

2.7 Disconnect on idle

If checked, disconnects after an on-demand connection idles

3.1 Delete

Removes selected key

3.2 Key

Specific key-value pair settings

A dictionary for configuration information specific to a given third-party VPN solution

Refer to third-party VPN solution documentation to find out a configuration dictionary

Refer to Proget Knowledge Base to find out an OpenVPN configuration dictionary

3.3 Value

Specific key-value pair settings

A dictionary for configuration information specific to a given third-party VPN solution

Refer to third-party VPN solution documentation to find out a configuration dictionary

Refer to Proget Knowledge Base to find out an OpenVPN configuration dictionary

3.4 Add

Add new key



5 Authorization Type

4.1 Delete

Removes selected domain

4.2 Domain

Enter the name of domain

Required if on demand rules is added

4.3 Value

One of:

Never

If needed

Always

If 'Never' is chosen, the host name ends with one of these domain names, the VPN isn't started

automatically. This is used to exclude a subdomain within an included domain.

If 'If needed' is chosen, the host name ends with one of these domain names and a DNS query

for that domain name fails, the VPN is started automatically

If 'Always' is chosen, the associated domain names are treated as though they were associated

with the 'If needed' key

4.4 Add

Add new domain



6 Proxy CustomSSL

5.1 Type

The authentication method to use

One of:

Certificate

Password

5.2 Certificate profile

Choose the Certificate profile which will be used

Required if 'Type: Certificate' is chosen

5.3 Password

Password which is required to authorize

Available if 'Type: Password' is chosen



6.1 Proxy configuration

One of:

Automatic

Manual

Proxy servers act as relays between the visited website and the device

6.2 URL of the proxy auto configuration

Enter the URL thought which all browser traffic will be rerouted

Required if 'Proxy configuration: Automatic' is chosen

6.3 Name or IP address of the proxy auto configuration

Enter the IP address or host name of the VPN server

Required if 'Proxy configuration: Manual' is chosen

6.4 Proxy server port

Enter the port number which is a part of the addressing information used to identify the

receivers and senders of network messages

Minimum value is 0

Maximum value is 65535

Available if 'Proxy configuration: Manual' is chosen

6.5 User

Enter the name of user account for proxy authentication

Available if 'Proxy configuration: Manual' is chosen



6.6 Password

Enter the password of user Proxy authorization

Available if 'Proxy configuration: Manual' is chosen



Wallpaper
Updated: Jun 3, 2026

Wallpaper profile allows to personalize your home screen and lock screen image on your Android

and iOS devices. iOS devices must have supervisor mode enabled.

Compatibility:

Android

Android Enterprise Device Owner

iOS (supervisor mode)



1 Name

Enter name of the Wallpaper profile

Maximum length of the text is 255

Required

2 Scale image to device screen size

Available only on devices with Android

3 Home screen wallpaper



Preview the wallpaper on your device's home screen

4 Lock screen wallpaper

Preview your wallpaper on your device's lock screen

5 Select file of home screen wallpaper

Allowed file types: png

Maximum file size: 10MB

Required if 'Lock screen wallpaper' is empty

6 Select file of lock screen wallpaper

Allowed file type: png

Maximum file size: 10MB

Required if 'Home screen wallpaper' is empty



Wi-Fi
Updated: Jun 3, 2026

Wi-Fi profile defines trusted wireless networks enabled in the corporate network as well as the

manner of connecting and safe authorization.

Compatibility:

Android (to android 9)

Android Enterprise Device Owner

Android Enterprise Profile Owner

iOS

macOS

1 Name

Enter the name of the Wi-Fi profile

Maximum length of the text is 255



Required

2 Wi-Fi data



2.1 SSID

Enter the name that identifies the wireless network

Required

2.2 Hidden network

Required if the network for which we prepare configurations hides the SSID

2.3 Auto join

Required if the device needs default network

2.4 Set static MAC address

Required if the device needs an non-randomized MAC address

2.5 Type of security

One of:

None

Personal WPA/WPA2

Personal WPA/WPA3

Enterprise

If 'None' is chosen, the network will be without security

If 'Personal WPA/WPA2' or 'Personal WPA/WPA3' is chosen, user authentication manage is via

WPA pre-shared key

If 'Enterprise' is chosen, user authentication manage is via Remote Authentication protocol

2.6 Preshared key

Enter the preshared key to authenticate into Wi-Fi



3 Wi-Fi Enterprise - 1

Available if "Security type: Personal WPA/WPA2" or 'Personal WPA/WPA3' is chosen



3.1 Authentication protocol

One of:

EAP-TLS

EAP-TTLS

EAP-PEAP

EAP-FAST

3.2 Domain

Multiple domains can be specified, separated by semicolons (e.g. example.org;example.com)

3.3 CA Certificate

Choose Certificate created in Proget, which will be required to authenticate into Wi-Fi

3.4 Access Certificate

One of:

Certificate

SCEP Profile

Available if "Authentication protocol: EAP-TLS" is chosen

3.5 Certificate profile

Choose the SCEP profile created in Proget, which will be required to authenticate into Wi-Fi

Available if "Authentication protocol: EAP-TLS" is chosen

Available if "Access certificate: Certificate" is chosen

3.6 SCEP profile

Choose the SCEP profile created in Proget, which will be required to authenticate into Wi-Fi

Available if "Authentication protocol: EAP-TLS" is chosen



4 Wi-Fi Enterprise - 2

Available if "Access certificate: SCEP" is chosen



4.1 Username

Maximum length of the text is 64

Required

4.2 Password

Available if "Authentication protocol: EAP-TTLS / EAP-PEAP / EAP-FAST" is chosen

Maximum length of the text is 64

Required

4.3 Use Per-Connection password

If checked, the Per-Connection password is required

Available if "Authentication protocol: EAP-TTLS / EAP-PEAP / EAP-FAST" is chosen

4.4 Outer identity

Available if "Authentication protocol: EAP-TTLS / EAP-PEAP / EAP-FAST" is chosen

Maximum length of the text is 256

4.5 Inner authentication

Available if EAP-TTLS authentication protocol selected

One of:

NONE

PAP

CHAP

MSCHAP

MCSHAPV2

GTC

EAP



Available if "Authentication protocol: EAP-TTLS" is chosen

4.6 Use protected Access Credential (PAC)

Available if "Authentication protocol: EAP-FAST" is chosen

4.7 Provision PAC

Available if "Authentication protocol: EAP-FAST" is chosen

Available if "Use protected Access Credential (PAC)" is checked

4.8 Provision PAC anonymously

Available if "Authentication protocol: EAP-FAST" is chosen

Available if "Use protected Access Credential (PAC)" is checked

Available if "Provision PAC selected" is checked



Labels
Updated: Jun 3, 2026

Labeling groups and users allows you to assign devices to them.

1 Filter

Use filters to find the right label

2 Links

This action allows you to display all label links

3 Edit

This action allows you to edit the selected label from the list

4 Delete

This action allows you to remove selected labels from the list



5 Add label

6 Label list

List of labels, that have been created along with the number of associations with specific

elements

5.1 Label name

Set name to create new label

Required

5.2 Color

Choose label color

Required



Audit logs
Updated: Jun 3, 2026

A place intended for collecting and viewing information about events occurring on the server.

1 Filtr

Use filters to find the right log

2 Log list

List of logs that were generated as a result of a specific action in the console



Tasks
Updated: Dec 3, 2024

Tasks sent to the devices created by system users or the system.

1 Filters

Use filters to search for relevant tasks

2 Restart task

This action allows you to restart selected tasks with failed status

3 Remove task

This action allows you to remove selected tasks with created, pending, received, failed and

canceled status

4 Tasks list

List of all tasks with its parameters





Service
Updated: Jun 3, 2026

Service tab contains the data about devices that have ever been activated on a given server, even

after deactivation, until the server is destroyed.

1 Filter

Use filters to search for relevant device

2 Actions



3 Device list

2.1 Update the data

This action allows you to update the data of the selected device

2.2 Set comment

This action allows you to set comment for the selected device

2.3 Device users history

This action allows you to display device users history

2.4 Export data

This action allows you to export the data from the selected device

2.5 Security codes

Deprecated

This action displays security codes for the selected device

2.6 Upload files

This action allows you to upload files to the files column of the selected device

2.7 Download files

This action allows you to download files from the files column of the selected device

2.8 Delete files

This action allows you to delete files from the files column of the selected device



A list of devices that have ever been activated on a given server, even after deactivation, until the

server is destroyed



Update
Updated: Jul 16, 2026

In the update device information view you can edit data about the given device.





1 Device name

Displays the device's name - manufacturer

This field cannot be modified

2 Model

Displays the device's model

This field cannot be modified

3 Serial number

Displays the device's serial number

This field cannot be modified

4 IMEI

Displays the device's IMEI

This field cannot be modified

5 User

Displays currently assigned user



This field cannot be modified

6 Invoice No

Enter the invoice no

7 Date of purchase

Enter date of purchase

8 Warranty

Enter warranty information

9 Operator

Enter the operator information

10 Agreement expiration date

Enter the agreement expiration date

11 Address

Enter the address

12 Comment

Enter any additional information



Service history
Updated: May 28, 2026

Device users history contains the data about previous users of the given device.

1 Generate service password

Generates service password for selected registration of the chosen device

2 List of device users history

List of the device users history with the registration type, registration date, registration date,

location and phone



Service password
Updated: Jun 9, 2026

NEW

The Service password panel available in the Service section allows the administrator to generate an

emergency service password for any device. The password is linked to a specific device and has a

defined validity period (default 24 hours, minimum 5 minutes, maximum 30 days). It works even

when the device has no internet connection or the local database is damaged. Available actions and

their behavior depend on the device activation type - some options may be unavailable or behave

differently on COPE and Android MDM activations. After use, the device enters a 60-minute

privileged window, after which it returns to the state required by policies. The password can be

entered manually or scanned as a QR code on the device.



1 Unlock device

If checked, the service password will unlock the device from Lost Mode

Behavior depends on the device activation type

2 Disable Kiosk

If checked, the service password will exit the device from Kiosk mode

Available only on activations that support the Kiosk profile

3 Remove network restrictions

If checked, the service password will temporarily remove network restrictions imposed by

network-related policies on the device



4 Allow developer options

If checked, the service password will temporarily enable developer options on the device

5 Allow deactivation

If checked, the service password will allow deactivation of the Proget MDM application on the

device

6 Allow factory reset

If checked, the service password will allow the user to perform a factory reset on the device

7 Emergency Database Reset

If checked, the service password will authorize an emergency reset of the Proget MDM

application database on the device

It cannot be combined with other actions

8 Set Password

If checked, the service password will allow setting a new device password in the Direct Boot

scenario (after device restart)

It cannot be combined with other actions

Behavior depends on the device activation type

9 Service password expiration date (on device)

Set the date and time when the service password will expire on the device

Default validity is 24 hours, minimum 5 minutes, maximum 30 days

10 Generate QR code

If checked, a QR code will be generated along with the service password for easier scanning on

the device



14 Generate

11 Send service password via email

If checked, the generated service password will be sent to the specified email address

12 Email

Enter the email address to which the service password will be sent

Required if 'Send service password via email' is checked

13 Message language

Select the language in which the email message with the service password will be sent

14.1 Service password generated for device

Displays the generated service password for the device

The password can be copied to clipboard using the copy icon

14.2 QR code

Displays the QR code containing the service password for scanning on the device

Visible only if 'Generate QR code' was checked



Security
Updated: Dec 3, 2024

Here you can find a table with list of security events on the devices.



1 Security filter

Security filter allows you to search for information by data, such as:

Status

Name

Date

User

Manufacturer

Model

Device status

Event status

2 List of security events on devices

List of all security events that occurred on the device along with their parameters



Reports
Updated: Jun 3, 2026

Here you can configure and generate reports containing all important information about devices in

the system.

1 Reports list

The report list displays all the reports you have generated that contain information about the

devices

2 Configuration

Configuration is used to create your own report with specific variables. The report can be run

cyclically and be linked to a distribution list in the form of email addresses.



List
Updated: Jul 16, 2026

Here you can find a list of generated reports containing all important information about devices in

the system.



1 Filters

Report filter allows you to search for reports by data, such as:

Name

Type

Date

2 Download

This action allows you to download single or more generated reports

3 Delete

This action allows you to delete single or more generated reports

4 Generate

This action will take you to the view where you can generate a report of your devices according

to your preferences

5 Generated reports list

List of all generated reports with its parameters





Generate report
Updated: Dec 3, 2024

Here you can generate report containing selected information about devices in the system.



1 Report name

Set the report name

Required

2 Format

In the dropdown, select the file format

File format available:

CSV

PDF

Required

3 Orientation

In the dropdown, select the orientation

Orientation available only with PDF format:

Vertical

Horizontal

Required if selected PDF format



4 Type

In the dropdown, select the type

Type available:

Custom

Business application assigned to device

Business applications installed on device

Device locations

Devices

Devices last location

Devices security status

Export of users from the list

Inactive devices

Last contact with devices

Proget app on devices

User devices

Required

5 Groups

In the dropdown you can select the group

6 Send report via email

If the checkbox is checked the report will be sent by email

For this feature to work properly, SMTP must first be configured in the Settings tab

7 Add recipient(s)

Add the email address of the recipient(s) to whom the report will be sent



8 Data generated in the report

If a custom type is selected, you will be able to manage what information about the device will

be included in the generated report



Configuration
Updated: Jul 16, 2026

Here you can add report configuration. Setup report execution cycle, specific data and recipient(s).

Reports will be generated automatically and sent via email (SMTP required). You can download

generated reports from Reports tab.



1 Configuration filter

Report filter allows you to search for reports by data, such as:

Name

Type

2 Edit

This action allows you to edit selected configuration

3 Generate

This action allows you to generate a report when a configuration from the configuration list is

selected

4 Delete

This action allows you to delete single or more configuration from the list

5 Add configuration

This action will take you to the view where you can configure your own configuration



6 Configuration list

List of all created configurations



Add report configuration
Updated: Dec 3, 2024

Here you can add report configuration. Setup report execution cycle, specific data and recipient(s).

Reports will be generated automatically and sent via email (SMTP required) or you can download

them from Reports tab.

1 Name

Set configuration name

Required

2 Add data



2.1 Format

In the dropdown, select the file format

File format available:

CSV

PDF

Required

2.2 Orientation

In the dropdown, select the orientation

Orientation available only with PDF format:

Vertical

Horizontal

Required if selected PDF format

2.3 Type

In the dropdown, select the type

Type available:

Custom

Business application assigned to device

Business applications installed on device

Device locations

Devices

Devices last location

Devices security status

Export of users from the list

Inactive devices

Last contact with devices



3 Add scheduler

4 Add history

Proget app on devices

User devices

Required

2.4 Groups

In the dropdown you can select the group

2.5 Select the data to be included in the report

If a custom type is selected, you will be able to manage what information about the device will

be included in the generated report

Required

3.1 Once the day

If selected, you have to select the time and days in which the report will be generated

3.2 Interval

If selected, you have to set the time and daily cycle of report generation



4.1 Automatically delete reports older than

Select the number of days after which generated reports will be deleted

Required

4.2 Send report via email

If the checkbox is checked the report will be sent by email

For this feature to work properly, SMTP must first be configured in the Settings tab

4.3 Add recipient(s)

Add the email address of the recipient(s) to whom the report will be sent



Settings
Updated: Jul 16, 2026

Access control

Restrict management access to specific

network addresses

Allowed SIM Cards

Manage which SIM cards are allowed

on devices

Audit and logging

Record audit logs of admin activity and

device interactions

Microsoft Entra ID

Manage connection and sync with

Microsoft Entra ID

Certificate Manager

Manage certificates used in profiles and

app configurations

Connector

Set up an LDAP connection to the

Proget Cloud

Gateway

Secure gateway encrypting traffic to

internal email systems

General

Organization, server, application, and

TURN configuration

LDAP

Manage LDAP connections for directory

synchronization

SMTP

Configure SMTP for activation emails

and notifications

Roles

Configure administrative privileges for

console functions

Theme

Customize the console's logo, colors,

and layout

Updates

Manage manual or automatic Proget

server updates





Access control
Updated: Jun 3, 2026

Option allows you to define access rules for Proget management services only from specific

network addresses.

1 Allowed IP

Enter the IP address through which manage Proget will be allowed

2 Remove

Remove chosen IP address

3 Add

Add IP address

4 Disable access control

Remove all added IP addresses

5 Submit

Save chosen settings





Allowed SIM Cards
Updated: Jun 3, 2026

NEW

Manage the allowed SIM cards that can be used on device

1 List

Displays the list of all allowed SIM cards (ICCID) added to the system, with the ability to search

by part of the ICCID number and export the list to a CSV file

2 Operations

Displays the history of bulk operations performed on the allowed SIM card list (add, remove,

remove all), along with their status, creation and completion date, number of processed

records, and operation details



List
Updated: Jun 3, 2026

The List view displays all allowed SIM cards (ICCID numbers) added to the system. It allows you to

search for a specific ICCID by part of its number, manage the list through bulk operations, export

the list to a CSV file, and refresh the data.

1 Filter

This action allows you to filter the list of allowed SIM cards by entering a part of the ICCID

number

2 Manage Allowed SIM Cards

Use the filter to filter the list of available SIM cards by using a portion of the ICCID number.

3 Export

This action allows you to export the current list of allowed SIM cards (ICCID numbers) to a CSV

file

4 Refresh

This action allows you to refresh the list of allowed SIM cards to display the latest data



5 List of ICCID numbers

Displays all ICCID numbers added to the allowed SIM cards list



Manage Allowed SIM Cards
Updated: Jun 3, 2026

The Manage Allowed SIM Cards wizard allows you to perform bulk operations on the list of allowed

SIM cards (ICCID numbers). You can add new entries, remove selected ones, or remove all entries

from the list. New ICCID numbers can be added from a CSV file or entered manually.

1 Add

This action allows you to add new ICCID numbers to the allowed SIM cards list either by

importing them from a CSV file or by entering them manually

2 Delete

This action allows you to remove selected ICCID numbers from the allowed SIM cards list either

by importing them from a CSV file or by entering them manually

3 Delete all

This action allows you to remove all ICCID numbers from the allowed SIM cards list at once

4 From file



5 Manual input

4.1 Select file

This action allows you to select a CSV file containing the list of ICCID numbers to be added or

removed

A sample CSV file can be downloaded from the wizard

5.1 Set ICCID SIM number

Enter the ICCID number of the SIM card to be added to or removed from the allowed SIM cards

list

5.2 Add

This action allows you to add another field for manually entering the ICCID number



Operations
Updated: Jun 3, 2026

The Operations view displays the history of bulk operations performed on the allowed SIM cards list

(add, remove, remove all). For each operation it shows the type, creation and completion date,

number of processed records, status, and operation details. The list can be filtered by status and

refreshed to display the latest data.

1 Filter

Use the filter to filter the list of operations by status

2 Refresh

This action allows you to refresh the list of operations to display the latest data

3 List of operations with their parameters

Displays the list of bulk operations performed on the allowed SIM cards list, including operation

type, creation and completion date, number of processed records, status, and operation details



Audit and logging
Updated: Feb 12, 2025

Proget has the ability to record audit logs that you can use to examine any administrative activities

and interactions between the server and devices.

List

1 List

List of created audit logs

2 Download

Download selected audit logs

3 Delete all

Delete all audit logs



Configuration

1 Configuration

Configuration of audit logs

2 Save audit logs

If checked, audit logs will be saved and visible in 'List' tab

3 Delete audit logs

Select the time after which the saved audit logs will be deleted

Required



Certificate Manager
Updated: Dec 3, 2024

Certificate Manager allows to manage device and user certificates that will be used in profiles and

apps configurations.

1 CAs

2 User certificates

3 External certificates



CAs
Updated: Mar 14, 2025

A CA is an internal CA that independently issues and signs the root and intermediate certificates. It

enables the generation and signing of certificates for servers, users within an organisation's closed

systems to ensure connection trust. By supporting the signing of internal certificates, the CA allows

the management of public key infrastructures (PKI), the issuing of TLS/SSL certificates, the

authentication of users and the securing of communications in private networks.

1 Export

Export selected CAs certificates

2 Generate server certificate



2.1 Name

Name of the selected CA

2.2 Key length

Choose key length

One of:

1024

2048

3072

4096

2.3 Encryption signature

Choose type of encryption signature

One of:

SHA-1

SHA-256

SHA-384

SHA-512

2.4 Common Name

Enter the CA common name

Maximum length of the text is 64

Required

2.5 Validity (in days)



Enter CA certificate name

Minimum value is 30

Maximum value is 730

Required

2.6 Password

Enter password which will be used to open the file

2.7 Type

Choose the type of custom attributes, which are pieces of data that are embedded only in the

CSR

One of:

Distinguished_Name

NT_principal_Name

RFC822_Name

DNS_Name

2.8 Value

Enter the value of type

Global variables available

Required

2.9 Remove

Remove chosen custom attribute

2.10 Clear



3 CA certificate info

Main information contained in the CA certificate

4 CAs create

Remove all custom attributes

2.11 Add

Add custom attribute



4.1 Name

Enter CA certificate name

Maximum length of the text is 64

Required

4.2 Common name

Enter common name

Maximum length of the text is 64

Required

4.3 Country code

Enter country code

Maximum length of text is 2

4.4 State or province

Enter state or province name

Maximum length of the text is 128

4.5 City

Enter city name

Maximum length of the text is 128

4.6 Organization

Enter organization name



Maximum length of the text is 64

4.7 Organization unit

Enter organization unit name

Maximum length of the text is 64

4.8 Key length

Select one of available key lengths

Required

4.9 Encryption signature

Select encryption signature

One of:

SHA-1

SHA-256

SHA-384

SHA-512

Required

4.10 Certificate validity (in days)

Enter number of days of certificate validity

Maximum value is 3650

Required

4.11 Signing certificate

Select one of available signing certificates





User certificates
Updated: Dec 3, 2024

User certificates specify which resources a given user can have access to.

1 Renew

Renews selected certificate

2 Revoke

The revocation of a certificate will result in the discontinuation of functionality that uses that

certificate.

The selected action is irreversible.

3 User certificate info

Main information contained in the user certificate





External certificates
Updated: Dec 3, 2024

External certificate type here is always set as S/MIME. S/MIME stands for Secure/Multipurpose

Internet Mail Extensions. This type of digital certificate enables users to secure the integrity and

privacy of their emails.

1 Edit

Edit selected certificates



2 Delete

Delete selected certificates

3 External certificate info

Main information contained in the external certificate

4 External certificates create



4.1 Type

Unselectable external certificate type - always set as S/MIME

4.2 User

Select one of available users

To find user, enter at least 3 first letters of username

4.3 Select signing certificate file

Select file

Allowed file type: .pfx

4.4 Delete signing certificate

Deletes selected signing certificate

4.5 Signing certificate password

Enter signing certificate password

4.6 Select encryption certificate file

Select file

Allowed file type: .pfx

4.7 Delete encryprion certificate

Deletes selected encryption certificate



4.8 Encryption certificate password

Enter encryption certificate password



Connector
Updated: Dec 3, 2024

Connector is a module that allows you to set up an LDAP connection from a local network to a

server located in the Proget Cloud.

1 Name

Enter the name of the Connector

Maximum length of the text is 255

Required

2 Address

Enter the address of server

Maximum length of the text is 255

Required

3 Port

Enter the port number which is a part of the addressing information used to identify the

receivers and senders of network messages

Minimum value is 0

Maximum value is 65535

Required



Gateway
Updated: Dec 3, 2024

Secure email access gateway that encrypts and protects traffic between the mobile device and

internal email systems.

1 Name

2 Credentials

1.1 Name

Name of the Gateway

Maximum length 255

Required



3 Credentials

2.1 Access server address

Enter the access server address

Maximum length of the text is 255

Required

2.2 Access server port

Enter the access server port

Maximum value is 65535

Required

2.3 Email server address

Enter the email server address

Maximum length of the text is 255

Required

2.4 Email server port

Enter the email server port

Maximum value is 65535

Required



3.1 Authentication

Choose the authentication method

One of:

Local CA

Enterprise CA

Certificate Manager

Required

3.2 SCEP

Choose one of available SECEP profiles

Available if selected authentication method is Enterprise CA

Required if selected authentication method is Enterprise CA

3.3 Root certificate

Choose one of available Certificate profiles

Available if selected authentication method is Enterprise CA

Required if selected authentication method is Enterprise CA

3.4 CA

Choose one of available CA certificates

Available if selected authentication method is Certificate Manager

Required if selected authentication method is Certificate Manager



General
Updated: Jun 3, 2026

Organization, server, application, TURN info and configuration.

1 Organization



1.1 Organization name

Enter the organization name

Maximum length of the text is 128

Required

1.2 Email address

If entered, will be visible in Proget app

Maximum length of the text is 128

1.3 Phone

If entered, will be visible in Proget app

Maximum length of the text is 64

1.4 Country

Choose one of the countries

Selecting a country will adjust the maps displayed in the console

Required

1.5 City

Enter city name

Maximum length of the text is 64

Required

1.6 Postal Code

Enter postal code

Maximum length of the text is 64

Required



2 Server

1.7 Street

Enter street name

Maximum length of the text is 64

Required

1.8 House number

Enter house number

Maximum length of the text is 64

Required



2.1 Time zone

Choose one of the time zones

Required

2.2 Default language

Choose default language - the default language defines what language the default policies will

be in and information from application stores should be downloaded

One of:

Polish

English

German

Russian

Romanian

2.3 Enable Cloudflare captcha on login

This option allows you to enable the Cloudflare Captcha mechanism during system login

2.4 Actions for inactive devices

Select the action that will be sent to an inactive device trying to connect to the server. Available

for Windows and Android devices. iOS, macOS devices will always receive actions to wipe

corporate data.

One of:

Take no action

Wipe company data

Wipe device

Required

2.5 Restore business data in case of Proget application synchronization error



3 Application

In case of a Proget app synchronization error, the user can manually restore their business

data. With this functionality, there will be no need to reset the device to factory settings to re-

register with the Proget console.

One of:

Always allow

Allow after entering the security code

Do not allow Deprecated

Required

2.6 Console SSL certificate

Select the SSL certificate for the console from your device's resources. You will be asked to

enter the certificate password and user password.



4 Turn

3.1 Address to the Android application

Enter address to the Android application

Maximum length of the text is 255

3.2 Location of the app store

Choose one of the countries - the location of the app store determines the country/region for

searching applications in the app store. The function may affect the lack of access to

applications not available in a given country/region.

3.3 Emergency number

Entered number will be visible as emergency number on the lock screen of the device

Maximum length of numbers is 16

Required



5 Select certificate

4.1 URL

Enter TURN URL

Correct URL is required if administrator of Proget console wants to use Proget Remote

Maximum length of the text is 128

Required

4.2 Username

Enter TURN username

Correct TURN username is required if administrator of Proget console wants to use Proget

Remote

Required

4.3 Change password

Enter new password

Maximum length of the text is 256

Available if checkbox checked

Required if checkbox checked

4.4 Restore default

Restores default values



5.1 Select file

Select file you want to upload

Allowed file type: .pfx

5.2 Certificate password

Enter certificate password

Required

5.3 User password

Enter user password

Required



LDAP
Updated: Jun 24, 2025

Manage LDAP connections for directory service synchronization.



1 Name

Name of the LDAP

Maximum length of the text is 64

Required

2 Server and encryption



2.1 Active Directory

If checked, LDAP will be configured as Active Directory

2.2 Domain

Enter the domain address

Maximum length of the text is 64

Required if Active Directory is checked

2.3 Host name

Enter the host name

Maximum length of the text is 255

Required

2.4 Port

Enter the server port

Maximum value is 65535

Required

2.5 Base dn

Enter the base dn

Maximum length of the text is 255

2.6 Search Filter

Enter the search filter

Maximum length of the text is 255

2.7 Search Scope



3 Credentials

Choose the search scope

One of:

All Levels

One Level

Required

2.8 Encryption

Choose the encryption

One of:

None

SSL

TLS

Required

2.9 Connector

Choose one of the given connectors

2.10 Accept untrusted connection

If checked, untrusted connections will be allowed

2.11 Choose file

Uploads CA certificate file (LDAP SSL/TLS)



4 Synchronization

3.1 User

Enter user credentials

3.2 Password

Enter password

3.3 User attributes

Enter user attributes

Available if Active Directory is checked

3.4 Remove

Remove selected user attributes

3.5 Add

Add more user attributes



4.1 Sync users

If checked, users will be synchronized

4.2 Sync everyone

If checked, all users will be synchronized

4.3 Sync existing

If checked, existing users will be synchronized

4.4 Tolerance

Choose the tolerance of synchronization (in hours)

Minimum value is 1

Maximum value is 24

Required

4.5 Assign label

Choose one of the available labels

Available if checkbox Sync users is checked

4.6 Send notifications

If checked, system will send notification to users about adding an account in the Proget system

For this feature to work properly, SMTP must first be configured in the Settings tab

Available if checkbox Sync users is checked

4.7 Send notifications about changes

If checked, notifications about changes will be send

For this feature to work properly, SMTP must first be configured in the Settings tab



Available if checkbox Sync users is checked

4.8 Send activation to users

If checked, activations will be send to selected below type of activation users

For this feature to work properly, SMTP must first be configured in the Settings tab. If you want

to send Android Enterprise, iOS or macOS activation proper configuration is required in the

Integrations tab.

Available if checkbox Sync users is checked

4.9 Actions on deleting a user

If checked, actions on deleting a user will be performed

Available if checkbox Sync users is checked

4.10 Activation selection

Select activation type

One of:

Android Enterprise Device Owner

Android Enterprise Profile Owner

Android

iOS

macOS

Windows

Available if checkboxes Sync users and Send activation to users are checked

Required if checkbox Send activations to users is checked

4.11 Actions

If checked, actions on deleting a user will be performed

Unassign devices

Remove user



Wipe device

Wipe company data

Unassign labels

Lock user

Available if checkboxes Sync users and Actions on deleting a user are checked

Required if checkbox Actions on deleting a user is checked



Microsoft Entra ID
Updated: Dec 3, 2024

Manage connection and synchronization with Microsoft Entra ID.

1 Users configurations

2 Settings



Users configurations
Updated: Dec 3, 2024

1 Name

Name of Microsoft Entra ID

Maximum length of the text is 255

Required

2 Synchronization configuration



2.1 Microsoft Entra ID Application

Choose one of the available application

Available only Microsoft Entra ID applications with permissions assigned: Group.Read.All,

User.Read.All

Required

2.2 Filter

Filter by:

All users

Group users

User attributes

2.3 Group ID

This filter restricts the addition and synchronization of Microsoft Entra ID users to those who

are members of a specific group. To filter users belonging to a particular Microsoft Entra ID

group, enter the Group ID. Example: e15b8ad0-d4c1-11ed-b7a7-e8d8d1e95e11. You can find

the Group ID by logging into https://portal.azure.com, then going to Microsoft Entra ID >

Groups > choose group > Overview > Object ID. Click 'i' to go to Portal Microsoft Entra ID.

2.4 User attributes

This filter allows you to limit Microsoft Entra ID users' addition and synchronization to those

with specific attributes. Create a filter using supported user's attributes and operators.

Example: department eq 'Marketing Department'. Click 'i' to go to the Microsoft

documentation.

2.5 Sync users

If checked, users are synchronized

2.6 Send notification to users about adding an account in the Proget system



If checked, notifications are sent to users

For this feature to work properly, SMTP must first be configured in the Settings tab

2.7 Assign label

Choose one of the available labels

2.8 Send activation to users

Choose activation type

One of:

Android

Android Enterprise Device Owner

Android Enterprise Profile Owner

iOS

macOS

Windows

For this feature to work properly, SMTP must first be configured in the Settings tab. If you want

to send Android Enterprise, iOS or macOS activation proper configuration is required in the

Integrations tab.

2.9 Actions on deleting a user

Choose the action to be performed after deleting the user

One of:

Remove label and clear business data from devices

Remove label and wipe devices

Remove label

2.10 Send notifications about changes

If checked, notifications about changes are sent



3 Users mapping

For this feature to work properly, SMTP must first be configured in the Settings tab

3.1 Field in Proget Console

Field in Proget console used for users mapping from Microsoft Entra ID

3.2 Field in Microsoft Entra ID

Choose one of fields available in Microsoft Entra ID used for users mapping into Proget console

Required

3.3 Remove

Removes corresponding line with fields for users mapping

Unlocked only for users mapping added by user

3.4 Add

Adds new line with fields for users mapping

3.5 Map local users

If checked, local users are mapped



Settings
Updated: Jun 3, 2026

1 Enable sign-in with Microsoft Entra ID

If checked, you can sign-in to the Proget console with Microsoft Entra ID service

2 Devices synchronization application

Select one of the available application

Available only Microsoft Entra ID applications with permissions assigned: Device.ReadWrite.All

3 Verify Proget application

Verify the selected Proget application on the Microsoft Entra ID portal. Make sure you have

Global Admin Rights.



Roles
Updated: Jun 3, 2026

Roles allow you to configure administrative privileges, to view and manage content, for each of the

console functions



1 Copy

This action allows you to copy the selected role from the list

2 Edit

This action allows you to edit the selected role from the list

3 Delete

This action allows you to remove selected roles from the list

4 Add

By clicking this button, you will be taken to the steps of creating a new role

5 Roles list

List of roles, that have been created and their assigned labels



Add Role
Updated: Jun 3, 2026



1 Name

Enter the name of the role

Maximum length of the text is 32

Required

2 Enable two-factor authentication

Check the checkbox, if you want to enable two-factor authentication for logging in to the

console

3 Allow multiple sessions

Check the checkbox, if you want to allow multiple sessions at the same time

4 Inactivity time

Set the inactivity time, after which the user will be logged out of the console

15 minutes

30 minutes

45 minutes

1 hour

1 hour 15 minutes



7 Submit / Role settings

1 hour 30 minutes

1 hour 45 minutes

2 hours

5 Labels

Select a label, to associate with a role

6 Back

This action allows you to return to the previous view, without saving the entered values

7.1 Name

Enter the name of the role

Maximum length of the text is 32

Required

7.2 Role configuration

Here you can assign labels to role, for which the configuration has been created and manage

its basic parameters

7.3 Roles management

Here you can manage roles by specifying the user’s access level to the Proget console

functions. Each selected checkbox grants a greater permission



SMTP
Updated: Oct 9, 2025

Configure the SMTP service for sending activation messages and notifications to the user using

email.

1 Default configuration

2 Basic authentication

3 Modern authentication (Google)

4 Modern authentication (Microsoft 365)



Default configuration
Updated: Oct 9, 2025

The default configuration configured by Proget allows sending an e-mail when creating a new user

in the system and for resetting the password of a local user

1 Default configuration

If enabled, the default SMTP configuration configured by Proget, will apply to the server



Basic authentication
Updated: Dec 3, 2024

SMTP Authentication, often abbreviated SMTP AUTH, is an extension of the Simple Mail Transfer

Protocol (SMTP) whereby a client may log in using any authentication mechanism supported by the

server.

1 Sender informations



2 User credentials

1.1 Displayed sender name

Enter the name which will be visible in e-mails as a sender

1.2 Sender's email

Enter the e-mail which will be visible in e-mails as a senders e-mail

Maximum length of the text is 64

Required

1.3 SMTP server

Enter the SMTP server

Maximum length of the text is 64

Required

1.4 SMTP port

Enter the SMTP port

Number required

Required



3 Additional settings

2.1 User

Enter the user e-mail from which e-mails will be send

2.2 Password

If checked, change password will be available

2.3 Change password

Enter the e-mail password from which e-mails will be send

3.1 Allow untrusted connections

If checked, untrusted connections will be allowed

3.2 Encryption type

Enter the type of encryption which will secure emails

One of:

None

SSL

TLS



Modern authentication (Google)
Updated: Dec 3, 2024

SMTP Modern Authentication (Google) is an advanced method of authenticating SMTP clients using

Google accounts, replacing traditional username and password authentication with more secure

and flexible mechanisms such as OAuth 2.0, providing enhanced security and integration with

Google's authentication infrastructure.

1 Displayed sender name

Enter the name which will be visible in e-mails as a sender

2 Sender's email

Sign in with your Google account from which the created emails will be send from the Proget

console

Required



Modern authentication (Microsoft
365)
Updated: Dec 3, 2024

SMTP Modern Authentication (Microsoft 365) is an enhanced method of authenticating SMTP

clients using Microsoft 365 Active Directory (Microsoft Entra ID) credentials, allowing users to

authenticate with Microsoft Entra ID tokens instead of traditional username and password,

providing stronger security and integration with Microsoft Entra ID's advanced features.

1 Displayed sender name

Enter the name which will be visible in e-mails as a sender

2 Sender's email

Sign in with your Microsoft 365 account from which the created emails will be send from the

Proget console

Required



Theme
Updated: Dec 3, 2024

Themes allow you to freely modify the graphic layout of the Proget console. The option allows,

among other things, to insert your own logo and modify the colors throughout the console. This

allows the system to be adapted to the needs of the company.

1 Color

2 Logo

1.1 Color choice

Choose the color of the Proget system

1.2 Set default

Restores to default settings



3 Dark theme logo

4 Favicon

2.1 Logo preview

Shows the preview of chosen file

2.2 Select file

Updates logo from the selected file

2.3 Set default

Restores to default logo

3.1 Dark theme logo preview

Shows the preview of chosen file

3.2 Select file

Updates logo from the selected file

3.3 Set default

Restores to default logo



4.1 Favicon preview

Shows the preview of chosen file

4.2 Select file

Updates favicon from the selected file

4.3 Set default

Restores to default favicon



Updates
Updated: Feb 12, 2025

Updates is a module that allows you to manage Proget server updates. You can be perform

updates manually or you can set up automatic updates.

Setting up updates

1 Manual



2 Automatic

Scheduled update

1.1 Manual

If checked, set settings manually

1.2 Version

Choose which version of console Proget will be used

1.3 Update at

Choose at which date and time the update will happen

2.1 Automatic

If checked, set settings automatically

2.2 Days

Choose at which day the update will happen if new version of Proget console is available

2.3 Hour

Choose at which hour the update will happen if new version of Proget console is available



1 Update now

Updates the Proget console to the newest version

Available if new version of Proget console is accessible

2 Submit

Submits changes through adding configuration

Available if adding new configuration

3 Delete

Deletes the current configuration

Available if configuration is saved



Integrations
Updated: Jul 16, 2026

Android Enterprise

Enhanced security, management, and

app support for Android

Android zero-touch

Seamless zero-touch deployment for

corporate Android devices

Apple Business Manager

Auto-activate Apple devices and enable

supervisor mode remotely

Apple Push Notification Service

Enable the MDM protocol for remote

management commands

Apps and Books

Bulk-purchase and distribute apps

without an iTunes account

Microsoft Entra ID Applications

Bind Proget to Entra ID and import

users

Samsung KME

Fast automated bulk enrollment via

IMEI or serial number



Android Enterprise
Updated: Dec 3, 2024

Integration with Android Enterprise provide enhanced security, management and application

support.



1 Remove configuration

Removes Android Enterprise configuration

2 Download QR code



Downloads QR code in .pdf format for Device Owner activation

3 Show content

Displays the information contained in the QR code for Device Owner activation

4 Download QR code

Downloads QR code in .pdf format for Profile Owner activation

5 Show content

Displays the information contained in the QR code for Device Owner activation

6 Automaticly connect to network

Allows you to add Wi-Fi credentials to the QR code, in order to automatically connect to the Wi-

Fi network during registration. The QR code will contain an unencrypted Wi-Fi password.

7 SSID

Enter the name that identifies the wireless network.

8 Hidden network

Required if the network for which we prepare configurations hides the SSID

9 Type of security

One of:

None



Personal WPA/WPA2

If 'None' is chosen, the network will be without security

If 'Personal WPA/WPA2' is chosen, user authentication manage is via WPA pre-shared key

10 Password

If 'Personal WPA/WPA2' is chosen, enter the pasword to the wireless network.

11 How to activate?

The following instruction will help you download Proget app on your Android mobile device in

chosen mode.

One way to activate your device is by scanning the QR code in chosen activation type, this

action will download and install the Proget app (after scanning the QR code, you cannot change

the activation type). To run the QR code scanner, the device must be restored to factory

settings. Activating the QR code scanner is possible by clicking several times on the welcome

screen (any empty place on the screen).

To complete the activation of the device, scan the small QR code for the previously selected

activation or add the device to automatic registration. A small QR code can be generated by

clicking on the 'Generate Activation' button on the user card.



Android zero-touch
Updated: Dec 3, 2024

Android zero-touch enrollment offers a seamless deployment method for corporate-owned

Android devices making large-scale rollouts fast, easy, and secure for organizations, IT, and

employees. Zero-touch makes it simple to configure devices online and have them shipped with

enforced management, so employees can open the box and get started. To activate the zero-touch

device enrollment service in the Proget console, follow the instructions



Apple Business Manager
Updated: Feb 12, 2025

Program allows you to automatically activate Apple devices on the Proget server when you start up

your device or factory reset. Program allows you also to define the stages of the first start up and

remotely activate the supervisor mode.

1

Renew the Proget server communication with the Apple Business Manager

account

This action allows to renews the Proget server communication with Apple Business Manager

2 Remove the account association

This action removes the account association

3 Synchronize

This action synchronizes the Proget server and the Apple Business Manager account



1 Go to the Apple portal

This action redirects to the Apple portal where you can create an account

2 Download server public key

This action allows you to download the server public key that will be used in the Apple console

to generate token. This token will be required in step four.

3 Apple Business Manager server file (.p7m)

This action allows you to upload the Apple Business Manager token downloaded from the

Apple console in order to connect the Proget server and the Apple server



Apple Push Notification Service
Updated: Feb 12, 2025

Apple Push Notification service integration provides the ability to use the MDM protocol, which

allows you to perform remote management commands.

1 Renew certificate

This action renews certificate

2 Remove integration

This action removes the integration

3 Edit Apple ID

This action edits your Apple ID



1 Generate Apple Push Notification service certificate signing request

This action generates and download Apple Push Notification service certificate signing request

2 Go to Apple Push Certificates Portal

This action takes you to the Apple Push Certificate Portal

3 Import Apple Push Notification service certificate

This action imports the Apple Push Notification service certificate file from your device



Apps and Books
Updated: Jun 3, 2026

Apps and Books Integration allows company and institutions to purchase apps and distribute them

to employees. The program allows purchase free and payable apps in bulk. Assigning app license to

device allows you to install app without iTunes account.



1 Show details

This action allows you to check the details of the added Apps and Books integrations, such as:

What apps are added to the list

The usage status of the license

The license availability for application

2 Edit

This action allows you to edit data of the added Apps and Books integration, such as:

Create new name of licences

Add new token of Apps and Books

3 Synchronize licenses

This action allows you to synchronize the up-the-date information about licenses

4 Delete

This action allows you to delete the Apps and Books integration

5 Add



2 Add a Apps and Books integration

This action allows you to add new Apps and Books integration

2.1 Name

Example name of the added integration

Required

2.2 Apps and Books token

Enter generated token of Apps and Books

How to get token:

Log in to a Volume Purchase Program account (https://business.apple.com)

Log in to your account

Generate a token and then upload it to the MDM system

Required

2.3 Add

This action allows you to add downloaded token from your device

2.4 Add macOS applications

If selected, iOS apps available on macOS (Apple Silicon) will also be added to the console as

macOS apps



3 Details of the Apps and Books account

3.1 Show license usage

This action allows you to check the usage of licenses

Then you know:

What device is using the license

What user is using the license

3.2 Back

This action allows you to return to the previous view

3.3 List of the integrations

List of the Apps and Books integrations



Microsoft Entra ID Applications
Updated: Jun 3, 2026

Integration with Microsoft Entra ID allows to bind Proget to your Microsoft Entra ID. Thanks to this,

it will be available to add new connections enabling the import of users to the Proget console.

4 Add Microsoft Entra ID Integration

1 Edit

This action allows you to edit selected integration

2 Synchronize

This action allows you to synchronize selected integration

3 Remove

This action allows you to remove selected integration



4.1 Name

Maximum length of the text is 255

Required

4.2 Client ID

The client ID is the unique Application (client) ID assigned to your app by Microsoft Entra ID

when the app was registered.

Required

4.3 Client Secret

A client secret is an authentication technique that uses a string value in the Microsoft Entra ID

application instead of a certificate for identity.

Required

4.4 Tenant ID

A Tenant ID (tenant identifier) is a unique identifier or alias for the tenant and is based on the

tenant name. The tenant ID is assigned to the tenant's resources (such as envelopes, maps,

and outbound documents).

Required

4.5 Client Secret expiration date

Select the date when the client secret should expire



Samsung KME
Updated: Jun 3, 2026

Knox Mobile Enrollment is the quickest and most automated way to enroll a large number of

devices. Once an IT admin registers a device with the service (using IMEI or Serial Number), the

device’s user initiates the MDM registration process during the initial device configuration process.



1 Customer ID

Enter customer ID

Maximum length of the text is 255

Required

2 Region

Select region

One of

EU

US

Required

3 Knox custom JSON

Enter Custom JSON Data



File Manager
Updated: Jun 3, 2026

BETA

The module allows you to manage files on iOS and Android devices. It requires the File Manager

application to be installed and configured. The available storage space for uploaded and

downloaded files is limited – once it is exceeded, further file operations will not be possible. To

restore the ability to manage files, selected items must be removed from the table.



1 Disk percentage full

Displays the current storage usage as a progress bar with the percentage of used space, total

capacity and remaining capacity

2 Filters

The file filter allows you to search for available files using basic filters such as:

Path

Vendor

Model

Use the '+' button to add additional filter criteria

3 Download

This action allows you to download the selected files from the list to your computer

Select one or more files from the list to enable this action

4 Delete



This action allows you to delete the selected files from the File Manager storage, freeing up

disk space

Select one or more files from the list to enable this action

5 List of uploaded files

Displays all files uploaded from devices to the File Manager storage, including file name,

directory, size, user, device vendor, creation date, and the user who created the entry



Changelog
Updated: Jul 6, 2026

2.20.4 2026-07-06

Fixed reinstalling an app in Proget Store

2.20.3 2026-06-29

Fixed the Apple app update using an action

2.20.2 2026-06-26

Changed maximum number of characters for the 'Send message' action

2.20.1 2026-06-24

Optimizations and other improvements

2.20.0 2026-06-16

Added File Manager functionality - remote file management on Android and iOS

devices

Added Proget Notifier app support

Added dependency graph (label view, user card, device card)

Added 'Allowed SIM cards' tab

Added PQL keys: device.SIM1, device.SIM2

Added PQL reference: ALLOWED_SIM_CARDS

Added SCEP type in Certificate profile

Added uploading certificate from file to Windows devices

Added new 'No Internet' action in MTP profile

+

+

+

+

+



Added optional phone number and custom header in 'Lock work profile' reaction in

MTP profile

Added system error report generation on Android devices

Added bulk editing of app settings in group

Added macOS apps in Apps and Books integration

Added remote account removal from device in 'User accounts' tab

Added 'Remove Android Enterprise account' action in Devices tab

Added AE integration removal when no active accounts exist on Android Enterprise

devices

Added text formatting and clickable links in messages to device

Added pending actions column on lists

Added fixed row height in tables

Added Kiosk exit configuration options

Added Kiosk PIN configuration options

Added Proget settings in single app mode in Kiosk

Added Kiosk position configuration relative to lock screen

Added automatic logout time configuration in Kiosk

Added new intent types in Kiosk: user logout, direct kiosk exit

Changed service password for Android devices - mechanism expansion

Changed custom attributes behaviour regarding Entra ID synchronization

Marked SCEP profile as deprecated

Marked 'Service password' policy as deprecated

Marked 'Allow clearing of application data' policy as deprecated

Marked security codes for Android devices in Service as deprecated

Fixed displaying Wi-Fi MAC address in Devices tab

+ 2.19.12 2026-04-20

+ 2.19.11 2026-04-13



+ 2.19.10 2026-03-31

+ 2.19.9 2026-03-25

+ 2.19.8 2026-03-10

+ 2.19.7 2026-02-23

+ 2.19.6 2026-02-10

+ 2.19.5 2026-02-09

+ 2.19.4 2026-02-04

+ 2.19.3 2026-01-19

+ 2.19.2 2026-01-14

+ 2.19.1 2026-01-12

+ 2.19.0 2026-01-07

+ 2.18.5 2025-10-08

+ 2.18.4 2025-09-17

+ 2.18.3 2025-08-25



+ 2.18.2 2025-07-22

+ 2.18.1 2025-07-14

+ 2.18.0 2025-07-09

+ 2.17.10 2025-05-20

+ 2.17.9 2025-05-14

+ 2.17.8 2025-04-29

+ 2.17.7 2025-04-16

+ 2.17.6 2025-04-02

+ 2.17.5 2025-03-25

+ 2.17.4 2025-03-19

+ 2.17.3 2025-03-10

+ 2.17.2 2025-03-05

+ 2.17.1 2025-02-26

+ 2.17.0 2025-02-19



+ 2.16.4 2025-02-03

+ 2.16.3 2025-01-15

+ 2.16.2 2024-10-19

+ 2.16.1 2024-10-13

+ 2.16.0 2024-10-15

+ 2.15.10 2024-09-03

+ 2.15.9 2024-08-19

+ 2.15.8 2024-07-23

+ 2.15.7 2024-07-17

+ 2.15.6 2024-07-16

+ 2.15.5 2024-07-01

+ 2.15.4 2024-06-25

+ 2.15.3 2024-06-05

+ 2.15.2 2024-05-27



+ 2.15.1 2024-05-13

+ 2.15.0 2024-05-08

+ 2.14.6 2024-03-18

+ 2.14.5 2024-03-14

+ 2.14.4 2024-03-13

+ 2.14.3 2024-02-27

+ 2.14.2 2024-01-31

+ 2.14.1 2024-01-25

+ 2.14.0 2024-01-22

+ 2.13.4 2023-11-21

+ 2.13.3 2023-10-24

+ 2.13.2 2023-09-07

+ 2.13.1 2023-09-06

+ 2.13.0 2023-09-04



+ 2.12.3 2023-07-12

+ 2.12.2 2023-06-20

+ 2.12.1 2023-06-13

+ 2.12.0 2023-06-12

+ 2.11.3 2023-03-22

+ 2.11.2 2023-03-08

+ 2.11.1 2023-02-27

+ 2.11.0 2023-02-08

+ 2.10.3 2023-01-11

+ 2.10.2 2022-12-29

+ 2.10.1 2022-12-01

+ 2.10.0 2022-10-25

+ 2.9.11 2022-09-12

+ 2.9.10 2022-09-05



+ 2.9.9 2022-09-01

+ 2.9.8 2022-08-29

+ 2.9.7 2022-08-24

+ 2.9.6 2022-07-26

+ 2.9.5 2022-07-05

+ 2.9.4 2022-06-29

+ 2.9.3 2022-06-22

+ 2.9.2 2022-06-01

+ 2.9.1 2022-05-18

+ 2.9.0 2022-05-16

+ 2.8.14 2022-04-25

+ 2.8.13 2022-04-25

+ 2.8.12 2022-04-21

+ 2.8.11 2022-04-07



+ 2.8.10 2022-02-15

+ 2.8.9 2022-01-25

+ 2.8.8 2022-01-13

+ 2.8.7 2021-12-15

+ 2.8.6 2021-12-13

+ 2.8.5 2021-12-01

+ 2.8.4 2021-11-29

+ 2.8.3 2021-10-14

+ 2.8.2 2021-10-13

+ 2.8.1 2021-09-28

+ 2.8.0 2021-09-21

+ 2.7.3 2021-07-07

+ 2.7.2 2021-06-29

+ 2.7.1 2021-06-24



+ 2.7.0 2021-06-22

+ 2.6.2 2021-05-27

+ 2.6.1 2021-05-13

+ 2.6.0 2021-04-19

+ 2.5.3 2021-03-31

+ 2.5.2 2021-03-09

+ 2.5.1 2021-03-01

+ 2.5.0 2021-02-24

+ 2.4.9 2021-02-02

+ 2.4.8 2021-01-26

+ 2.4.7 2021-01-19

+ 2.4.6 2020-12-14

+ 2.4.5 2020-12-04

+ 2.4.4 2020-11-30



+ 2.4.3 2020-11-24

+ 2.4.2 2020-11-03

+ 2.4.1 2020-10-30

+ 2.4.0 2020-10-26

+ 2.3.5 2020-07-13

+ 2.3.4 2020-07-07

+ 2.3.3 2020-07-02

+ 2.3.2 2020-06-30

+ 2.3.1 2020-06-26

+ 2.3.0 2020-06-25



Known Issues
Updated: Jan 28, 2025

+ Samsung E-Mail application

+ Problem with running Remote Desktop

+ The Apple Business Manager page is not available

+ The device does not disappear from the user card

+ Duplicate occurrence after restoring contacts on Google Pixel (Device Owner)

+ Problem with synchronization on Windows activation

+ Password policy on Windows activation

+ Profile Wallpaper on iOS activation

+ Notifications on Pixel devices with Do not disturb mode on



Proget Mobile App
Updated: Mar 4, 2025

Proget is a solution enabling management and administration of mobile devices in the company.

Proget protect corporate and private data: e-mail, calendar, notes and files thanks to the function

of performing and restoring a backup of contacts, sms/mms and call logs. The solution also secure

mobile data transmission using the highest encryption standards, creating a secure tunnel between

the smartphone and internal company resources. Proget allows you to implement devices in many

models: BYOD, COPE or devices fully managed by the company.

Changelog Known Issues



Changelog
Updated: Jun 22, 2026

2.20.3 2026-06-22

Fixed SMS permissions for COPE activation

2.20.2 2026-06-12

Fixed notifying about SIM card changes on the device

Fixed the password setting on the Lost Mode screen

Fixed the behaviour of automatic time zone, date and time policies after restarting the

device

Other fixes and improvements

2.20.1 2026-05-18

Other fixes and improvements

2.20.0 2026-05-12

Wi-Fi settings in the Kiosk profile have been improved

Fixed connecting to a WPA3 Wi-Fi network in the Kiosk profile settings

Fixed displaying notification of data usage access

+ 2.19.8 2026-04-21

+ 2.19.7 2026-03-26

+ 2.19.6 2026-03-25

+

+

+

+



+ 2.19.5 2026-03-02

+ 2.19.4 2026-02-03

+ 2.19.3 2026-01-19

+ 2.19.2 2026-01-12

+ 2.19.1 2025-12-02

+ 2.19.0 2025-11-27

+ 2.18.8 2025-10-20

+ 2.18.7 2025-09-10

+ 2.18.6 2025-08-19

+ 2.18.5 2025-08-14

+ 2.18.4 2025-08-06

+ 2.18.3 2025-07-29

+ 2.18.2 2025-07-16



+ 2.18.1 2025-07-15

+ 2.18.0 2025-06-30

+ 2.17.7 2025-05-20

+ 2.17.6 2025-04-14

+ 2.17.5 2025-04-06

+ 2.17.4 2025-04-02

+ 2.17.3 2025-03-24

+ 2.17.2 2025-02-27

+ 2.17.1 2025-02-21

+ 2.17.0 2025-02-10

+ 2.16.4 2025-01-27

+ 2.16.3 2025-01-08

+ 2.16.2 2024-12-10

+ 2.16.1 2024-11-28



+ 2.16.0 2024-10-14

+ 2.15.12 2024-09-02

+ 2.15.11 2024-08-08

+ 2.15.10 2024-08-07

+ 2.15.9 2024-07-30

+ 2.15.8 2024-07-03

+ 2.15.7 2024-06-25

+ 2.15.6 2024-06-14

+ 2.15.5 2024-06-13

+ 2.15.4 2024-05-20

+ 2.15.3 2024-05-06

+ 2.15.2 2024-05-02

+ 2.15.1 2024-04-26

+ 2.15.0 2024-04-25



+ 2.14.3 2024-03-27

+ 2.14.2 2024-03-12

+ 2.14.1 2024-01-25

+ 2.14.0 2024-01-15

+ 2.13.5 2023-11-28

+ 2.13.4 2023-11-07

+ 2.13.3 2023-10-17

+ 2.13.2 2023-09-04

+ 2.13.1 2023-08-25

+ 2.13.0 2023-08-23

+ 2.12.0 2023-06-05

+ 2.11.1 2023-02-28

+ 2.11.0 2023-02-20

+ 2.10.3 2022-11-25



+ 2.10.2 2022-10-27

+ 2.10.1 2022-10-26

+ 2.10.0 2022-10-25

+ 2.9.3 2022-07-07

+ 2.9.2 2022-06-22

+ 2.9.1 2022-05-27

+ 2.9.0 2022-05-16

+ 2.8.10 2022-02-24

+ 2.8.9 2022-01-20

+ 2.8.8 2022-01-19

+ 2.8.7 2022-01-03

+ 2.8.6 2021-12-02

+ 2.8.5 2021-11-30

+ 2.8.4 2021-11-08



+ 2.8.3 2021-11-03

+ 2.8.2 2021-10-13

+ 2.8.1 2021-10-04

+ 2.8.0 2021-09-21

+ 2.7.6 2021-09-01

+ 2.7.5 2021-07-11

+ 2.7.4 2021-07-07

+ 2.7.3 2021-07-06

+ 2.7.2 2021-06-24

+ 2.7.1 2021-06-22

+ 2.7.0 2021-06-22

+ 2.6.4 2021-05-12

+ 2.6.3 2021-05-07

+ 2.6.2 2021-04-27



+ 2.6.1 2021-04-21

+ 2.6.0 2021-04-19

+ 2.5.4 2021-03-16

+ 2.5.3 2021-03-04

+ 2.5.2 2021-03-03

+ 2.5.1 2021-03-01

+ 2.5.0 2021-02-19

+ 2.4.11 2021-01-25

+ 2.4.10 2021-01-11

+ 2.4.9 2021-01-04

+ 2.4.8 2020-12-29

+ 2.4.7 2020-12-21

+ 2.4.6 2020-12-09

+ 2.4.5 2020-11-27



+ 2.4.4 2020-11-26

+ 2.4.3 2020-11-25

+ 2.4.2 2020-11-20

+ 2.4.1 2020-10-30

+ 2.4.0 2020-10-26

+ 2.3.6 2020-08-21

+ 2.3.5 2020-08-11

+ 2.3.4 2020-07-03

+ 2.3.3 2020-06-30

+ 2.3.2 2020-06-26

+ 2.3.1 2020-06-25

+ 2.3.0 2020-06-25



Known issues
Updated: Jan 28, 2025

+ Android Enterprise Device Owner – Allows add Wi-Fi connections policy

+ Android Enterprise Device Owner – installing application from file for Xiaomi

devices

+ Android Enterprise Profile Owner – self-changing passwords on Huawei

devices with Android 8 or 8.1

+ Android Enterprise – Device Owner on Nokia devices with android 8

+ Running applications on HUAWEI devices

+ Can’t choose the Proget application when restoring SMS / MMS messages in

the activation of the Android Profile Owner

+ Android Enterprise Profile Owner – it is currently not possible to restore

contacts from a backup on Huawei devices

+ POP/IMAP profile not working with GMAIL

+ Xiaomi – unable to install application from file

+ HUAWEI EML-L29 Android 10 – No automatic registration using Enterprise QR

+ Xiaomi – MIUI interface

+ Contact with administrator and emergency call on devices without SIM card



+ Action Turn off Wifi on MTP Profile

+ Taking photos during Lost Mode on weaker Android devices

+ Allowed Input methods policy on DO and PO activation

+ Set timezone automatically – DO policy on Samsung devices

+ Prohibit removing added Wi-Fi networks – DO policy on Samsung devices

+ Profile Owner activation via QR from Integration tab

+ Proget Backup – MMS restoring

+ DO activation via Enterprise QR on Android 10



Proget Notifier App
Updated: Jul 16, 2026

NEW

Proget Notifier app is a fully configurable communication layer between the Proget management

console and the device user. With our application you can display configurable screens with

messages, images, and interactive buttons on the device. The app supports actions such as sending

data to an external endpoint, opening the phone dialer, or exiting the application. All content

including texts, images, and buttons is configurable per language and managed remotely via the

Proget management console. The app can also work in Kiosk mode as a single application, and

provides access to Wi-Fi settings directly from its interface. This app is an integral part of the Proget

solution. We recommend using it only in an environment managed by the Proget system.

Changelog



Changelog
Updated: Jun 8, 2026

1.0.0 2026-05-28

First release

+



Proget File Manager App
Updated: Jul 16, 2026

NEW

Proget File Manager app enables secure file transfer between mobile devices and the Proget

management console. With our application you can upload files from the device to the console and

manage them remotely. The available storage space is limited once it is exceeded, further file

operations will not be possible until selected items are removed. This app is an integral part of the

Proget solution. We recommend using it only in an environment managed by the Proget system.

The app can be configured manually or remotely using the Proget management console.

Changelog



Changelog
Updated: Jul 16, 2026

0.1.1 2026-07-15

Other fixes and improvements

0.1.0 2026-06-29

First release

+

+



Proget Remote App
Updated: Mar 4, 2025

Proget Remote is an application that allows you to remotely access the screen of your Android

device from the Proget server. No matter where you are at the moment, by establishing a secure

connection: get quick help from your administrator, repair or troubleshoot your device, share your

screen and hand over control.

Changelog



Changelog
Updated: Mar 26, 2025

3.1.1 2024-07-15

Connection stability has been improved

3.1.0 2024-01-18

Changed app UI

Added support for using the keyboard during a Proget Remote connection

Added support for rotation during a Proget Remote connection

+ 3.0.1 2023-11-07

+ 3.0.0 2023-05-08

+ 2.4.4 2022-02-07

+ 2.4.3 2022-01-19

+ 2.4.2 2021-10-21

+ 2.4.1 2021-03-19

+ 2.4.0 2021-03-18

+ 2.3.0 2020-10-08

+

+



+ 2.2.0 2020-06-02

+ 2.0.0 2019-05-05



Proget Geofencing App
Updated: Mar 4, 2025

Proget Geofencing is an application that allows to manage your mobile device based on

preconfigured business zones. Thanks to it, Proget system admins have ability to provide you

various functionalities and restrictions on your mobile device. The application does not work alone.

To proper operation of Proget Geofencing you have to use Proget application which is connected to

the server. It also require delivered configuration of the Geofencing profile. All configurations and

restrictions are fully configured by the administrator of Proget system.

Changelog



Changelog
Updated: Mar 26, 2025

1.4.1 2024-07-23

Changed app UI

Fixed link to terms of use

1.4.0 2023-06-12

Changed app UI

Bug fixes and other improvements

+ 1.3.1 2021-03-26

+ 1.3.0 2021-03-18

+ 1.2.0 2020-10-09

+ 1.1.0 2020-06-25

+ 1.0.0 2019-12-04

+

+



Proget Backup App
Updated: Mar 4, 2025

Proget Backup is part of Proget system. It can run in local (dedicated for personal use only) and

remote mode (dedicated for enterprises).User can create backup of contacts, SMS, MMS, call logs

and then restore it when needed. Backup data is securely stored in application dedicated storage.

Can not be moved to other device.To use remote mode application require Proget app to be

enrolled on Proget server.Proget Backup application allows Proget system administrator to create

and restore backup of contacts, SMS, MMS and call log. All data is downloaded and securely stored

on the Proget server managed by the administrator in your company.

Changelog



Changelog
Updated: Dec 16, 2025

1.6.3 2025-12-15

Fixed scheduled backup make after app restart

1.6.2 2025-09-29

Fixed setting Proget Backup as the default SMS application

1.6.1 2024-08-27

Bug fixes and other improvements

1.6.0 2024-05-06

Added the ability to send a backup copy to the server without registering the device in

the Proget console

+ 1.5.0 2023-10-03

+ 1.4.3 2022-06-28

+ 1.4.2 2022-04-11

+ 1.4.1 2021-04-09

+ 1.4.0 2020-10-09

+

+

+

+



+ 1.3.0 2020-09-25

+ 1.2.0 2020-06-25

+ 1.1.0 2020-02-28

+ 1.0.0 2020-01-15



Proget File Sharing App
Updated: Mar 4, 2025

Proget File Sharing app secures access to corporate resources via FTP and SMB. With our

application you can access your work resources via FTP and SMB. Get secure access to corporate

data and work on it in accordance with the rules applicable in your organization. This app is integral

part of the Proget solution. We recommend using it only in an environment managed by the Proget

system. The app can be configured manually or remotely using the Proget management console.

Changelog



Changelog
Updated: Mar 26, 2025

1.5.1 2024-08-28

Bug fixes and other improvements

+ 1.5.0 2024-04-16

1.4.0 2023-07-05

Changed app UI

Bug fixes and other improvements

+ 1.3.0 2021-12-13

+ 1.2.3 2021-09-23

+ 1.2.2 2021-08-31

+ 1.2.1 2021-05-12

+ 1.2.0 2021-05-07

+ 1.1.1 2021-04-02

+ 1.1.0 2021-03-31

+

+



+ 1.0.2 2021-03-18

+ 1.0.1 2021-03-15

+ 1.0.0 2021-03-05



Proget OpenVPN App
Updated: Mar 4, 2025

Proget OpenVPN is an OpenVPN client app that allows you to establish a secure access to a

confidential data behind the firewall. The app supports the import of the ovpn profile and the

managed configuration sent by the EMM server. To be able to fully use the solution, it is required to

bind the application with an EMM server installed inside the company or in the cloud.

Changelog



Changelog
Updated: Mar 26, 2025

1.3.1 2024-01-17

Updated app UI

1.3.0 2024-01-16

Changed app UI

+ 1.2.0 2023-06-29

+ 1.1.2 2022-07-21

+ 1.1.1 2022-07-15

+ 1.1.0 2022-07-12

+ 1.0.0 2022-01-21

+

+



FAQ
Updated: Jul 16, 2026

What is MDM? (Mobile Device Management)

MDM – Mobile Device Management – is a device lifecycle management technology that enables

the IT team to implement, configure, manage, service and secure mobile devices through MDM

profiles installed on devices.The MDM software provides a set of resources, remote configuration of

e-mail, applications and Wi-Fi, remote problem solving and the ability to remotely lock and wipe to

secure the device and company data stored on it. MDM is the basis of a comprehensive enterprise

mobility management solution.

What is MAM? (Mobile Application Management)

MAM technologies – Management of Mobile Applications – apply management and policy controls

to individual applications instead of to the entire device. MAM solutions usually offer a custom

application store that allows you to control and deliver applications developed internally as well as

third-party applications. IT administrators can add security, encryption and control to mobile

applications by using the AppConfig Community standards or the Software Development Kit or App

Wrapping solutions from the MAM provider.

What is EMM? (Enterprise Mobility Management)

EMM – Enterprise Mobility Management – is a device and platform independent solution that

centralises the management, configuration and security of all devices in the organization, both

those used in the BYOD model and the company model. EMM goes beyond traditional device

management and includes management and configuration of the application and company

content. The comprehensive EMM solution includes MDM, MAM, MCM (Mobile Content

Management), identity management for access control and productivity applications to facilitate

access to corporate e-mail, calendar, contacts, content repositories and intranet sites. A well-

chosen EMM solution should provide both technical capabilities to simplify management as well as

security for the IT team, as well as pleasant use for the employee.

What is UEM? (Unified Endpoint Management)

UEM – Unified Endpoint Management – allows the IT team to stop using separate tools for

managing mobile, traditional and IoT devices. UEM solutions provide a comprehensive and user-

https://proget.pl/en/mobile-device-management/?utm_source=docs.proget.pl
https://proget.pl/en/enterprise-mobility-management/?utm_source=docs.proget.pl


centric approach to managing all endpoints by combining traditional client management with

desktop and PC using a modern Enterprise Mobility Management (EMM) platform. A

comprehensive UEM solution enables the IT team to manage users and provide consistent

experience at all endpoints, secure and manage the entire device lifecycle and make all of it using

one comprehensive platform.

What is BYOD? (Bring Your Own Device)

BYOD – Bring Your Own Device – is a principle in the IT industry that allows employees to use

their own devices for business purposes. EMM platforms allow organizations to implement BYOD

strategies without compromising employee safety and privacy at the risk of separating company

and personal data on the device. This separation allows the IT team to manage and secure only

business data on the device owned by the employee. If the device is ever endangered or when the

employee leaves the company, the IT team has the option of removing only work-related data and

leaving personal items on the device intact.

Post profiles with which applications work?

The Active Sync or IMAP / POP mail profiles that are used in the Samsung Knox activation will

require the Samsung Mail application. If we want to set up a mail profile on Android Enterprise

Profile Owner or Android Enterprise Device Owner activation, we can do it via application

configuration.

What is supervisor – iOS?

Apple’s supervised iOS mode provides administrators with more options when managing Apple

devices, which is useful for large-scale company-owned devices. For example, you can restrict the

AirDrop function, prevent users from changing the device name, or apply application rules. To add

a device in supervised mode, Apple Business Manager profiles must be configured or used Apple

Configurator. In iOS 11 support for Apple Business Manager devices that are not supervised was

deprecated. In iOS 11 and later, Apple Business Manager configured devices should always be

supervised. And in a future release, the OS will ignore the Apple Business Manager is_supervised

flag completely.

Where the application from the list of applications comes from?

After the device is activated, applications from the device are automatically added to the system.

The user also has the option adding an application.

https://support.apple.com/apple-configurator?utm_source=docs.proget.pl
https://support.apple.com/apple-configurator?utm_source=docs.proget.pl


How to get and use Apple Business Manager?

The Device Enrollment Program can be obtained through resellers. A list of resellers can be found

on this site.

Detailed information on how to use Apple Business Manager can be found on this website.

What operating systems of mobile devices do we support?

Provides support for Android 8.0 and newer, iOS 10.3 and newer, and for Windows 10.

What ports on the network must be unlocked for the remote desktop to

work?

443/TCP, 2222/TCP, 2222/UDP, 30000-59999/UDP – on the device and desktop side.

https://support.apple.com/en-us/118206?utm_source=docs.proget.pl
https://support.apple.com/en-us/102300?utm_source=docs.proget.pl

